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ABSTRACT

ABSTRACT
This detailed study explores the future of the Internet of Things (IoT) and its applicability to
unmanned and remote operations in the energy and space industries. This is a synergistic
technology with mutual benefits to both the energy and the aerospace fields. The nature of
this technology and its applicability encounters various challenges that will need to be
assessed. These challenges include engineering, applications, business cases, security, and
policy, among others.
These IoT devices are primarily Internet-connected sensors used to provide data about their
surrounding environments, whether these environments are as small as a storage unit or a
traffic light, or as broad as a weather system or trans-Atlantic crossing. By fully optimizing IoT
solutions available, an oil and gas company will be able to leverage these analytics to
improve business and enhance process safety in deploying automated monitoring systems
across major facility components.
This study looks at four sectors: energy, Earth observation, remote platforms, and future
space endeavors. Within each of these domains, we address the current mode of operations
and how the application of IoT can increase efficiency, reduce cost, and improve human
safety with an emphasis on the extraction, distribution, and transmission of energy.
Keywords:
Oil, gas, energy distribution, pipeline, renewable energy, asset management, logistics,
weather prediction, oceanography, tsunami, interplanetary exploration, asteroid mining,
mesh network, health and safety.
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FACULTY PREFACE

FACULTY PREFACE
The Internet of Things (IoT) is an emerging new network of interconnected devices that is
finding applications in almost every industry. The participants of the International Space
University’s 2017 Space Studies Program (ISU SSP17) IoT team project set out explore the
latest advancements in IoT and its applications. This was done through exposure to talks by
external experts, followed by a literature review to identify the needs and areas of interest in
this domain. This exercise allowed participants to achieve a common level of understanding
of the subject matter.
The energy sector is the most prolific user of IoT technology. Participants identified existing
and new applications in the energy sector, which were then developed into specific
architectures for use in those domains. The applications were designed to address such key
interests as increasing cost efficiency, improving asset management, strengthening health
and safety, minimizing downtime, preventing revenue loss, and improving financial
forecasting.
It was found that many of the themes identified in the energy sector were equally applicable
to space. For example, an oil rig (whether at land or sea) faces many of the same logistical
support and maintenance challenges as the International Space Station (ISS). As another
example, IoT sensors and infrastructure could be used to facilitate prospecting on an
asteroid surface for future mining activities.
The project also found that IoT can be used in a hybrid form, whereby space technology
(satellites) could be used to improve human safety and prevent asset loss on Earth. The
team developed a concept for a tsunami early-warning system featuring sensors and
communication protocols as an example of an IoT networking application. This application
was found to have dual use in fleet management and merchant shipping.
On the team-management side, the initial challenge was to rapidly form a functioning team in
order to tackle a broadly scoped project. The next challenge was to narrow the scope to an
achievable goal and deliver a report and presentation by 24 August 2017.
We have witnessed a group of international individuals become a functioning team working
towards a well-defined common goal to deliver results that will appeal to the energy sector,
investors in industry, entrepreneurs, and the worldwide space community.
Joe Pellegrino, Robert Gevargiz, August 2017
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PARTICIPANT PREFACE

PARTICIPANT PREFACE
“Learn how to see. Realize that everything connects to everything else.”
Attributed to Leonardo da Vinci (1452 – 1519)
We live in an increasingly connected world; already today, the Internet is a vital feature in all
our lives. The future of many applications and industries, both terrestrial and in space, will
revolve around an ever-growing network of interconnected smart devices known as the
Internet of Things (IoT). How does IoT affect our lives today? How can IoT benefit humanity
on Earth, remote locations, or future space endeavors? How can the energy sector take
advantage of IoT and space to move forward into the future? The scope of these questions is
tremendous, and we can but scratch the surface in our effort to provide answers.
In this report, the NetSpace team seeks to answer these big questions. By considering a
range of specific IoT applications, the team shows how IoT can generate new capabilities,
savings, and efficiencies that are synergistic to both the space and energy sectors. We look
specifically at the current and future energy sector, highlighting how IoT technology can be
applied today to help shape the future direction of the industry. By integrating energy with
space, NetSpace demonstrates that the futures of these sectors are inextricably linked. We
hope our proposals will have influential consequences. Our recommendations are targeted at
engineers, researchers, policy makers, financial analysts, risk analysts, and all others who
work in the space or energy industries.
The NetSpace team is an international, intercultural, and interdisciplinary group composed of
28 participants from 12 countries. With time as our most limited resource, with just seven
weeks to generate this report, a visual executive summary, and a final presentation,
maintaining our team cohesion as we sought to connect seemingly unrelated concepts was
paramount. Our results are a true testament to the hard work, time, and effort of the entire
group.
We are grateful to Joseph Pellegrino of the NASA Goddard Space Flight Center, our team
project chair, for his enthusiasm and support throughout the project. With a long career
across multiple NASA sites, industry, and the Canadian Space Agency, his insights have
been invaluable. Our teaching associate, Robert Gevargiz deserves special mention and
thanks, having guided us from day one, ensuring that we grew into a cohesive team. Finally,
a special thanks to all IoT and space experts who have helped and advised us along the
way, with the fantastic assistance provided by the ISU faculty and editors.
Internet of Things
Connects pipelines and planets
Embrace the future
NetSpace, August 2017
“The smartphone was big – the IoT is going to be a lot bigger…”
Tyson Tuttle, CEO Silicon Labs
(2014 Industrial Internet Consortium
CEO Conference, Shanghai)
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Introduction

1 Introduction
1.1 Background
The industrial revolution gave birth to the human capability to refine raw materials and on a
large-scale shape machines from iron, aluminum, and silica. Through these advances in
mass production, we learned to explore economies of scale, radically altering the way in
which we interact with and ultimately define our home world.
To fuel the initial transformation and the century that followed, we learned to harness energy
in many forms. Coal, oil, gas, nuclear, hydro, geothermal, solar, and wind all play a
prominent role not only in moving us and our products from harvest and manufacturing
through distribution to the consumer, but also in the way in which we transport ourselves.
Our species is preparing to become interplanetary, to establish short term and eventually
permanent colonies on other worlds. The Moon, Mars, the asteroids, and the moons of
Jupiter and Saturn all hold potential. For now, the same energy sources which have enabled
the automobile, ocean going tanker, and airplane to proliferate, also fuel robotic and human
space flight missions. If the cost of extraction, refining, and delivery is too high, both in dollar
value and in damage to the environment, launching a rocket becomes impossible and we risk
remaining an Earth-bound species forever.
As we have in the past five decades moved from our first satellites placed into orbit to tens of
thousands of such devices employed for communication, military function, and Earth and
space observation, we have through an international effort constructed one of the most
sophisticated machines ever built by human kind, the International Space Station (ISS). And
soon, perhaps within just twenty years, humans will again move to a celestial body beyond
Low Earth Orbit with the Moon and Mars as immediate goals.
The technological revolution has given our species the capability to generate data, a
resource measured not in grams nor gallons, but in bytes, the speed at which data is
communicated, and the value that it delivers. No longer is progress defined simply by how
machines move us and our goods, but by how much data we receive, and how that data
shapes the way we perceive the world. We no longer explore by means of sturdy boots on
our feet and a spyglass in hand, but through a network of assistants, micro-machines which
gather information in our stead.
Information is now the most powerful commodity traded. Information provides a level of
awareness that bridges the gap between the five senses of the human body and the vast
seas of knowledge to be gained. With the growth that accompanies such radical mechanical
and virtual transformations comes the intrinsic need for a communication network that
matches the velocity of distribution of information.
The Internet of Things (IoT) expands human awareness. It gives us an extra sensory
perception through which we can analyze oil and gas (O&G) pipelines for leaks and the
integrity of wind powered generation stations. With IoT we can monitor the change in sea
bed pressure and alert distant coastlines to the presence of an on-coming storm; improve
organizational systems within complex Earth-bound platforms and orbiting stations; and
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monitor the health and safety of both robotic and human, off-world exploratory teams as they
establish the foundation for our species becoming interplanetary.
Water is required for space exploration, as an imperative consumable for life as we know it,
and as a foundation chemical for manufacturing rocket fuel. Comets, two moons of Jupiter
and Saturn, and asteroids too are rich in water. In an interview with Bloomberg, Tom James,
Senior Quality Assurance Partner at energy consultant Navitas Resources, said “Water is the
new oil of space…Middle East investment in space is growing as it works to shift from an oilbased to a knowledge-based economy.” (Paraskova, 2017).
Planetary geologists have reason to believe the metal-rich asteroid belts contain gold, silver,
and platinum in quantities far exceeding the annual mining outputs on Earth. According to a
2016 review conducted by MIT, a 500 m (1,640 ft) asteroid rich in platinum could yield nearly
175 times the annual, global platinum output, or 1.5 times the total platinum reserves found
on Earth (Paraskova, 2017). Peter Diamandis, Planetary Resources co-chairman has found
inspiration in the history of O&G exploration, “They’ve literally created… fully robotic cities
that then mine 5-10 thousand feet down below the ocean floor to gain access to oil,”
Diamandis said in 2012 (Dalby, n.d.). “For me, that kind of work makes going to the asteroids
to extract resources look easy.”
With the transformation of energy production from non-renewable sources to alternative
hybrid and renewable solutions over the coming decades, the energy companies of today will
become the asteroid mining companies of tomorrow (Dalby, n.d.). For this to become a
reality, IoT is the next-step, logical means by which the human species harnesses energy
and data and moves from its immediate surroundings toward the stars.

1.2 The Internet of Things
IoT is a network of any number of connected devices that exchange data. IoT devices could
be Internet-enabled components of any of a wide variety of otherwise inanimate objects,
including security locks, traffic lights, household appliances, personal digital assistants, or
even clothing. These IoT devices, which might run autonomously or via remote control,
typically have sensors that collect data. This data is transmitted over a variety of
communication protocols and technologies for example IEEE 802.11 wireless fidelity (Wi-Fi)
using existing Internet infrastructure. Sectors and industries world-wide currently employ IoT
to enhance capabilities, cost savings, and efficiencies, and to reduce human risk. The
Institute of Electrical and Electronics Engineers (IEEE), and McKinsey & Company, both
report sources estimating that IoT will comprise of 26-30 billion devices by 2020 (Bauer,
Patel, and Veira, 2014; Nordrum, 2016).

1.3 Big data and machine learning
With the close of the first decade of this century, a rapidly increasing capacity for processing
large datasets has seen the exponential growth of both scientific and industry data. The
Large Hadron Collider captures 600 million collisions per second while in just a fraction of a
millisecond, we are able to observe the interaction of 50,000 atoms. NASA’s Solar Dynamics
Observatory captured its 100 millionth photo of the sun in January of 2015 while every day,
Facebook adds 300 million new photos. When built to its full capacity, the Square Kilometre
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Array will in the 2020s generate nearly 3 GB of astronomical data per second (Gudivada,
Baeza-Yates, and Raghavan, 2015).
"As depicted in Figure 1-1 (Aniyan, 2014) all fields of modern research, including chemistry,
biology, botany, sociology, and cosmology are now data driven sciences. Industry too, no
matter the field, sees data as a valued commodity," states Kai Staats, visiting scientist at
LIGO (Staats, 2016).

Figure 1-1: An exponential growth of data (Aniyan, 2014).
IoT devices are at their core systems for data generation. While an individual device
generates a relatively small data stream, the combined data of hundreds, even thousands of
IoT devices invokes analysis techniques beyond traditional statistical techniques.
While humans can see data in two, three, and four dimensions, we require something more
sophisticated than a Cartesian plot to visualize data which has dozens, hundreds, even
thousands of dimensions. As a suite of 1,000 IoT devices could be spread across a large
area of the ocean’s surface to collect data, analysis of each data point in relation to all
others, over time, would discern otherwise imperceptible changes in the water’s surface due
to a growing storm. This degree of complex data analysis falls into the realm of big data and
machine learning. Machine learning is the leading effort to achieve artificial intelligence,
granting human-like cognition to machines (Staats, 2016).
In the context of this report, we will not directly address machine learning data analysis nor
refer to the data generated by IoT devices as big data as these lie outside the scope of this
immediate body of research. However, it should be understood by the reader that machine
learning will be employed in nearly all instances of analysis of the data proposed in each of
the four sections of this report.
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1.4 Aims and objectives
NetSpace investigated the application of IoT to four sectors, with the intent to provide
increased efficiency, reduced cost, and improved human safety. In all sectors, an emphasis
is placed on the benefits to the energy industry, from O&G exploration, to data and asset
management, to near-future, off-world exploration and mining operations.
Within the scope of this document, the intent of the project is to:
•
•
•
•
•

Define IoT and associated technologies;
Understand the current modes of operation and challenges within each sector;
Determine how IoT can be applied to mitigate one or more challenges;
Envision how both existing and the near-future evolution of IoT technologies and
associated products might be introduced to the four sectors;
Discuss the cost of manufacturing, deployment, and maintenance of these envisioned
IoT technologies.

1.5 Scope of this project
NetSpace studied four scenario-based sectors: energy industry, Earth observation (EO),
remote platforms, and future space operations. Within each sector, per the aims and
objectives, we have successfully described the sectors and the applicability of energy to IoT.
We study this in terms of three separate mission profiles, presenting recommendations for
applications and spin-offs in the energy sector. Then we consider the energy sector as a
whole to determine how it can combine existing and proposed IoT technologies into a
coherent architecture and potential business opportunity.

1.5.1 Report focus
A brief overview of each sector, in the context of this document, and the area of study is
given below.
•
•
•
•

Chapter 2: energy industry, monitoring of pipeline and wind generation integrity and
productivity.
Chapter 3: Earth observation, tsunami early warning and detection.
Chapter 4: Remote platforms, asset and inventory management.
Chapter 5: interplanetary and future space endeavors, human and robot companion
communication and safety.

In each, the reader will find one or more inventions, proposed concepts for what are believed
to be new products. The detail of these inventions vary, but across the board they are
provided in ample detail to give the reader a sense of how IoT could be employed in such a
way as to improve the defined sector.
The direct application of IoT to the Energy Industry results in a means to secure
infrastructure at maximum productivity. In EO, the energy industry again benefits with a
means to conduct large scale weather prediction, to reduce the cost of loss of infrastructure
and to safe human lives. Within the microcosm of remote platforms like oil rigs and the
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International Space Station, the application of IoT provides a mechanism and means to
conduct asset management at a hi-resolution scale. And as humans prepare to return to the
Moon, to continue to explore Mars, and to obtain valuable resources from the asteroids, the
means by which we transmit data is imperative to our immediate safety and long-term
success.
In this respect, we have bridged otherwise disparate sectors. IoT technologies are a means
to monitor a diversity of scales, from the human respiratory system to the rise and fall of
ocean swell. Across this broad spectrum, the energy industry benefits if it is able to apply this
singular technology to its current operations and as it looks to a transition to renewable
energy generation and future asteroid mining.

1.5.2 Key audiences
The key audiences for this report are listed below. Whilst each section may focus more on a
particular audience, the wider report is still intended for all.
•
•

•
•

The energy industry, who already apply IoT technology but can benefit from greater
interoperability and coordination, and who can learn from the space sector.
The space sector, both institutional and commercial, who can apply these
technologies to current and future missions and who can learn from the energy
sector.
The general public, whom both space and energy sectors seek to inform through
public outreach and who will be the ultimate beneficiaries of the activities discussed.
Government decision makers and agencies, who must keep abreast of these
technologies and opportunities and who can implement policies now to protect their
citizens.

1.5.3 Time horizons
NetSpace’s work spans multiple time horizons. Chapter 2 gives solutions for retrofitting IoT
technology onto ageing energy infrastructure, adapting today’s projects to allow better
efficiency tomorrow, and exploring entirely new business opportunities for the future. The EO
and remote platforms chapters (chapters 3 and 4 respectively) deal with medium term
applications of known technologies to solve pressing issues. Chapter 5 explores future
endeavors including interplanetary communication and looks the furthest ahead. Asteroid
mining is viewed by many as the next frontier for the energy and resource extraction sectors
(Paraskova, 2017; Dalby, n.d.).

1.6 Mission statement
NetSpace is a Team Project of the ISU Space Studies Program 2017, working in the IoT
sector. We investigate areas in the energy and space sectors in which the application of IoT
technologies will lead to increased efficiency, reduced cost, and improved human safety, with
an emphasis on the extraction, distribution, and transmission of energy.
Within the dual scopes of interest as outlined by ISU and Shell Global Solutions, US Inc.,
NetSpace is tasked with examining IoT-based solutions in four regimes: energy, EO, remote
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platforms, and future space endeavors. These were pre-defined as areas of high potential for
the near-future application of IoT. We expand our scope to explore common and
interconnected aspects of seemingly disparate problems, identifying means to leverage
technology and expertise across the energy and space industries. We propose future crosssector business opportunities.

1.7 Legal and policy aspects for the use of space based IoT
technologies in the energy industry
1.7.1 Cybersecurity
The daily use of the Internet and the current rise in the application of IoT brings current law to
its limits. There is rarely a month that passes without a cyber-attack making the news.
Whether it is ransomware, a leak of personal data, or espionage, the majority of attacks are
not reported in media as companies prefer to keep these security breaches private (Zetter,
2014; Kuner et al., 2017).

1.7.2 Legal regime regarding cybercrime
The only international treaty regarding cybercrime is the Budapest Convention on
Cybercrime (Council of Europe, 2001) which focuses primarily on:
•
•
•

harmonizing the domestic law regarding cybercrime (having respective law);
providing domestic forces for the prosecution of cybercrime (having respective
authorities);
creating and regulating international cooperation for prosecution of cybercrime
(agreeing on international cooperation for prosecution).

The only spacefaring nations to have signed this treaty are the US, the major players in
Europe, Japan, and Canada. Neither China, Russia nor India have adopted this convention.
Without the international cooperation of authorities, this is one reason why prosecution of
hackers, to date, has been a difficult task.
In Europe, the General Data Protection Regulation will be implemented in May, 2018. This
European law does not so much regulate cybercrime as it does address the protection of
personal data of European citizens. However, this has special applications when using IoT
technologies and needs to be considered.

1.7.3 Cyberwar
Many aspects of cybercrime are addressed within other conventions, in particular, cyberwar
(typically conceptualized as state-on-state action equivalent to an armed attack or use of
force in cyberspace that may trigger a military response) (Theohary and Rollins, 2015). Here
international humanitarian law is of special importance. Since the topic is highly complex and
many different international treaties as well as custom law need to be considered, the NATO
Cooperative Cyber Defence Centre of Excellence has written a manual to guide how existing
international law applies to cyber operations. This is the Tallinn Manual 2.0 on the
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International Law Applicable to Cyber Operations (Schmitt, 2017). It is important to note that
this manual does not state laws but explains how different laws are applicable.

1.7.4 Space law considerations
In the following we discuss cyberwar with regards to space applications. The Outer Space
Treaty (OST) and the Liability Convention are of primary importance. Within the OST, the
term space activities is not further defined; there are no specific technologies defined as
space activities (Blount, 2017). Hence, a use of cyberforce, any use of cyber infrastructure,
or technologies to harm/attack/gather intelligence of a second party (Schmitt,
2015), targeting a satellite may be considered a space activity. However, this would directly
oppose the principle of peaceful use and is therefore forbidden.
To date, satellite operations remain disconnected from the Internet. However, there are
scenarios where operations become more connected via the Internet, even engaging Internet
protocol (IP) based communications (Blount, 2017). This enables the possibility for criminal
entities to use cyberforce against satellites. Due to the high costs of a satellite the use of
ransomware against a satellite can be considered as simply a matter of time (high valuable
target). This then leads to the question of how liability is handled. According to the Liability
Convention it is fault based. However, is it the fault of the satellite operator that they were
hacked?
Since the Liability Convention states that this is the responsibility of the launching state,
cyberforce liability must be further described in domestic law. However, companies cannot
ensure a totally safe system. This leads to the realization that standards are needed so
companies are willing to invest into space architecture, knowing what is expected from them
to do with regards of cybersecurity.

1.7.5 Standardization
Since law making processes are most likely unable to keep up with the rapid pace of change
regarding cybersecurity, this would be better handled by respective standardization bodies.
In the US, the National Institute of Standards and Technology (NIST) is currently (as of
summer 2017) updating their cybersecurity framework (NIST, 2017). This is certainly a good
starting point for other entities to define what means are needed for their special case.
Regarding space applications, each domestic regularity body needs to define or adopt
standards regarding cybersecurity. To ensure a safe operation these standards would then
again be internationally drafted.

1.7.6 Reporting body
Recent events, such as Stuxnet (Schneier, 2010) have shown that security breaches and
attacks are often not reported. There are different rationales for this. On one side, reporting a
security breach is bad publicity for the institution which is affected. On the other hand, a
security breach which is made public before it is disabled encourages further criminal activity.
To ensure effective prevention and mitigation of attacks, this needs to change. Industry
should therefore push for (or form) an independent body where cyber-attacks and security
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breaches can be reported, but not made public. This body should be responsible to make
certain that these security risks are addressed without giving possible criminal entities a
handbook how these security breaches can be used.

1.7.7 Conclusion
The speed at which legal and regulatory agencies are adapting to space-based IoT
technologies in the energy industry is ill adapted for the pace of this burgeoning industry.
Law makers should focus not in regulating technologies, but instead in the underlying
principals as the technologies are evolving faster than the laws that attempt to govern them.
Furthermore, the international cooperation regarding investigation and prosecution of
cybercrime must improve. The Budapest Convention was a first step in this direction,
however it is lacking a number of important partners. As it stands, international prosecution is
problematic. Even if you can determine who conducted a crime, there is little means by which
to conduct an international prosecution.
Jurisdiction must provide a better means to prosecute and long lasting principles. It is in the
interest of industry to contribute to an international, or several national, standardization
bodies.
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2 IoT and its Applicability to the Energy Industry
2.1 Introduction
The energy sector is already adopting IoT technology (Shell, 2015). Manufacturing and
resources, including energy sector activity, is second only to consumer spending on IoT
(Kumar, 2014). Arguably, the energy sector is also heavily involved in consumer IoT adoption
too, with smart grids including city-wide dashboards (O’Brien et al., 2012). In all cases,
benefits can be maximized through standardization and interoperability (James et al., 2015).
NetSpace considers two particular use cases for IoT technologies in the energy sector:
distributed monitoring, which will allow safer, more cost-effective methods of remotely
monitoring pipeline integrity and security; and distributed wind sensors, which will collect a
more detailed data set from which to initialize more accurate weather models, maximize
efficiency, and reduce risk for wind energy.
IoT infrastructure connecting large, remote areas can generate new commercial and societal
benefits. The energy sector will be positioned to provide IoT telecom services to remote
areas if it elects to embrace the opportunity to lead in this emerging field. Satellite
communications (satcom) is a key enabling technology that well improve collaboration
between the energy and space sectors. The space sector can equally leverage the energy
sector’s experience of data management for restricted and remote locations.

2.2 Current usage of IoT devices in the energy sector
2.2.1 Industry structure
The energy industry is critical to modern society. Built upon a complex system of resource
extraction and distribution, the energy industry is beginning to adopt IoT technology to
improve infrastructure monitoring and data management (Shell, 2015).
In Figure 2-1, we give an overview of the different sectors within the energy industry. In O&G
industry, this can be defined as various levels following the stream of the resource.
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Figure 2-1: Structure of the energy sector.
Starting from the upstream sector, where the resources are explored and produced, the
infrastructure ranges from O&G rigs to oil fields. Next is the midstream sector, which focuses
on the long-distance transport and storage. Here, infrastructure ranges from field processing
over pipelines and tank cruisers to storage facilities. Finally, the downstream sector refines
resources and delivers them to the end user. Here, infrastructure ranges from refineries over
oil trucks and urban gas lines to fuel stations and gas connections in homes. Often, this full
supply chain is operated by a single company, e.g., Royal Dutch Shell plc (Shell).
A similar structure can be used when describing the electricity sector. The first step is
resource exploration and production, like coal and uranium mines or finding suitable
positions for wind turbines or solar fields. The second step is the generation of electric
energy in traditional (coal or nuclear) or renewable (hydro, solar, or wind) power plants
(similar to the upstream sector). This production is followed by long distance distribution via
high-voltage lines (similar to the midstream sector), which is then interconnected by electric
power transformation stations to the power grid and finally via the connection to every single
plug (similar to the downstream sector).
We focus on the generation component of the energy sector. Broadly, this can be divided
into four sub-sectors.
•
•
•
•

Crude oil, which includes both the gas and oil sectors
Nuclear power
Coal
Renewable, e.g., solar, wind, hydro

The worldwide energy mix breakdown by sector is given in Figure 2-2 (International Energy
Agency, 2016). In the course of this report we have decided to focus on applications in two
areas: O&G, as it represents the biggest share of current energy sources, and wind energy,
as it is one of the fastest growing renewable energy sources (Kumar et al., 2016).
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Figure 2-2: Worldwide energy mix by source (International Energy Agency, 2016).

2.2.2 Benefits and risks
Each of the levels described in 2.2.1 must perform optimally to sustain upstream and
downstream connections. To optimize these processes, detailed real-time monitoring of each
level is required. Due to the volume of data generated by IoT technologies, it is evident that
big data analytics (BDA), including machine learning, will be needed.
The energy sector is currently using IoT technologies for the purposes described below.
•
•

•
•
•

Optimization: To optimize the inputs and outputs of each level throughout the supply
chain, working to minimize overproduction.
Remote monitoring and maintenance: Prediction and remote analytics of failures.
Component-level failure prediction ensures replacement before a unit fails, therefore
reducing downtimes to a minimum. In case of failure, data on the failed node can be
obtained remotely, thus lowering the total cost of maintenance.
Storage: Minimizing storage infrastructure.
Asset Control: Tracking tools, supplies, and service hours encourages optimal
operation.
Safety and security: Prevention of theft and external interference and support for
prosecution.

The energy sector is of global strategic importance. Power generation is required for all
aspects of modern civilization. Therefore, the outcome of failure of any portion of the power
generation and distribution system is immediately impactful. High-value targets, such as the
power grid, are considered at high risk. Through the application of IoT technologies, both
unintentional failures and deliberate attacks can be prevented and mitigated. However,
building these capabilities introduces new risks that need to be addressed. In this section, we
only look at risks pertaining to the energy sector.
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Table 2-1: Selected risks with IoT implementation.
RISK

Sensor corruption:
The values of
sensors can be
corrupted.

IMPACT

Corrupted sensor readings can
lead to wrong decisions and
therefore higher costs or even
damage of infrastructure

MITIGATION / COUNTERMEASURE
•
•
•
•

Use of on-board encryption.
Physically safe devices so that they
are hard to physically access.
BDA and machine-learning
approaches to detect false readings
On-board measures to detect false
readings (e.g., watchdog)

Harsh environment
leads to many
device failures

Costly manpower needed to
replace failing devices.

Development of very reliable components.
Since satellites face similar requirements
regarding operation time, a spin in of space
technologies or standards might be
considered.

New technologies
making
investments
obsolete

New technologies might give
better coverage and data rate
then current technologies,
making already made
investments less profitable.

Ensuring interoperability between different
standards, so that new technologies can be
used to update current infrastructure.

Long latencies

Latencies will be relatively long.
Commanding of IoT devices is
different than normal Internet
devices.

Operator training and application design for
missions with IoT datalinks in mind.

Interoperability of
different standards/
technology

Existing technology might not
be interoperable, creating high
costs.

Design for interoperability. Push for
standardization.

According to James et al. (2015), 40% of the potential value that can be generated by IoT
technologies depends on interoperability. This stresses the fact that special attention needs
to be given to interoperability from the very beginning of infrastructure building.

2.2.3 Current use of IoT devices and wireless sensors
The energy sector was among the first to recognize the benefits of IoT technologies and has
therefore already implemented a number of applications.
•
•
•

Oil rig monitoring: A high number of connected sensors on-board an oil rig helps to
minimize devoted crew time and therefore crew size (Khan and Hashemi, 2017).
Smart grid: Monitoring devices across the power grid work to predict failures of
conductors and transformers with the intent of replacing them prior to failure.
Smart meters: The use of Internet-connected smart meters (Alahakoon, and Yu,
2016) provides low-cost, real-time monitoring of consumer power consumption. This
minimizes the cost of meter reading and reduces mistakes, thereby laying a stronger
foundation for predicting energy consumption as a function of time.
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2.3 Overview of stakeholders
Table 2-2 lists different stakeholders with an interest in the application of IoT technologies in
the energy sector, with special regard for integrated space applications.
Table 2-2: IoT applications stakeholder interests.
STAKEHOLDER
GROUPING

INTEREST IN ENERGY INDUSTRY IoT

Energy companies &
industry bodies

Increase efficiency, generate new capabilities, reduce risk. This is the
target audience for this section of the report. This includes the International
association of Oil and Gas Producers (IOGP).

Consumers

Motivated by increased efficiency and reduced costs. Fear over security
and privacy.

Energy company
employees

Skill requirements shift towards managing large and complex datasets.
Jobs may disappear as others are created. Location dependence will
diminish.

Competitors

May push for competing standards. If unified standards can be agreed on,
may help lowering price of components - consortiums.

Regulators

International Telecommunication Union (ITU): Wireless IoT devices.
Dedication of appropriated bandwidth.
European Space Agency (ESA)/ National Aeronautics and Space
Administration (NASA): Integrated space applications could use agency
assets, within regulatory restrictions.
Environmental Protection Offices: Split opinion - better environmental
monitoring in exchange for infrastructure build. To be consulted early.

Device producers

Motivated to keep costs per unit high and have many units sold.
Competition between different producers will be hard. Will oppose
standardization.

Energy company
shareholders

Fear high investment into infrastructure. Motivated by expected return of
investment. Investment in needed infrastructure is in line with other
infrastructure investments.

Research institutes

Partner in developing standards, especially security, and in supplying
experimental edge devices for deployment. Could be recipient of corporate
social responsibility (CSR) funds.

Non-governmental
organizations (NGO)

Critical NGOs will keep eye out for misuse of gathered data. Might support
infrastructure building for rural areas for numerous reasons. Receive CSR
funds.

National government

Infrastructure spending to ensure good coverage of strategic industry.
European Commission: Police management of personalized data within the
General Directive for Data Protection Regulations (GDPR).

Local population

Fear of increased environmental impact. Motivated by improving
infrastructure and preventing environmental damage.

Local government

May oppose loss of on-site jobs. Promotes infrastructure building. IoT
telecoms deployment may ease public opinion on energy projects.

Telecom industry
(terrestrial)

May oppose energy industry’s plans to building their own infrastructure.
Expertise will be helpful, cooperation is possible.

Telecom industry
(space)

Moving to exploit future market in IoT applications. Already supply the
energy sector with telecoms today. Will look to offer new services to
existing customer group.
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2.4 Smart pipelines (case study 1)
2.4.1 Background
Pipelines are the predominant means of transporting energy over long distances. O&G
supplies most of the world’s energy (Hopkins, 2007), but coal, nuclear, hydro, and biofuel
energy also use pipelines for transport of raw materials and/or ancillary support and
materials. The pipeline-infrastructure business generates over $28b each year, with the
demand for fossil fuels resulting in a growth of 100% over the past 50 years (Hopkins, 2007).
There are approximately 3.5 million km of high pressure pipelines worldwide, with an
additional 32,000 km of new pipeline being developed each year (Girgin and Krausmann,
2016). Of the existing 3.5 million km, 64% carry natural gas, 19% carry petroleum products,
and 17% carry crude oil (Hopkins, 2007). As these are all classified as hazardous products,
asset or infrastructure monitoring has become increasingly important.

2.4.2 Problems
Currently, pipelines are considered to be the safest mode of energy transportation. In fact,
they have a much better track record than road and rail transportation. However, between
1970 and 2013, the pipeline failure incident frequency per year in Europe was found to be
0.33 incidents per 1,000 km of pipeline, totaling in ~50 incidents per year (Hopkins and
Palmer, 2012). The geometric mean of several annually published US O&G pipeline failure
rates assessed by the US Environmental Protection Agency in 2014 was
0.0010 failures/km-yr, and statistical evaluations have reported that large pipelines greater
than 1,280 km in length will experience at least one leak per year (Alaska Department of
Environmental Conservation, 1999; American Petroleum Institute, 1995). Pipeline leakage
not only results in environmental pollution and human casualties, but also leads to significant
economic loss. The average annual cost of pipeline corrosion monitoring, replacement, and
maintenance was estimated at $7b in the US alone (Koch et al., 2016). Given the sheer
length of pipeline infrastructure, better standards must be implemented.
Primary causes of incidents include third-party interferences (TPI) (35%), corrosion (24%),
and engineering defects (16%) (European Gas Pipeline Incident Data Group, 2015). Different
methods of pipeline inspection and-monitoring can be used depending on the mode of
damage. For example, physical inspection with ground or aerial vehicles is currently used for
monitoring TPI, leakages, and theft (Hopkins and Palmer, 2012). This method is suboptimal,
as it is costly, physically dangerous, and weather dependent.
Other pipeline-monitoring modes include vision based systems, ground-penetrating radar
systems, and fiber-optic systems. Vision-based systems using pipeline inspection gauges
(PIG) to detect corrosion are becoming increasingly popular. Nonetheless, PIGs necessitate
interior access to the pipeline, which is costly and time-consuming. Furthermore, 42% of
natural gas lines and 11% of liquid lines in the US do not possess the proper infrastructure to
accommodate PIGs (US Department of Transportation, 1992). Ground-penetrating radar
systems are non-invasive but do not have the ability to continuously monitor large-scale
pipeline networks (Cech et al., 2017). Newer pipelines integrate expensive fiber-optic
technology to remotely monitor structural integrity; however, this system is laborious to install
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and cannot be retrofitted to existing pipelines. Presently, 60% of pipelines in the US and
Europe are more than 40 years old (Sadeghioon, 2014; Hopkins, 2007), and are most
susceptible to failure. It is therefore imperative that safer, more cost-effective methods for
remotely monitoring pipeline integrity and security be developed.

2.4.3 Solution
We propose an IoT wireless sensing network (WSN) architecture using a satcom Internet
connection as a model for remote, continuous, real-time pipeline monitoring. This
architecture has the capability to retrofit old pipelines and to be incorporated into new ones
(Owojaiye, 2013; Sadeghioon, 2014). A depiction of the proposed architecture is given in
Figure 2-3. Sensors monitoring pipeline integrity communicate via low-power wide-area
networks (LPWAN) with a master node. The master node acts as a data-aggregation point
and gateway to the core network, communicating via satcom to a central command center.
Sensors could be distributed every 1 km, for example, with a master node every 20 km. This
is permissible through LPWAN’s maximum communication range.

Figure 2-3: IoT wireless sensing network architecture.
The low-power sensors are battery powered and can measure different parameters
depending on the pipeline’s environment, material, and internal content (Sheltami, Bala, and
Shakshuki, 2016). This allows the pipeline operator to tailor the WSN to meet specific needs.
A multitude of sensing modalities for various applications are shown in Table 2-3 (Owojaiye
and Sun, 2013), including piezoelectric, acoustic, ultrasound, thermal, optical, chemical, and
magnetic sensors. A cross-correlation method can be used to pinpoint the precise location of
a leak using the phase shift between signals received from adjacent nodes (Tariq, Ziyad, and
Abdullah, 2013).
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Table 2-3: Comparison of sensing modalities (Owojaiye and Sun, 2013).
SENSOR
TYPE

Piezoelectric

Acoustic

Ultrasonic

Thermal

Optical

Chemical

Magnetic

PHYSICAL
INFORMATION

ADVANTAGES

SHORTCOMINGS

Force

Insensitivity to
electromagnetic
radiation,
ruggedness,
excellent linearity
over a wide
amplitude range

Inability to
differentiate between
different kinds of
applied force e.g.,
pressure and
vibration

Sound

Low power
consumption, not
sensitive to
precipitation,
algorithms are
capable of crosscorrelation
techniques to
differentiate between
different sounds

Sensitive to
environmental
conditions like wind,
radio chatter and
Doppler effects

Radio/sound
waves

Low cost, small size,
ease of detection

Sensitive to air
conditions,
turbulence, scattering
and temperature.

Temperature

Extreme stability and
linearity even at
excessive
temperatures

Difficulty in adapting
to rapid and random
temperature
fluctuations

Light/
radiation

Fast response, small
size, algorithms are
capable of light
intensity
classification and
cross-correlation
techniques

Sensitive to effects of
sun glint, changing
light intensities and
absorption due to
water concentration
in fog, rain and snow,
can also be obscured
by smoke and dust

Also capable of
operating as
biological sensors

Sensitivity may drop
after long term use
and the sensing
element may thus
require cleansing

Small size, low cost,
fast response, good
sensitivity, low
power consumption,
easily integrated

Sensitive to magnetic
fluctuation, requires
close proximity for
accurate detection

Chemical
composition

Magnetic
flux
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POSSIBLE AREAS
OF APPLICATION
As primary sensors
mounted internally
or externally of the
pipeline walls to
detect structural
damage, vibration,
displacement and for
flow and pressure
transient
measurements
Controllable
environments like
internally of the
pipeline walls to
detect leakages,
bursts and corrosion
As secondary
sensors to verify
detection of
leakages, bursts and
pressure
measurements.
Measurement of
operating
temperature, as
secondary sensors
for structural
integrity monitoring
e.g., fire detection
Controllable
environments where
rapid fluctuations in
light intensity or
shadowing cannot
constitute a problem,
as secondary
sensors to detect
structural damage
To monitor chemical
composition of
pipeline O&G
materials and in
hazardous
environments to
detect safe areas of
operation
As secondary
sensors to detect
corrosion and
thinning defects
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Retrofitting is further possible as sensors are non-invasive, which allows pipeline operators to
apply sensors to the exterior of pipelines only, maintaining the pipeline’s structural integrity.
Intermittent deployment is also viable, allowing spot monitoring in areas of interest and
bypassing the need to dig a continuous trench (Sadeghioon et al., 2014) Since many
pipelines lie underground, sensors can use antennae that extend to the surface, which
solves the problem of signal attenuation through soil. If pipeline operators desire a more
cost-effective alternative to fiber optic monitoring, they can incorporate in-situ and ex-situ
sensors during construction of the pipeline. The combination of these sensors enables the
operator to gain access to more data regarding the health of their infrastructure.
Ideally, sensors should operate indefinitely without their batteries having to be replaced. To
optimize power consumption, variation in sensor modality and an effective sleep-mode
pattern should be applied. For example, piezoelectric and ultrasonic sensors require ~10 mW
and 550 mW, respectively, for continuous monitoring of structural damage (Owojaiye and
Sun, 2013). Thus, ultrasonic sensors should be used intermittently as a secondary verifier
rather than as a primary detector (Owojaiye and Sun, 2013). Time-based wakeup protocols
distribute sensing evenly throughout the WSN, maintaining a balance between power
consumption and monitoring (Nawaz and Rehman, 2016). If the operator is inclined, they
may also achieve continuous monitoring in particularly problematic areas.

2.4.4 Cost and return on investment
We estimate the hardware costs for the master and sensor nodes in Table 2-4 and
Table 2-3. These estimates are on the high end; considering that one would need to acquire
these components in very large quantities, costs could be cut significantly. The total
hardware costs per 100 km can be estimated at $80,000 for an architecture of one sensor
node per kilometer. These costs can be further cut for a less-dense sensor network.
Table 2-4: Master node hardware cost1.

1

COMPONENT

COST ($)

Satcom

300

Rugged LPWAN gateway

1,500

Solar panels

500

Battery

200

Computer board

200

Infrastructure (frames)

200

Sum

2,900

Figures are approximate and in line with initial market survey conducted.
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Table 2-5: Sensor node hardware cost2.
COMPONENT

COST ($)

Sensors

250

LPWAN modem

50

Battery

150

Infrastructure (frames)

100

Microcontroller

100

Sum

650

Hopkins and Palmer (2012) estimated the costs of pipeline-corrosion monitoring,
replacement, and maintenance at $7b in the US alone (Hopkins and Palmer, 2012). A single
PIG inspection in the US costs between $650 and $2,400. In other countries, these costs can
be significantly higher, around $1,200 to $4,000 per km.
This estimate does not include the costs of security and damages due to oil theft. Hence, if
this IoT approach reduces the need for even a single inspection in the lifetime of the
hardware, the costs will be recovered.

2.5 Connected wind energy (case study 2)
2.5.1 Background
The world’s reliance on fossil energy resources has resulted in a significant, prolonged
increase in emissions of carbon dioxide and other toxic gases, which demonstrably
contribute to global climate change (Kumar et al., 2016). With pressure to switch to
renewable sources and repeated disruption of other established industries, the competitive
environment for old energy has become ever fiercer. In 2016 the Royal Institute of
International Affairs (commonly known as Chatham House) published a damning report that
concludes that major international oil companies must modify their business model, or “what
remains of their existence will be nasty, brutish, and short.” (Stevens, 2016).
Alternative energy development is rapidly increasing. Two of the world’s fastest growing
energy sources are renewable and nuclear; renewables have a clear advantage in terms of
public perception, human health, and safety (Kumar et al., 2016). At the start of 2015, there
were ~270,000 wind turbines world-wide, with a combined total of ~800,000 spinning blades
(Navigant Research, 2016). Wind energy is on the verge of being deployed globally at a
reasonable cost, comparing favorably against other renewable sources like solar and
geothermal (Sims, Rogner, and Gregory, 2003). Shell has recently released plans to spend
up to $1b annually in their New Energies division, of which one primary focus is integrated
energy solutions, using wind and solar energy together with gas to manage intermittency
(Royal Dutch Shell plc, 2012).
Wind power is more variable than conventional generation systems, as it is a direct function
of local wind speed. Therefore, wind power is known as an intermittent renewable-energy
2

Figures are approximate and in line with initial market survey conducted.
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source, or a source that is not easily dispatchable. At any given moment within an electricity
grid, utilities must maintain a balance between electricity consumption and generation to
prevent disturbances in power quality or supply. Dispatchable generation refers to electricity
sources that can adjust their power output to match demand. There is currently a desire to
manage the fluctuations of wind generation, which is necessary for optimal integration of
wind power into the electricity grid.

2.5.2 Problems
Wind energy producers must predict their output to offer electricity to the market. If they
underperform on their predictions, they must make up the shortfall with generators, or
purchase electricity on exchanges to make good on their obligations. If the forecast is
uncertain, producers underestimate their output to avoid the costly effects of over prediction.
This gives rise to inefficiency in the energy ecosystem, lost earnings, and residual reliance
on predictable fossil fuel power generation.
Weather forecasts remain less accurate than desired (Giebel et al., 2011). Global weather
models like the global forecasting system (GFS) are initialized from real world measurements
on the surface, air, and from satellite observations. However, over the oceans, there are
fewer reference measurements to initialize these models. Over land, sounding balloons and
rockets take vertical profiles, and there are numerous surface meteorological (met) stations
of a high enough quality to contribute.
Global models are generally coarse, with, for example one degree spatial and three-hour
temporal resolution, missing finer detail. Local models with a smaller time step and grid
spacing are often run to meet local needs and include orographic flow modeling around
terrain. These local models are primarily initialized using the coarser model outputs as
boundary conditions. Local terrain and disturbances can significantly affect the wind at a finer
scale than the coarse models can forecast.
At the same time, the prospect of structural damage to the blades of wind turbines is a critical
risk for wind farms and is actively managed by regular inspection. Drone inspection is slowly
replacing manual inspection and is expected to become a $6b market by 2024 (Navigant
Research, 2016). Downtime for inspection magnifies the cost of maintenance, but deferring
inspection increases the risk of catastrophic failure.
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Figure 2-4: This 400 ft (122 m) turbine blade was reported to have shaken itself apart
after a blade failure (Aldridge, 2016).
Recent data has shown that the most common accidents with wind turbines are blade
failures (Caithness Windfarm Information Forum, 2017). Imbalances in blades can cause
mechanical oscillations of extreme magnitude, or induce friction in the turbine shaft causing
fires. It has been reported that wind turbine rotor blades fail at a rate of around 3,800 a year,
accounting for 40% of insurance claims in the wind energy industry (Caithness Windfarm
Information Forum, 2017).

2.5.3 Solution
2.5.3.1 Better forecasting through distributed sensors
It is possible to install wireless weather sensors on wind turbines and buoys to measure local
meteorological parameters such as wind speed and direction, gust, temperature, humidity
and air pressure. Wind profilers can be mounted upwind or even on the top of the turbines
themselves (though this air will be heavily disturbed by the rotation of the turbine blades).
These parameters can be transmitted for data processing in real-time via a long-range, lowrate wireless net to a master node. Wind turbines are equipped with fiber-optic cables,
installed at the time of construction.
In the first instance, additional ground truth parameters can be used to inform global models
(Conti et al., 2014), which will allow better prediction of power generation by wind turbines by
weather forecasting, especially wind forecasting. In addition, using relatively closely spaced
surface sensors and wind profilers, in combination with extant model outputs and machine
learning, it should be possible to dramatically improve the forecasting accuracy over 36
hours and, by extension, the efficiency of the wind energy sector.
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Figure 2-5: Low cost IoT sensors for use with single board computers like the
Raspberry Pi (The PiHut, n.d.).
Examples of surface sensors are shown in Figure 2-5 above. Basic sensing equipment is
available including gyroscopes, accelerometers, linear acceleration sensors, magnetometers,
barometers, cloud sensors, rain gauges, anemometers, thermometers, and humidity sensors
for use with Arduino or Raspberry Pi single-board computers. Rugged versions of this
equipment can be produced but the bulk-price option and a wide coverage of relative density
(including some km upwind) means that the overall network is robust against sensor failure,
even when low-cost sensors are used (Ibrahim et al., 2015).

Figure 2-6: Wind profiler (Fraunhofer, 2015).
Upwards facing light detection and ranging (LiDAR) can use Doppler and timed reflections to
profile more than 10 km of wind vectors, as well as giving direct cloud sensing.
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2.5.3.2 Real-time wind turbine damage monitoring
As discussed, structural damage to the blades of wind turbines is important to detect early as
defects result in runaway catastrophic failure. Acoustic emission refers to the release of
stored energy during the fracture of a solid material, producing elastic waves. This
technology receives and analyzes acoustic emission signals to assess materials
performance or the structural integrity of nondestructive testing methods. This method has
advantages of high efficiency, long distance, and on-line monitoring (Liu, 2015; Han, 2010).
Installing sound sensors on the blades with IoT connectivity allows live acoustic emission
testing and analysis techniques. Automatic and continuous monitoring of damage to the
blades under operational conditions increases safety, reduces risk, and reduces
unnecessary downtime (Liu, 2015; Han, 2010).

Figure 2-7: Connected wind farm.
2.5.3.3 Yield optimization and wind wakes
Wind sensors would allow operators to recognize small adjustments that they can make to
turbine orientation to marginally improve their yield. However, changes to one turbine could
influence its neighbors. Wind turbines themselves affect the wind conditions in their wake,
disturbing the air as it flows past and through the turbine blade disc. Space-based radar has
shown that wind speed can be reduced by 8-9% immediately downstream of a turbine and
that the flow is measurably more turbulent (Bruun Christiansen and Hasager, 2005).
Operators have used genetic algorithms, a type of machine learning, to determine sites for
turbines based on simulation (Grady, Hussaini, and Abdullah, 2005). A range of other
machine learning techniques are also in use to improve numerical forecasting techniques
(Foleya et al., 2012). Combining all these techniques with distributed IoT sensors and live
feedback could allow an entire wind farm to be optimally controlled by consensus machineto-machine (M2M) cooperation (i.e., optimizing the field rather than optimizing individual
turbines).

2.5.4 Cost and return on investment
54.3 GW of new wind energy capacity was installed worldwide in 2016 (Broehl, Labastida,
and Hamilton, 2017). As an example of a forthcoming installation, in 2016, Shell won a bid to
develop an offshore windfarm in Dutch waters, with a planned capacity of 700 MW. The
estimated cost for such a project is $300m (Reuters, 2016). It will be one of the largest wind
farms in the world and by 2023 will supply one million households with electricity.
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Using this wind farm as an example3, we can assume 250 turbines and 250 buoys for a
preliminary cost calculation: each turbine has four sound sensors at $25 each), each buoy
has one IoT weather sensor package (at $480 each). With two wind profilers at $10,000, and
$5,000 for one or more data aggregation hubs, we find an approximate incremental system
hardware cost of ~$200,000. Assuming $100,000 for software gives a total of ~$300,000.
The installation costs to retrofit existing systems would be significantly higher, but are still a
small increment to the original installation cost.
Table 2-6: Sample component costs4.
COMPONENT

COST ($)

Humidity sensor

10

Wind sensor

50

Pressure sensor

10

Temperature sensor

10

Cloud sensor

100

Solar power supply and
battery

100

LoRa communication

50

Buoy (hardware)

150

If 1% of the overall potential capacity could be recouped through more accurate forecasting
or reduced downtime, this would be worth > 60 gigawatt-hours (GWh) over a year. At $0.03
per kilowatt-hour (kWh)5, this would earn $1.8m. An increment of only ~0.17% in energy sold
at this low price would pay back the hardware costs in the first year.

2.6 IoT infrastructure and new opportunities
With clear returns available via IoT technologies, the energy industry will install a
standardized IoT communications infrastructure for their own benefit. This will confirm the
energy industry as a leader in IoT adoption and position them to offer IoT telecom services to
others.

2.6.1 Requirement for common infrastructure
Smart energy meters in the home and other IoT devices visible to consumers use home
Wi-Fi routers with or without additional communications systems. Multiple amateur,
municipal, and commercial efforts are underway to provide local IoT master nodes in urban
areas (Talari et al., 2017).

3

Figures are approximate and in line with initial market survey conducted.
Figures are approximate and in line with initial market survey conducted.
5
The lowest seen in the last year (EnergyMarketPrice, n.d.).
4
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In remote areas poorly served by terrestrial communications, operators must implement their
own solutions for data aggregation and data backhaul via satellite. Given that the majority of
the economic benefits will be enabled by M2M interoperability (James et al., 2015), energy
businesses should implement common physical and application layers in their IoT
communications (see 5.3.3 for an explanation of layers in a communications stack).

2.6.2 Common infrastructure solutions
2.6.2.1 Architecture
IoT applications have very low requirements for data rate, on the order of bits per second
(bps), and latencies of several minutes or even hours are acceptable. However, reliance on
IoT in rural areas is highly dependent on the capability and stability of the network
architecture. This architecture includes the remote devices themselves and a link to a master
node, possibly relaying through other devices using complex self-forming (meshing)
protocols or simple cross-channel rebroadcast with frequency separated channels.

Figure 2-8: IoT via satcom architecture.
2.6.2.2 Physical, link, and network layer interoperability
The physical layer of a communications stack defines frequencies, power, and hardware
methods for sending bits of information. A long-range physical layer (or layers) must be set in
each application geography to allow devices to communicate to a common master node. An
LPWAN is needed, for which there are two competing protocols, long range radio (LoRa) and
SigFox (Bor, 2016; Vangelista, 2015), offering ranges up to 20 km and 50 km, respectively.
SigFox has more restricted (paid) access and message size and volume. LoRa is much more
open for developers and users. An energy company adopting LoRa can run their own
network without fees and have far more flexibility in message formats. SigFox has wider
adoption, though LoRa uptake is increasing (Vangelista, Zanella, and Zorzi, 2015).
LoRa has been selected as the primary option for physical-layer connectivity to the master
node, with a possible secondary network to allow greater access to third parties. In settling
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ongoing protocol debates, the energy industry could assist in accelerating IoT adoption and
application.
Selection of the physical layer implies link and network layers. LoRa’s wireless area network
(LoRaWAN) layer does not directly support meshing protocols but a pair of LoRa modems
can act as a simple cross-channel repeater.
2.6.2.3 Application layer interoperability
Standardized application-layer protocols are not strictly necessary, but would provide the
benefits of common developer skill sets, application flexibility, lower overhead for
maintenance, and interoperability between devices. M2M communications in an environment
of growing complexity mean that new device updates could offer new value in machine
collaboration (e.g., consensus networks for event detection becoming more sophisticated as
additional devices are deployed). Use of a common protocol would allow easier public or
third-party access.
Several application protocols have been proposed for IoT. The data distribution service
(DDS) and the constrained application protocol (CoAP) are both good solutions. DDS is
considered superior for reliable quality of service, security, and control (Chen and Kunz,
2016). CoAP is in wide use and could be selected if offering open access to third-party
developers is the overriding priority (Iglesias-Urkia, Orive, and Urbieta, 2017).
2.6.2.4 Data aggregation and on-site analysis
A major limitation of LPWAN links and IoT in general is the low data rate. Master nodes are
almost guaranteed to become bottlenecks if coupled with other low-rate links (such as
narrow-band satcom). DDS offers some additional capability to set relative priorities for data,
but processing before transmission is likely to be required. Methods for such processing
include consensus decision making (devices seek agreement, one sends the group result),
statistics for a wide array of sensors (with particular detail for extreme results only), and the
application of machine learning to send only trained alerts or low-confidence interpretations
(Chen and Kunz, 2016).
2.6.2.5 Backhaul links
The backhaul link connects the local LPWAN networks with the core network, or Internet.
These links can be via orbital relay or fiber optic cable. Wind turbines will include fiber
connections for backhaul, whereas home devices will likely use Wi-Fi onto fiber backhaul
links. Point-to-point microwave or cellular connections can serve land-use cases but become
expensive if multiple connections need to be arranged and maintained. For this reason
alone, the backhaul link should be a modular and replaceable subsystem in any standardized
master node.
For remote cases like isolated buoys, pipelines, or oil rigs, the selection of satellite links
available today are already the best options (De Sanctis et al., 2016). Proposed technologies
and constellations will drive costs down by an order of magnitude, increasing the number of
use cases where satellite backhaul modules are used on master nodes for IoT (Curcio,
2015). OneWeb (Buchen, 2015) and a growing number of high-throughput satellites (HTS) in
geostationary orbit (GEO) will provide broadband links, but microsatellites and nanosatellites
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from the likes of Fleet (Spence, 2017) or Sky and Space Global (2017) promise narrow-band
communications at cellular costs.
For the specification of a standard master node module, Iridium and Inmarsat are good
default options for mobile or non-steered satcom (including buoys and ships) in low Earth
orbit (LEO), while higher-data-rate fixed master nodes can communicate via HTS in GEO.
2.6.2.6 Access
We suggest three models for third-party access.
•

Option A: The energy company maintains a central server, granting remote access
to their controlled environment, collating data, overseeing security, providing all
remote physical operations, and offering visualization.

•

Option B: Third-party devices connect to the LoRa master nodes. Everyone has their
own application protocol. Data must be managed by customers or partners, flowing
through their servers as they connect directly to nodes.

•

Option C: Device owners use a standard application protocol. Data can either be
accessed via the energy company’s servers or partner servers and owners can
decide to allow the general public to connect to the deployed devices.

2.6.2.7 Security
Data ownership, data protection, and critical infrastructure security are non-trivial issues in
IoT. A sample of ongoing security concerns include:
•
•
•
•
•
•

determining ownership of data and responsibility for loss;
outside access to data on company equipment could offer unfair advantages in
energy trading;
erroneous data disclosure could also move financial markets;
cyber-attacks could compromise safety of staff or the effectiveness of security if
hostile actors can track staff;
staff health monitoring could allow personal data to be lost;
emergency SOS beacons or even pager services might create a data protection
obligation.

Device- and network-level security can be applied in a relatively straightforward way but
would benefit from a centralized policy. LoRa has built-in link layer encryption and a means
of authentication. DDS also includes several security features (see section 5.6.2). Encryption
can be layered on top of the application, but may reduce interoperability. Validity of
encryption keys and patches can be assured using blockchain technologies such as
Ethereum (Wood, 2014), though simple key distribution is also a viable means. Blockchain
technology could work with meshing protocols to ensure that data can be passed on without
sharing knowledge of encryption keys. Trusted partner modules (TPM) include tamper-proof
hardware encryption (Gemalto, n.d.).
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Physical separation of devices away from sensitive areas and segregation of specific
sensitive data types will limit the number of vulnerabilities. Data ownership and responsibility
issues must still be defined in usage, privacy, and liability policies.

2.6.3 New opportunity
Satcom master nodes can connect large, remote areas to IoT, generating new commercial
and societal benefits. These master nodes act as aggregation points akin to cell towers. With
the initial capital expense fully justified by efficiency savings in existing business lines, large
energy companies will be naturally positioned to leverage their installed IoT infrastructure to
provide telecom services for emerging IoT applications.
Services can be offered via centralized corporate servers, allowing third-party users to
connect to remote devices. For those willing to embrace the opportunity, there are two
possible service models that can operate concurrently: philanthropic services and revenue
generation.

2.6.4 Cost and return on investment
The energy sector is a major user of space telecom services. By adopting a subscription,
pay-per-use, or hybrid business model, telecom deployment can become a profit-making
activity for energy companies instead of purely an operational cost. Discounts can be offered
if a device contributes to the network with rebroadcast range extension.
Assessing demand for new services is difficult to size directly. Known applications range
from smart rural roads to SOS beacons, but new applications will emerge. Instead, a
breakeven analysis is used. Assuming a 60% bulk discount on standard satcom rates and a
25% discount over market satcom rates passed onto partners, the operational expenditure
on data transmission will break even with 53% of the data traffic coming from partners (i.e.,
the energy company data bill would be covered by telecom revenue).
If there is any interest in IoT devices in remote areas, it is reasonable to assume the density
of those devices would outstrip the very sparse density of linear pipeline monitoring. In a
second phase, local computer power can be offered at the edge to ensure capacity stays
within the master-node limits. This computer power can be offered at a 50% discount to the
data transmission and increase the utility for a given bandwidth achieved by an order of
magnitude.

2.6.5 Leading the new Internet
Philanthropic service provision is an alternative to revenue generation, but the two are not
mutually exclusive. Just as Netscape Communications opened up the Internet to a new
generation of users by disrupting the otherwise standard fee-paying Internet Service Provider
industry (Gromov, 2012), there is a real opportunity to lead the future of the new Internet by
means of IoT.
Offering discounted or free access to master node gateways can connect the natural world to
humanity in a whole new way and change the perception of companies associated with “old
energy”. The Corporate Social Responsibility (CSR) budgets for large energy companies are
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significant. Shell reported approximately $198m in social investment in 2016 alone and
conducted environmental protection and resettlement programs (Royal Dutch Shell plc,
2016). Offering services for free, particularly in remote locations, could enable numerous
philanthropic projects including:
•
•
•
•
•
•
•

water & air quality monitoring;
animal migration and conservation;
forestry monitoring and protection;
school experiments and academic science;
emergency communications (either for disaster or for individuals in distress);
autonomous vehicles outside of the city & smart rural roads6;
earthquake detection.

By providing IoT access via CSR budgets to environmental conservation and independent
monitoring for leaks or breaches, energy companies can introduce an important level of
transparency. A net positive effect is demonstrated, even in the immediate areas where new
pipelines are built. Pipelines can become conduits for connecting the previously unseen
natural world to citizen scientists, with energy companies as the providers of this technology.

2.6.6 Public outreach
The energy industry has been engaged in public outreach to paying consumers for many
years. This has involved managing public perception, especially following pollution events,
and attempting to drive consumer behavior, often undertaken by regulating agencies (Ofgem,
n.d.). If the opportunity to lead a new depth of connectivity in remote areas is grasped by the
energy sector, a new public outreach challenge will be presented; a challenge to inspire new
use cases and partnerships. Space outreach has used and broad set of tools from the
humanities and education, tapping into science fiction fan bases and into efforts to boost
Science, Technology, Engineering, Arts and Mathematics (STEAM) participation through
exciting projects. The energy sector may find useful lessons in outreach approaches in the
space sector, particularly with success in inspiring younger generations. A perfect example
case would be interplanetary missions for asteroid mining (see section 5.2.2) or conservation
monitoring projects connecting the classroom to their experiment in a remote area, similar to
some school CubeSat or ISS experiments (NASA, 2010).

2.7 Applicability to the space industry
The proposed architectures can be considered integrated space applications. The smart
pipeline uses satcom to provide Internet access in rural areas, and satellite images may be
used synergistically as additional means for monitoring. The connected wind farm involves
integration between the ground truth measurements from buoys, wind turbines, and satellitebased weather data. The space industry holds a large corpus of experience that is applicable
to the energy sector. Specifically, proposed IoT devices possess attributes similar to those
of satellite infrastructure:
• low power consumption;

6

56% of road deaths in UK were in ‘non-built up’ areas between 2010 and 2014, this could be far higher in less
developed regions (UK Department of Transport, 2016).
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•
•
•

remote operation;
5-10-year lifetime without maintenance;
harsh environment.

The energy industry can also gain insights in low rate data link management, as the space
industry has valuable experience in this matter. In contrast, satellite manufacturers could also
benefit if certain hardware components are produced and qualified for both extreme
terrestrial environments and satellite infrastructure. This cooperation has the potential to
drastically cut costs for satellite components. In conclusion, it is in the best interests of
industrial IoT developers to collaborate with satellite developers when it comes to
manufacturing and testing techniques.
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3 IoT and its Applicability to Earth Observation
3.1 Introduction
EO is a specific branch of remote sensing concerned with the science of collecting data on
Earth’s biological, chemical, and physical systems without being in direct contact with them.
The earliest example of EO was demonstrated in the 1840s using cameras (Witze, 2007)
and balloons to image the Earth’s surface for creating topographic maps (Kansakar and
Hossain, 2016). The use of satellite platforms enabled EO datasets to be highly structured
and globally consistent. However, there are a number of challenges associated with the use
of EO data that need to be met; significant computing resources are required to process
large volumes of data using BDA; there is also a need to maintain temporal consistency
between EO satellite missions, and ensure that different nations have access to suitable
spatial coverage (Kansakar and Hossain, 2016; Lewis et al., 2016).

3.2 Background
3.2.1 Study definition and aim
Tsunamis are destructive ocean waves that can travel at high velocity and have the potential
to flood coastal regions with little warning, causing significant damage to property and loss of
life. Early detection of tsunamis and timely issuing of warning alerts can demonstrably save
lives and can limit damage to infrastructure. Recent tsunami events have highlighted the
shortcomings of the existing global tsunami detection system. These issues include gaps in
coverage of detection systems, the high-cost of maintenance of in-situ sensors, the potential
for single point of failures, leaving coastal areas vulnerable to tsunamis.
The aim of the EO mission architecture study is to outline how IoT can provide new
capabilities, savings and efficiencies to overcome the challenge of improving early tsunami
detection through integration with space infrastructure.

3.2.2 Tsunami characteristics
Non-seismic events such as landslides, volcanic eruptions, or meteorite impacts can
generate tsunamis. However, earthquakes are responsible for the generating tsunami
seismic sea waves. Figure 3-1 presents earthquakes produce tsunamis. A tsunami will
propagate in all directions at velocities of up to 1,000 km per hour from the earthquake
epicenter and display a characteristic low amplitude (wave height equal to a few tens of
centimeters) and long wavelength when in open deep water. Therefore, they are not readily
observed by vessels on the sea surface. As the wave enters shallower waters, the wave
compresses and loses velocity, increasing in amplitude significantly to potentially tens of
meters, and creates powerful currents, and threatening lives and property.
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Figure 3-1: How a tsunami propagates (NOAA, n.d.).

3.2.3 Existing detection approaches, challenges, and opportunities
Traditional techniques for detecting tsunamis employ deep ocean pressure sensors and
shallow water level gauges. This study will focus on improvements to deep water detection
enabling the maximum improvement for early warning and detection.
Currently, the Deep-ocean Assessment and Reporting of Tsunamis (DART) system
managed by the National Oceanographic and Atmospheric Administration (NOAA) is the only
worldwide tsunami deep water detection system. The DART network consists of 39 deepocean surface buoys deployed around the world. Each surface buoy is anchored to the sea
floor to maintain position. The seabed component of the sensor is a pressure recorder and
embedded computer running detection software, constantly checking for a characteristic
change in pressure of a passing tsunami wave, accurate to 10 cm or larger. On detection, an
alert is sent to the surface buoy via acoustic modem, which then transmits a warning to the
tsunami warning center via the Iridium satcom network. While a single buoy can accurately
and effectively detect a medium sized-tsunami, there are a number of challenges identified
with the DART approach, and therefore represent an opportunity for developing an IoT
approach, outlined in Table 3-1.
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Table 3-1: Identified challenges and opportunities for IoT in tsunami detection.

Sensor
failure

Inconsistent
coverage

CHALLENGE

OPPORTUNITY

DART buoys are a complex system with
multiple levels of components. With only
39 DART buoys globally, a single buoy
failure exposes a large geographic area
to risk. Failure rate of sensors is ~20% at
any one time.

Use devices that have fewer sensors to
reduce complexity and the risk of failure.

Coverage of detection systems varies
between countries, leaving significant
geographic gaps in coverage of deep
water detection.

Reduce the cost of the device in order to
scale the architecture globally.

7

DART II buoy unit cost is $125,000 .

Sensor
network
cost

Data
volume
limitations

~20% average failure rate of buoys
requiring $25,000/year/buoy service cost,
8
or ~$14m/year running costs .
Operating hundreds of DART-type buoys
around the world would be financially
unfeasible, costing hundreds of millions
of dollars to deploy and tens of millions of
dollars to maintain per year.

Data bandwidth via satcom is expensive,
making large data transmission cost
prohibitive.

Use new generation of lightweight
devices, utilizing novel spaceinfrastructure approaches.
Take advantage of space infrastructure
and deploy sensors to the sea surface to
reduce the detection sensors to a sea
surface device mitigating the need for a
system that requires tethering to the
seabed and therefore reducing cost.
Use intelligent mode approaches to
minimize data streams.
Use increasing compute power on micro
embedded computers.
Use a swarm of devices approach and
aggregate data in the cloud.

3.3 Mission architecture
3.3.1 The SeaBeacon project
Addressing the challenges identified in Section 3.1, the proposed SeaBeacon project aims to
significantly improve existing tsunami detection systems using a low-cost, distributed and
networked mission IoT architecture. By leveraging IOT technology, space infrastructure, and
existing commercial ship networks, SeaBeacon can provide a low-cost solution to improving
tsunami warnings worldwide. The full architecture of the SeaBeacon project is shown in
Figure 3-2.

7
8

(Massachusetts Institute of Technology, 2009).
(Sauser, 2011).
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Figure 3-2: Architecture of SeaBeacon tsunami warning system.
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3.3.2 Selection process
Before selecting a single tsunami warning architecture to implement IoT technology, we
surveyed existing and upcoming architectures. The following section describes these
architectures and the considerations leading to the EO team’s eventual selection.
Although existing deep-ocean surface tsunami detection buoys have been successful, this
architectural approach is simple not financially scalable for deployment. This constraint
conflicts with IoT-based approaches of using a large, distributed network of sensors.
A promising architecture currently being researched makes use of global navigation satellite
system (GNSS) measurements to aid in early-warning tsunami detection. During large
undersea earthquakes, atmospheric gravity waves are produced. These are formed when
buoyant air propagates toward the upper atmosphere and then descend under the influence
of earth's gravity. If these waves reach the ionosphere, they produce changes in the
distribution of ions and electrons. The electron density perturbations resulting from these
gravity waves can be observed in GNSS data and manifest as position error (NASA, 2008;
Coïsson et al., 2015).
Using this indirect detection method, a worldwide network of ground-based or space-based
GNSS receivers could track tsunamis in a distributed fashion. Currently, there are 230
ground stations compatible with this theoretical GNSS-based tsunami tracking system
(Reddy, 2016). The main drawback to this architecture is the current lack of technological
maturity. The mission architecture’s resolution of tsunami wave height remains a significant
open question.
Another option could use the tens of thousands of commercial vessels navigate across the
deep ocean daily. Using GNSS data collected by ships, studies have demonstrated that
ocean vessels can detect a tsunami wave passing underneath them (Foster et al., 2016).
Using an IoT approach, GNSS data from this distributed network of shipping vessels can be
interconnected to detect and verify tsunami waves thousands of kilometers offshore. If this
data were sent to land-based tsunami detection centers, world-wide tsunami warnings could
see drastic improvement. Upon consideration, the EO mission study has selected this shipbased GNSS architecture for tsunami detection.

3.3.3 Detection
Today, tens of thousands of ocean vessels navigate the world’s oceans using a network of
shipping lanes. SeaBeacon proposes to interconnect a subset of these vessels using IoTbased devices, thus transforming them into a vast distributed network of tsunami wave
detection sensors. During a tsunami event, swarm intelligence will be implemented such that
multiple nearby vessels can independently verify the tsunami wave signature. Once the
tsunami event is verified, the existing tsunami warning center networks will send emergency
notices to the at-risk communities and urban centers.
In order to provide Internet connectivity between shipping vessels and tsunami warning
centers, a small, self-sufficient IOT device will be installed on each participating vessel. This
device, dubbed the PurpleTurtle, will be installed on a fixed section of a ship (e.g., hand rail)
with an open view of the sky. Each PurpleTurtle will use on-board sensors and processing to
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detect tsunami waves. The devices will have a unique IP addresses and use the Iridium
satcom network to connect with other ships on the tsunami warning cloud server periodically
or when necessary.
There are an estimated 3,500 ships operating in the Pacific Ocean that participate in the
Voluntary Observing Ship (VOS) program. This program provides scientific and
meteorological data by means of independent floating platforms (Foster et al., 2016). These
ships are prime candidates for PurpleTurtle installations.

Figure 3-3: Map of Pacific Ocean shipping density 2016 (MarineTraffic, n.d.).
While a single ship can technically identify a tsunami wave, there is a high likelihood that it
will detect a false positive tsunami reading (Foster et al., 2016). To eliminate these false
positives, the SeaBeacon ground station requests tsunami wave data from other vessels in
the vicinity of the ship that produced the first detection of a given tsunami wave. Once GNSS
measurements from multiple vessels confirm a real tsunami signature, a tsunami warning is
issued to the at-risk coastal communities.
A major goal of this project is to improve tsunami warnings in a cost-effective way. One of the
key drivers of mission expense for this architecture is the prohibitive cost of using satcom.
Leveraging the large number of ship sensors and swarm intelligence can significantly
minimize satcom use, thus driving down the projected project cost.
Once SeaBeacon is operational across thousands of ships, it will not detect any tsunamis for
a significant portion of operational lifetime.
The proposed mission architecture minimizes high satcom data costs during periods of no
events. To achieve this, two operational modes for each PurpleTurtle device have been
outlined, QUIET and BROADCAST.
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During QUIET mode, each PurpleTurtle will continuously analyze GNSS telemetry for
tsunami-like signatures, but will not communicate any detailed data to the tsunami warning
ground station (TWGS).
A PurpleTurtle will enter BROADCAST mode if (a) it detects a candidate tsunami signal, or
(b) it is commanded to enter BROADCAST mode by the TWGS based on the when a
candidate tsunami underway. When the TWGS starts to receive multiple GNSS datastreams, then a swarm intelligence algorithm will perform analytics on the larger dataset to
either validate the tsunami detection or disregard the detection.

3.3.4 Downstream components
A key component of the architecture is the TWGS which hosts a dedicated cluster of web
and application servers. The server cluster will be administered by the SeaBeacon project
team to send and receive data transmissions from the SeaBeacon fleet of PurpleTurtle
devices via the industry standard transmission control protocol (TCP), supported by the
satcom provider Iridium.
The software stack involves a standard architecture of daemons that send and receive data
transmissions from the field and parse the data to a relational database application. Once
detection alerts and time-series sensor data have been loaded to the database, automated
signal-processing algorithms will run in order to falsify detection signals. Based on the
algorithm result, “change of mode” messages will be sent to the PurpleTurtle devices in
proximity to the original detection. On receipt of further telemetry from the PurpleTurtle
swarm, subsequent algorithms will be run in order to identify a tsunami signature with a
higher level of confidence based on a larger dataset.
Once a tsunami signature is verified by the server cluster, emergency warning notices will be
immediately posted to the SeaBeacon network. Further work is required to identify the best
approach for interfacing with existing systems existing regional tsunami warning distribution
centers, such as the ones located at Pacific Tsunami Warning Center (PTWC) or the West
Coast & Alaska Tsunami Warning Center (WC/ATWC). Some application programmable
interface (API) service from the SeaBeacon server cluster could push notifications
automatically to the relevant authority.
We have not conducted detailed research on IoT applications related to the official tsunami
alert notifications to at-risk communities in this report.

3.4 New IoT device for Earth observation
3.4.1 IoT device justification
Conventional tsunami warning systems use a distributed network of offshore buoys equipped
with precision instrumentation to detect the sea surface height anomalies, which are frequent
characteristics of tsunami wave patterns. These instruments include tsunameters which are
acoustic pressure sensors anchored to the sea floor that detect subtle pressure variations in
the seabed. A tsunameter uses an acoustic modem to communicate the pressure levels to
the moored surface buoys, which in turn communicate to the onshore control center using
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satcom. These massive units are not only expensive to deploy but also difficult to maintain.
In contrast, the proposed SeaBeacon project incorporates a distributed network of
PurpleTurtle devices, a cost-effective device that continuously monitors sea surface height
using a GNSS. The IoT device design and technology are outlined in the following sections.

3.4.2 IoT device design & technology
The core function of the PurpleTurtle is to measure location and wave height using a GNSS
receiver that tracks all available satellite navigation constellations, including global
positioning system (GPS), the Russian global navigation satellite system (GLONASS),
Galileo, BeiDou and the Japanese quasi-zenith satellite system (QZSS). Though not
employed in the present configuration due to the lack of a fixed base station in the marine
environment, this device also supports real-time kinematic (RTK) satellite navigation for
centimeter-level accuracy. The GNSS module has a precision of 4 cm root mean square
(RMS) in measurement of location coordinates. The system capability is further enhanced by
adding an inertial measurement unit (IMU). This IMU has a three-axis accelerometer
gyroscope configuration operating independently to provide a total of six degrees of freedom
with a digital motion processor. A Kalman filter based algorithm is envisaged to improve the
measurement accuracy to a few tens of millimeters by integrating the signal outputs of
collocated GPS and IMU systems (Geng et al., 2013; Ryu, 2004).
The PurpleTurtle is solar powered, granting it power independence from the host ship. We
calculated the power budget based on the time-dependent power consumption of the
individual components, requiring a solar panel size of 25 x 22 cm. Therefore, power
requirements could be met by a commercial off-the-shelf (COTS) solar panel yielding 9 W
power at 6 V.
As the proposed architecture could see the PurpleTurtle deployed on mobile vessels that
operate at high latitudes during the winter (limiting sunlight hours), we have considered a
worst-case power scenario during the engineering design. To account for periods of low
insolation, we propose a lithium polymer battery component (10,000 milliampere-hours [mAh]
capacity) as a backup power supply. This battery provides three consecutive days of power
without sunlight.
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Figure 3-4: PurpleTurtle functional block diagram.

Figure 3-5: PurpleTurtle detailed design.

3.5 Future development of solution/approach
3.5.1 Bandwidth Limitation
Tsunami early warning devices, such as those used with the existing DART system and the
proposed PurpleTurtle device, currently use LEO communication satellite systems such as
Iridium. As identified in section 3.2.3, the data bandwidth cost associated with the current
LEO satcom providers is a significant component of the total system cost, thereby limiting
what data can be delivered back to the TWGS, thereby restricting the amount of data
processing that can be achieved.
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3.5.2 High Throughput Satellites
One significant development in the satcom market, is that of HTS constellations in LEO. The
HTS constellations are estimated to provide up to 20 times more bandwidth in the existing
satcom L-band. This equates to a 10-fold decrease in cost per bit (Curcio, 2015). For the
proposed SeaBeacon project, a future LEO-based HTS constellation would be game
changer for maritime users that are currently poorly served by GEO satcom providers.
Table 3-2 compares current and future sitcom providers by characteristics and shows that
high bandwidth i.e., HTS providers will have services available from 2020 onwards.
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Table 3-2: Current and near-future satcom providers.
THROUGHPUT
(GBPS)

SYSTEM

ORBIT

LAUNCH
DATE

NO.
SAT.

SERVICES

BIT
RATE

Iridium

LEO

1998

66+

Telephony,
Data

Low

L

Iridium
NEXT

LEO

20152017

66+

Telephony,
Data

Med

L

Globalstar

LEO

1991

60

Telephony,
Data

Low

L

Orbcomm

LEO

1993

30+

Data

Low

L

ICO

MEO

1995

10+

Telephony,
Data

Low

N/A

Skybridge

LEO

1998

80

Data

High

Ku

Teledesic

LEO

1990s

288

Data

High

Ka

O3b

MEO

2007

12 -20

Data,
Backhaul

High

80 - 360

Ka

150 ms

OneWeb

LEO

2018-19

640 2400

Data,
Backhaul,
Aero

High

6000 10000

Ku

20-30 ms

SpaceX

LEO

2019-20

4000+

Data,
Backhaul

High

8000 10000

N/A

20-30 ms

COMMStellation

LEO

2015?

75+

Data

High

N/A

N/A

Ximwei

LEO

2019?

30+

Data,
Maritime,
Aero

Med?

N/A

N/A

LeoSat

LEO

2019-20

80140

Energy,
Maritime,
Backhaul

High

5000 10000

Ka

Laser
Light

MEO

2018

43077

Data

High

6000

N/A

BAND

LATENCY

<50ms

50 ms

3.5.3 Satcom ground terminal developments
In maritime applications, very small aperture terminals (VSAT) used for satcom on oceangoing vessels are expensive due to their large antennas and terminal hardware. They
typically cost from $30,000 to $70,000 per vessel (Minoli 2015). The hardware size and price
have prohibited small-scale sensor platform development on ships. However, the advent of
HTS constellations using the Ka and Ku band service has lowered the hardware
requirements. Therefore, miniaturization of equipment is driving lower prices. One estimate
from Euroconsult suggests the maritime HTS terminal market will grow from 1,000 terminals
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in 2015 to 13,000 in 2022. For Ku HTS terminals, the market value is anticipated to rise from
$10m to $100m over the same time period (Minoli 2015).
The maritime and offshore energy IoT markets will also benefit from advances in chip design.
One example of chip innovation is the SatixFy SX-3000, which is a highly integrated software
defined radio (SDR) system on a chip (SoC) application specific integrated circuit (ASIC).
This chip provides improved power management with advanced switching between
operational modes, which better suits the use of battery and solar powered devices (SatixFy,
2015).

3.5.4 Near-orbit communications systems
In addition to satcom developments, there is industry-wide acceptance that pervasive
Internet service in remote locations will be delivered via high altitude platforms (HAPs) and
other unmanned aerial vehicles (UAV) (Hossein Motlagh, Taleb, and Arouk, 2016). The
Google Loon project plans to use a floating network of high altitude balloon-mounted cellular
telecom nodes, and Facebook’s solar-powered Aquila drone will provide cheap Internet
services to remote locations. This has stimulated a new wave of interest in global Internet
provision for remote locations (Loke, 2015).
We have also identified smart data management approaches to overcome the challenge of
handling the significant data volumes produced by IoT revolution. One example is the fog
network approach, which uses UAVs to provide a mesh network of Internet connectivity. It
also provides floating data storage and computational resources without the need for a
massive, central repository. This reduces total bandwidth consumption and associated
terrestrial data storage capacity.
Another smart data management approach for remote energy sector assets involves the data
mule strategy. In this scenario, a UAV asset would rendezvous with a remote sensor and
uplink large data volumes via Wi-Fi, thereby mitigating the need to transmit large volumes
over satcom links. This approach presents significant opportunities in sensor networks where
low-latency but high-data volumes are required (Loke, 2015).

3.6 Benefits of using IoT on the selected mission
3.6.1 Savings
The IoT approach to using small, simple, more robust devices provides a per unit cost saving
when compared with complex, larger, or monolithic sensor platforms.
In the DART II network, a single sensor platform costs approximately $125,000. The
PurpleTurtle device is estimated to cost $400 per unit, therefore representing significant cost
savings.
The current DART system of 39 buoys is also expensive to maintain at $12m per annum, or
30% of NOAA’s total tsunami budget (Harwood, 2010). Maintenance costs are high due to
regular outages of buoys. It is estimated that, at any one time, 25% of buoys are offline.
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The PurpleTurtle is designed to be fitted to ocean-going vessels via a universal handrail
mounting bracket. Local contract engineers can address maintenance issues when the
vessel is in port, or the vessel owner can courier the unit back to the closest, certified repair
center. This will provide significant savings as compared to chartering a vessel to specifically
fix a DART buoy in the deep ocean.
As stated in Section 3.3, the SeaBeacon project augments and expands the existing network
of tsunami sensors. This expanded detection network also reduces the risk of incorrect
warnings issued by the authorities. One estimate suggests that the cost to the Hawaii
economy of a single incorrect tsunami warning alert in 1994 was $30m, dwarfing the cost of
a sensor maintenance program (Associated Press Science, 2005).

3.6.2 Capabilities
The IoT approach adopted by the SeaBeacon project provides new capabilities to the
existing tsunami warning networks of pressure and water level gauges, as the solution
integrates the existing infrastructure of GNSS and satcom. As this is independent to the
existing DART sensor approach, it provides an additional layer of detection redundancy. An
IoT approach enlists small, lightweight, pervasive, connected sensors that provide headroom
for data acquisition in the event of failure of a high percentage of units.
The maritime radio protocol of automatic identification system (AIS) broadcast on very high
frequency (VHF) is limited to approximately 60 km at sea level; however, satellite-AIS (SAIS) is increasing in use as data providers fund VHF-enabled satellites in LEO. There are still
gaps in coverage in remote regions as the LEO constellations are being deployed over the
next few years. Therefore, the PurpleTurtle could provide a useful backup fleet and assetmonitoring service. The SeaBeacon project provides dual use capabilities such as the ability
to monitor vessels in real-time at sea in addition to its primary function of tsunami detection.

3.6.3 Efficiencies
A strength of the SeaBeacon project is that it specifically selected existing space and
terrestrial infrastructure in its mission architecture. The project aims to maximize the utility of
the existing infrastructure to focus resources on the sensor and implementation development
phases.
The PurpleTurtle device uses COTS components to minimize development time. The device
is designed to be self-contained, self-powered and independent of the host ship, making
installation easy. This overcomes the standard approach of battery-powered buoy-based
sensors that require regular battery swaps.

3.6.4 Public Outreach and Education
Tsunami researchers and authorities responsible for warning systems have a responsibility
to engage in public outreach campaigns. The more the public are made aware of the tsunami
hazard, the uncertainties in detection, and emergency procedures, the more lives can be
saved and potential risks to infrastructure and property mitigated.
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The SeaBeacon project could develop public outreach campaigns featuring it’s IoT
technology, which could be targeted for at vulnerable coastal communities, focusing on the
importance of STEAM subjects.
These campaigns could use the science of tsunamis and the technology around the warning
systems to demystify the subject and raise awareness of the infrequent nature of the events.
This campaign could emphasize the use of cheap GNSS receivers connected to
microcomputers such as the RaspberryPi. Samples of these devices could be distributed to
schools to allow students and the younger generation to learn the value of technical skill sets
such as coding and hardware building.

3.7 Risks, security, and mitigation plans
This section identifies various policy, financial and technical risks relating to the study, and
provides appropriate mitigation strategies.

3.7.1 Policy, legal risks, and mitigation
Different countries regulate satcom and specifically ground terminals in different ways. India,
for example, licenses the use of satcom equipment such as satphones for security reasons
which could be problematic for a ship-mounted PurpleTurtle that enters Indian waters. We
could mitigate these legal risks through identification of those countries that require special
licenses and regulations for satcom equipment, and seeking agreements or exceptions from
the appropriate authorities.
The SeaBeacon project proposes that the PurpleTurtle devices will be installed on
commercial or state-owned vessels; therefore, the project foresees no personal data privacy
issues. However, since the position of commercial assets are tracked in in real-time, there
are clear issues of ownership and security of this data that all parties should agree on at the
start of the project. It should be noted that vessel position data is already exposed via the
International Maritime Organization’s regulation for AIS, and the data harvested by the
PurpleTurtle (position, time, speed, and heading) is much less than that required for AIS.

3.7.2 Finance risks and mitigation
The single largest cost element of the SeaBeacon project is the capital expense required for
the projected 5,000 PurpleTurtle devices needed for global coverage. Therefore, any change
to the unit cost could significantly change the total project cost. An identified concern is the
height precision of the GNSS unit proposed for the PurpleTurtle device. The current design
uses a relatively low-cost GNSS receiver (~$10 per unit, for a 5,000-unit order) has been
identified.
However, there is a risk that during the test period of hardware, a higher precision GNSS
receiver may be required. This risk can be partially mitigated by continuously researching
new GNSS products as they evolve, generally reducing in price over time. The initial
estimate of 5,000 units deployed is a conservative estimate, broadly based on the
approximate size of the VOS fleet in tsunami hotspot areas. If a higher cost GNSS unit is
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required, then a proportional reduction in the initial deployment size of units to the field can
be made to maintain the overall project cost.
The SeaBeacon project assumed that the VOS program would be willing to allow
PurpleTurtle devices to be deployed to their fleet. We explored this issue with a telephone
conversation between Steven Bond, UK port meteorological officer (PMO) and the ISU. The
role of PMO is to liaise between participating vessels owners and the global VOS program
management. Based on this initial discussion, the feedback from the PMO was broadly
positive, suggesting that a small, self-contained, solar-powered GNSS IoT-type device
readily attached to a handrail was aligned with the philosophy of the VOS and other scientific
‘vessel of opportunity’ programs. The UK PMO anticipated no opposition to deployment of
these IoT devices on participating vessels (Bond, 2017).

3.7.3 Security risks and mitigation
A key issue related to IoT is that of security. Data security is a broad topic, which
encompasses aspects of a physical device, data transmission, and data storage. For the
physical security of the device, the risk from cyber-attack is perceived to be low, as the
device is located on-board a vessel or floating platform. Generally, access to vessels is
restricted to authorized personnel only, while ports and harbors provide layers of physical
security.
The common approach taken to ensure data transmission security between the device
terminal and the data center is to encrypt the data packets at the point of transmission and
decrypt them on receipt (Venter and Eloff, 2003). The selected RockBlock+ satcom terminal
can use an IP socket interface to send and receive messages via the Iridium network. The
proposed RaspberryPi controller uses the GNU/Linux operating system; therefore, a number
security technologies can be employed, such as transport layer security (TLS) or virtual
private network (VPN) to ensure suitable protection for the data during transmission.
The security of the RaspberryPi on the field terminal and the servers in the TWGS will use
modern approaches. These include firewall IP-whitelisting, blocking all virtual ports,
restricting root user authentication and remote access.
Looking to future security challenges, one attack vector that should be noted is GPS
spoofing. This has been highlighted as a known risk to GNSS critical systems (Loke, 2015).
GPS spoofing is the generation of a fake GNSS-like radio transmission that imitates or
“spoofs” GNSS signals, therefore risking loss of correct positioning and timing information to
any GNSS receiver in range. To manage this risk with the PurpleTurtle device, the GNSS
chips use multiple GNSS systems to avoid a single point of failure. Also, dual frequency GPS
will be employed using the second encrypted channel, again making it more difficult to spoof.

3.8 Applicability to the energy sector
3.8.1 Early Warning Requirements
Both onshore and offshore energy infrastructure is critical to a given country’s economy,
therefore, the impacts of natural disasters on energy production must be taken seriously. A
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report from RPS Energy (2011) on the impact to the energy infrastructure of the Japanese
earthquake and resulting tsunami event of 2011 discusses secondary impacts such as
“explosions and radiation leakage at the Fukushima Daiichi power plant, damage to
refineries (reportedly, some 1.7 mbd [million barrels of oil per day] of capacity had initially
shut down), damage to petrochemical plants (reportedly over 3 mta [million metric tons
annually] ethylene capacity closed) and closure of other power generation facilities (nuclear,
gas, coal and oil).”.
Due to the criticality of energy assets, operators and service companies have a vested
interest in obtaining the most accurate, earliest possible notification of tsunami events, to
mitigate risks to personnel and to safe operation of critical energy assets before, during, and
after such events.
Improved accuracy in early warning systems also has the benefit of providing more data to
the forecasters responsible for issuing alerts. Incorrect warnings that require a coastal
nuclear power facility to change its operating mode can present a hazard in and of itself;
therefore, the SeaBeacon project will serve to mitigate this issue.

3.8.2 Energy sector spin-in
The SeaBeacon project gathers a new, global oceanographic dataset that characterizes the
offshore wave climate via measurement of sea surface height. In addition to tsunami
detection, this data could be used by oceanographers to better model the physical nature of
the Earth’s oceans. Depending on the precision of the GPS receiver within the PurpleTurtle
device, this data could be used to validate ongoing space-based radar altimeter missions.
As well as detecting tsunami waves, the devices measure ocean swell and wind-driven wave
conditions. This data could be shared with marine forecasters serving the offshore maritime
and energy sectors. This additional source of oceanographic wave climate data can be
incorporated into existing meteorological monitoring programs such as METNET, a
meteorological network that has for 20 years provided real-time meteorological,
oceanographic (metocean) data to Shell’s operation fleet.
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4 IoT and its Applicability to Remote Platforms
4.1 Background
In 1998, the first two modules of ISS were launched into orbit (Ulmer, 2015), initiating a joint
effort between five space agencies: NASA, ROSCOSMOS, JAXA, ESA, and CSA (Bakker,
2016). ISS resides in LEO at an altitude between 330 and 435 km, with an orbital frequency
of approximately 90 minutes. Through nearly 20 years of assembly, ISS is the largest, most
complex human-made object in LEO (Bakker, 2016).

Figure 4-1: Schematic view of how ISS is arranged (NASA, 2014).
The station is divided into two sections: the Russian Orbital Segment (ROS) and the United
States Orbital Segment (USOS). The USOS is shared between NASA, CSA, JAXA, and ESA
(Bakker, 2016; Kitmacher, 2015). At 73 m x 109 m (NASA, 2014), the structure contains a
total pressurized volume of 983 m3, of which 408 m3 is available for habitation (Ulmer, 2015).
ISS serves as a laboratory for space environment and microgravity research, in which crew
members conduct experiments in all physical sciences, biology, human physiology (Bakker,
2016), and Earth and space science, as well as educational activities (NASA, 2016a).
Currently, there are approximately 750 investigators whose 300 combined research projects
and experiments are conducted on-board ISS (NASA, 2016a).

4.1.1 On-board management systems
The computer systems are composed of primary (core) and secondary systems. In the core
system are Command and Data, Electrical Power, Environment and Life Support,
Communications and Tracking, Motion Control, Thermal Control and Structures and
Mechanisms (NASA, 2015). In the secondary systems are Research, Robotics, Crew
Support, Extravehicular Activity, Crew Health, and Maintenance and Repair (NASA, 2015).
The systems we will review in this document revolve primarily around the Crew Support
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System (CSS) (NASA, 2015). Specifically, we will look at Inventory Management within this
subsystem.
4.1.1.1 Inventory management system
The inventory management system (IMS) is a software application that tracks approximately
20,000 items on ISS (Barton, Wagner, and Fink, 2015). This functions in conjunction with
detailed logistical plans as it is provided daily updates by both ground and flight crews (Rose,
1998). The IMS displays locations and quantities, allows for editing of storage locations, and
logs updates to track item activity (Rose, 1998). The system begins cataloging years before
items are flown and determines which items are slated for disposal (Rose, 1998).
The IMS is affected by each mission’s manifest and displays exact items on-board, including
those for the crew (food and clothing), station (repair parts, support equipment and
documentation), and user support (payload materials and experimental material return)
(Rose, 1998).
IMS uses a barcode inventory tracking subsystem (BITS) for short distance, handheld
barcode readers in conjunction with a passive radio frequency identification (RFID) system
for some items (Barton, Wagner, and Fink, 2015). The BITS systems is currently the only
system in use for European Space Agency (ESA) (Barton, Wagner, and Fink, 2015).

4.2 Challenges for ISS
For the IMS on ISS, many of the challenges are, in theory, common. However, a more
complex situation arises within a confined microgravity space environment as follows:
•
•

•
•

•

•

Maintaining module organization is challenging - misplaced items are difficult to
locate and restore to their correct rack locations (Evans et al., 2006).
Mission-critical, irreplaceable lost items can lead to mission failures - the
consequence of this will propagate when other missions depend on the outcome
(Evans et al., 2006).
In the microgravity environment of ISS, items drift to adjacent modules (Evans et al.,
2006).
Defining systems for storage - a large quantity of subcategories for stored
consumables such as food, water, medicine, tools, devices, and so on (Evans et al.,
2006).
The loss of efficiency when astronaut time is limited and expensive (Evans et al.,
2006) - some items are too small for tagging, and consumables are not tracked on an
individual basis (Evans et al., 2006).
Current issues on-board ISS include the limited physical space (Evans et al., 2006) cargo is kept both inside and behind racks (which are now full) so cargo is instead
bungeed to panel fronts and unused hatchways (Evans et al., 2006).
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Figure 4-2: Examples of ISS on-board storage system under nominal and off-nominal
conditions (NASA, 2011).
If inventory items on-board ISS were connected to a network, IMS would have increased
situational awareness and autonomy (Demey and Wolf, 2017). Such issues could be solved
through the implementation of a real-time location system (RTLS). Some new approaches
could be adopted e.g., radio frequency identification and advanced searching strategies, or
an entirely new inventory-management system (Demey and Wolf, 2017) could be deployed.

4.3 Oil platforms
O&G industry experiences similar challenges with asset tracking and tool control. Oil drilling
inventory management is still largely a manual process, and relies on physical bookkeeping
methods to track, store, and deliver (Kai et al., 2016). This methodology makes it difficult to
receive real-time updates, and due to the large number of materials, the accuracy of the
inventory is often questionable. This inefficient material allocation and utilization may lead to
the creation of costly, tedious, and unnecessary work.

4.3.1 Challenges for oil platforms
These offshore oil rig tracking control issues can be compared to similar issues experienced
on ISS, with a number of shared characteristics. In particular, offshore oil platforms:
•
•
•
•
•
•

Are small, closed ecosystems with constrained storage space;
Have a limited, small crew size available to support with consumable organization;
Are isolated from terrestrial infrastructure, with a highly constrained resupply service;
Have numerous critical items and supplies to track;
Have the potential to be exposed to extreme environmental conditions;
Demand high reliability requirements.

O&G companies are now beginning to adopt RFID for asset tracking across the supply chain,
with the sensor infrastructure qualified for temperature extreme requirements between
–50 ºC to 50 ºC (Omni-ID and Saipem, 2010).
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Figure 4-3: Oil platforms are a partial analogue for space stations, with similar
constraints and problems (Omni-ID and Saipem, 2010).

4.4 How can IoT help us solve this challenge?
4.4.1 Indoor positioning systems
Indoor environments, on Earth or in space can obstruct radio and Wi-Fi signals, with various
materials and shapes challenging signal propagation (Wu, 2012). There are a large variety of
indoor positioning systems (IPS) on the market which communicate to locate objects in a
highly restrictive indoor environment (Wu, 2012), with three primary categories of technology
based on signal type: light, sound, and radio frequency (RF) (Wu, 2012). The technology
covered in this document will focus on RF.
With RF, there are a variety of technologies: Wi-Fi, Bluetooth, Zigbee, RFID and ultrawideband (Wu, 2012). Wireless Local Area Network (WLAN/Wi-Fi) technology uses
electromagnetic waves for data transfer with wireless connectivity acting as a replacement
for cable-based systems (Wu, 2012). Bluetooth is a wireless method for the embedding of
data into RF transmission over short distance synchronization and data exchange between
two mobile devices (Wu, 2012). With the adoption of Bluetooth Low Energy (BLE) into
smartphones, the technology was made low cost and very low power (Wu, 2012; Faragher
and Harle, 2015). Zigbee is a wireless communication standard using IEEE 802.15.4 to
provide low cost and ultra-low power consumption over a wireless network of sensors (Wu,
2012). This has been applied to household positioning systems using RSSI for location
estimation.

4.4.2 RFID technology
An RFID ecosystem is typically composed of the following general structure (Ginters and
Martin-Gutierrez, 2013).
•
•
•
•

The Tag: the ID passive, semi-passive or active device on the object of interest.
The Scanner: generates RF alternating electromagnetic field, and reads the
generated electromagnetic induction on tag antenna.
Antenna: internal or external, amplifies receipt and transmission of the carrier
frequency.
Middleware: consisting of control equipment and software.

The following points should also be noted.
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•

Wireless sensor nodes typically have their own battery or generation system and
communicate to a collection point via power-consuming radio propagation (Deng et
al., 2013).

•
•

The performance of the node is constrained by the data transmission of the sensor.
There are several methods possible when transferring information wirelessly from
one device to another.

•

Wireless RFID Sensors can be active or passive. Each tag has a unique ID.

Figure 4-4: Overview of RFID tracking system (Naskar, Basu, and Sen, 2017).
The reader can access and transmit this information to the network (Deng et al., 2013). For
complex RFID systems on-board ISS, there will be multiple readers, each able to access
multiple tags to ensure simultaneous operation and positioning (Deng et al., 2013). With IoT
technologies, this can be conducted in real-time.
4.4.2.1 Passive wireless sensing
Passive Wireless Sensing works by supplying the power for data acquisition and
transmission through an external receiver with a power transmitting device, typically in the
form of RFID technology where the tag powers a small integrated circuit to generate a
response and transmit a return (Wagner and Barton, 2014). Wireless RFID can take 2 forms:
the traditional protocol, and as an Exotic Acoustic Wave (SAW) for use in extreme
temperature and radiation environments (Wagner and Barton, 2014). Time-varying sensor
data can also be transmitted (Wagner and Barton, 2014).
4.4.2.2 Active wireless RFID
Active wireless sensor tags require the application of power to drive a microchip radio
transmitter and provide a variety of transmission speeds based on power supplied (Wagner
and Barton, 2014). Most devices of this type use a battery to power data acquisition and
communication (Wagner and Barton, 2014). Such devices can last between several hours to
several years based on transmitter power (Wagner and Barton, 2014). Direct energy
generation is possible but is impractical, and is restricted by the available consumable power
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supply. Active tags can function as environmental sensors, communicating with one another.
The battery enables RFID tags to carry sensors, LEDS and perform various functions.
Examples have been used for temperature tracking for frozen goods and lab sample
transport, and tampering of sealed contains (Wagner and Barton, 2014). LED functions have
also been applied for picking up the correct objects for deliveries (Wagner and Barton, 2014).
Table 4-1: Comparison of Passive, semi-passive, and active RFID tagging (Mohamad
et al., 2017).
RFID TYPE

STRENGTHS
•

Passive tag

•
•
•

No Internal Power Source (RF
signal transfers energy)
Longer Lifetime (>20 years)
Small tag size and mechanical
flexible
Less expensive

WEAKNESSES
•
•
•

Short read/write range (4-5 m)
No sensor support
Require very strong RF signal
from reader power tag.

Small read/write data storage.

No maintenance requirement.
•
Semipassive/semiactive tag

•
•
•

Less expensive than active.
Long read/write range (>
100 m)
Has sensors

•
•

Needs very low reader RF strength

•

Active tag

•
•
•

Long read range (> 100 m)
Has sensors.
Large read/write data storage.

No need RF signal from reader to
power the tag.

•
•
•
•

Use internal power source
(battery).
Limited battery life (up to 7
years).
Increased maintenance and
operation cost for battery
replacement especially with bulk
tag usage.
Used internal power source
(battery)
Short life than semi-passive.
Bigger tag size
Expensive
Increased maintenance and
operation cost for battery
replacement especially with bulk
tag usage.

Active RFID comes in two main frequencies with different data transfer rates, memory and
sensors. Tags most frequently employed act at 433 MHz using the ISO18000-7 protocol
(Wagner and Barton, 2014). Terrestrially, they are employed to track large military assets
and containers and for logistics and high value assets on land and sea (Wagner and Barton,
2014). Active microwave tags at 2.45 GHz are used for tracking assets in a warehouse and
for toll collection (Wagner and Barton, 2014). Other less common tags exist at different
frequencies such as UHF (915 MHz) for personnel and container tracking (Wagner and
Barton, 2014). This technology can be read at a distance of 100 m at a rate of 1,000 samples
per second (Wagner and Barton, 2014). RFID protocols for information exchange between
the tag and scanner can be characterized by many standards: ISO 11784 & 11785, ISO
10536, ISO 14443, ISO 15693, and ISO 18000 6, and more (Wagner and Barton, 2014).
This technology is capable of significantly enhancing the transmission distance of IoT
systems on ISS. Using active RFID hardware platform design, the communication distance is
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up to several hundred meters. Using different work channels and packet addresses, this
technology can achieve a more efficient anti-collision design (Wagner and Barton, 2014).
The combination of active and passive RFID technology and its coupling with the hierarchical
management system will be an effective way to manage the spatial storage inventory.

4.4.3 Robotic assistants
There are a number of proposed and current inventory robots available. Terrestrially, RFID is
being seen as a leading contender in the aid of robotics as it is less expensive and able to
withstand more harsh environments such as temperature extremes, loss of light, smoke filled
rooms, and autonomous function in isolated locations (DiGiampaolo and Martinelli, 2014).
For example, NASA has designed the Synchronized, Position Hold, Engage, and Reorient
Experimental Satellites (SPHERES) that are capable of flying inside of ISS, contending with
the microgravity environment (Barton, Wagner, and Fink, 2015). A joint project between the
NASA Ames Research Center and the Johnson Space Center has given SPHERES the
ability to integrate into the current inventory system; these flyers are now known as “mobile
RFID interrogators” (Barton, Wagner, and Fink, 2015).
A second robotic system currently in development is the Astrobee. It has a port capable of
attaching to an external RFID scanner that the crew enables prior to an inventory
investigation (Bualat et al., 2015).

Figure 4-5: Astrobee free-flyer robots in a test environment for signal reads (Fink,
2016).
Once given an item for which to search, the Astrobee will scan for its last known location and
continue until that item is found (Bualat et al., 2015). Along the way, the robot will have the
ability to catalog what it has found via RFID and its cameras (Bualat et al., 2015).
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Figure 4-6: Astrobee Free-flyer robots (Bualat et al., 2015).

4.4.4 Augmented reality
Augmented reality refers to technology which is able to superimpose computer imagery into
the periphery of the user's real world (Jeong and Yoon, 2017). Augmented reality (AR) is the
next step in integrated inventory management with active RFID tags. The ability to visually
see exactly what is in each cargo hold may allow cargo managers to know what is being
loaded in real-time. The Microsoft HoloLens augmented-reality system is currently available
on-board ISS and has been tested for astronaut-training features by Scott Kelly and Tim
Peake (NASA, 2016b). Through modifications to the middleware, data processing that
connects the scanner of the tag with computer systems and databases, it should be possible
to include this system, or future AR systems, in the IMS process (European Commission,
2007; Microsoft, 2017).
The HoloLens system is capable of 2-3 hours of continuous, active use, weighs 579 g, and
has spatial sound, voice activated command recognition, gaze-tracking, and gesture-input so
astronauts can interact with the data display (Microsoft, 2017).

Figure 4-7: Microsoft HoloLens augmented reality glasses (left). NASA astronaut Scott
Kelly testing these glasses on-board ISS (right) (Microsoft, 2017; NASA, 2016b).
Various terrestrial applications combine RFID technology with GPS tracking or a WLAN for
indoor localization. DHL has been the leader in this field and has recently integrated AR into
their warehouses. “Vision picking” in the warehouse is a new technology that has given the
organization a real-time view of logistics, planning, load optimization, and delivery. It has
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assisted in customer satisfaction and provided greater efficiency in planning (Miraldes,
2015).

4.5 Proposed technology adoption solution
4.5.1 System architecture
Figure 4-8 provides an overview of the proposed system architecture that could be
implemented on-board ISS or other remote platforms to solve inventory issues. There are
four main layers: the inventory object layer, IoT infrastructure, the integrated database, and
the ground-support system.

Figure 4-8: System architecture solution proposed for remote platforms.
Inventory Object System: This level pertains to all objects that have been tagged and
stored within the inventory list. Each individual item will possess its own active or passive
tags. Crew will use the existing barcode system alongside the new during the transition
period (Brown et al., 2007). The items tagged could potentially include office supplies,
personal effects, clothing, food items, and tools (Barton, Wagner, and Fink, 2015).
IoT Infrastructure: This refers to all IoT devices on-board including interrogators, an RTLS,
the network, and its management (Fink, 2013). This layer provides the capability to track onboard assets to improve the accuracy of inventory management. Registration, positioning,
checking, and updating can also be done using this infrastructure. This infrastructure would
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include smart shelves and trash bins. For individually tracked items, the system will send a
single ping for position update information at regularly defined intervals.
Integrated Database: An on-board integrated database would manage all inventory
information, data storage, and processing (Shull et al., 2006). A user-application graphical
user interface (GUI) system can enable the crew to easily interact with the system. This
interface will also be available to the crew via augmented reality to aid visualization of item
locations as the crew physically moves about the platform.
Ground/On-board Support System: This system will gather all data from the sensors onboard, and enable machine learning enabled data analysis on the ground to detect patterns,
to gain useful information, conclusions, and knowledge.

4.5.2 System functional overview
4.5.2.1 Resupply procedure
Ground and shore-side planners will tag new items with active RFID trackers. The new AR
portion of the IMS database will update item parameters and intended storage locations.
When the cargo ship arrives, crew members wearing AR glasses will enter the resupply ship
to see, both in the real and augmented space, the position of each object. The specific object
of immediate interest can be highlighted for rapid identification. This menu shows all
important information about that object, including its name, characteristics, and predesigned
location for storage. The selection will be controllable through the glasses using voice
commands.
In the near future, inventory robots could undertake the same role. When the item is correctly
placed, the AR highlight will change color to indicate correct placement.
4.5.2.2 Item tracking
Crew will notify IMS via the AR glasses’ graphical interface to send a tracking alert signal to
the item for an update on its current position. The system alert will pass through a string of
wireless routers to send an action-RF signal to the unique active RFID tag of the item of
interest. The active RFID sensor will detect the incoming ping and respond with an RF signal
back to the reader on the wireless network. This response is detected and displayed on the
astronaut’s glasses, showing the current location of the item of interest. When the astronaut
or inventory robot comes within proximity of the item, the RFID sensor alerts to the IMS
which informs the crew’s AR glasses, leading to the item highlighted in their augmented
vision.
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Figure 4-9: Illustration of the proposed item tracking process.

4.5.3 System composition
Various active RFID tags are commercially available, but not all of them fit the requirements
of ISS. Their range must be a minimum of 110 m due to the size of ISS and they must have a
long battery life to reduce maintenance time and they should be as small as possible. A
review of available tags suggests that they generally have a battery life between four and five
years, which is long enough for ISS applications. However, their cost and proven
performance for different industry applications differentiate them. Of the devices considered,
something similar to the Omni-ID Power 115 would be the best option. It has the smallest
dimensions available with the lowest price while meeting the range requirement.
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Table 4-2: Comparison of different active RFID tags.

NAME

SIZE OF SENSOR
(mm)

BATTERY
LIFETIME
(Years)

RANGE (m)
(Min. 110
m)

COST PER
UNIT
($)

PROTOCO
L

CURRENT
INDUSTRIAL
USE

Omni-ID
Power 115
Active RFID
9
Tag

58.48 x 34.83 x
14

4

≤ 150 m

22

IEEE
802.15.4f

Indoor
applications

Omni-ID
Power 65
Active RFID
10
Tag

95.47 x 63.87 x
10

≤5

≤100 m

46

IEEE
802.15.4f

Oil & Gas,
construction,
manufacturing

≥5

≤ 400 m
(in active
mode)

30

IEEE
802.15.4

Manufacturing,
Logistics,
Construction

Omni-ID
Power 415
Active RFID
11
Tag

126 x 36 x 30

4.6 Benefits of using IoT on ISS
4.6.1 Capabilities
We have focused our view on IoT applications for inventory management, and found that
accurate positioning of specific tools and facilities clearly requires improved organization. A
new system could automatically self-test for toolbox completeness and inform the crew of its
location. Without such a system, tools can be misplaced or take longer to find. By using the
indoor positioning and IoT technologies, any item can be found quickly and easily.
IoT can also be applied to the inventory of on-board consumable supplies, as the stock
quantity is continually changing. Such a system would enable mission planners to receive
real-time updates on food inventory, supporting more efficient resupplies.

4.6.2 Efficiency, safety, and comfort
IoT will enable the optimization of the physical environment to improve comfort and
productivity, thereby simplifying the manual, time-consuming tasks currently required.
Mission planners would in real-time be equipped to discover errors for each process, starting
in the planning stage. This would consume less crew downtime in searching for otherwise

9

(Atlas RFID Solutions, n.d.a).
(Atlas RFID Solutions, n.d.b).
11
(Atlas RFID Solutions, n.d.c).
10
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misplaced inventory and tools. As a result, crew satisfaction and wellbeing are improved and
time on-board ISS is better spent.

4.6.3 Better decision making
Real-time empirical information from large datasets may allow planners to make better
decisions, as the assumptions going into their plans can be reduced. The ability to see into
the system also provides better insight into the reasons for performance changes within the
system.

4.7 Risks
4.7.1 Security and privacy
Security and privacy assurance are key issues facing IoT implementation. Any backdoor
entrances in the software to other mission-critical life-support systems or interruption of the
processes on-board could put the crew at significant risk. It is important to consider these
concerns in every aspect of the system.
In practice, the risk of unauthorized access to remote locations is limited. IoT objects have
ranges up to a few hundred meters, at most. In LEO, anyone attempting to access these
tracking tags would need a satellite or spacecraft in close proximity to ISS, which would be
noticed long before any actions could be taken. In addition, these objects require satisfaction
of an acknowledgement protocol for access.
On oil platforms at sea, the environment is not dissimilar. Access to RFID tags is possible
only in close proximity. Current exclusion zones of 1 - 2.5 nautical miles for non-facility
related vessels would be sufficient to enforce strong security measures. In certain states
where the exclusion zone is less than 500 m, such as Nigeria and Ireland, the range of the
tag should be closely considered so that it sufficiently covers the rig, but does not extend to
far beyond the exclusion zone (Kashubsky and Morrison, 2013).

4.7.2 Data and complexity
IoT systems can generate large amounts of data. This data will need to be processed to
discover the inherent trends, which might exist over the short or long term. In full context,
persistent data gathering will be necessary. For this, large data storage capacity will be
necessary on-board ISS. Additionally, if there is not an adequate plan in place to process or
analyze the quantity of data, it will not be possible to improve the system.

4.7.3 Battery power constraints
A device running on a wireless system will require its own power source. Devices placed onboard a remote platform should be able to maintain a charge for long time periods, conduct
autonomous recharge, or receive power via a wireless feed (as discussed in section 5.4.2.2).
The proposed system uses sensors with on-board own power sources capable of lasting for
4-5 years on a single battery charge.
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4.8 Future inventory technologies
4.8.1 Battery-free RFID
Traditional active-RFID tags have batteries as their main power source. While this is the
most common form of active tag, there are advances in micro-energy harvesting using
vibrations piezoelectric, electromagnetic, and electrostatic), as well as thermal and solar
energy (Seah, Eu, and Tan, 2009). These new developments are making it possible to track
wear and tear on parts using heat or vibrations as alternative energy sources.
Table 4-3: Wireless sensor networks powered by ambient energy harvesting (Seah,
Eu, and Tan, 2009).
POWER DENSITY
2
(µW/cm )

ENERGY HARVESTING
RATE (mW)

DUTY CYCLE (%)

Vibration - Electromagnetic

4.0

0.04

0.05

Vibration - Piezoelectric

500

5

6

Vibration - Electrostatic

3.8

0.038

0.05

Thermoelectric

60

0.6

0.72

3700

37

45

3.2

0.032

0.04

TECHNOLOGY

Solar - Direct Sunlight
Solar - Indoor

NASA is currently testing this RFID technology on some rotating parts, including water
reclamation equipment (Belfiore, 2015). The sensors to which the RFID devices are attached
can measure temperature, torque, and pressure, among other indicators (Belfiore, 2015).
According to Christopher Evans, an aerospace technologist at NASA, one benefit of RFID is
that adding sensors to the infrastructure already in place is relatively simple (Belfiore, 2015).
Mohammed et al. are developing a hybrid input energy harvester (HIEH) incorporating semiactive RFID tags (Mohamad et al., 2017). This harvester can use a combination of
piezoelectric generators, thermoelectric generators (TEG), and RF to generate power
(Mohamad et al., 2017). This will enable the RFID chip to be paired with more sophisticated
sensors, allowing the same device to have an impact in areas beyond inventory.

4.9 Applicability to the energy sector
We have seen how battery-free metal RFID tags with sensor capacity can track the wear and
tear of parts on ISS. This technology can be translated to terrestrial mining or drilling
operations by attaching RFID tags to moving parts and monitoring for pressure or
temperature increases (Seah, Eu, and Tan, 2009).
An advantage to tagging tools with RFID instead of printed check-out systems is that tools in
the industrial sector tend to get dirty, making most tags unreadable (Harshbarger and
Lawrence, 2017). With RFID systems, this is not the case. A recent patent for embedding
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RFID tags directly into oilfield boring tools demonstrates this (Harshbarger and Lawrence,
2017).
The work that NASA is now doing on ISS with RFID tags could also lead to better location
awareness for tools or positioning of rovers and discovery vehicles (Fink, 2017). This could
extend to terrestrial discovery uses for underground exploration with autonomous vehicles.
Tags can be pre-placed in locations to assist future vehicles in navigation.

4.9.1 Offshore oil platforms
Given the high correlation between operations on a remote space facility and an isolated
energy extraction or processing facility, the technology proposed for ISS could be applied to
offshore oil platforms. With the incorporation of passive and active sensors, accurate
positioning and AR would boost efficiency and reduce risk on isolated offshore platforms.
The O&G industry is currently employing RFID and GPS technology for the tracking of
offshore cargo, tagging containers with “Planning Commission 2” RFID tags. This assists
with the live management of shipments on a top-level scale, but has limited benefits for those
persons handling the cargo in-situ. The AR technology proposed for ISS ecosystem could be
applied to this situation to aid visualization of assets in cargo containers as they are being
loaded onto the platforms (Jian and Peng, 2016).
Many of the same issues discussed for ISS applications are also relevant to the energy
sector e.g., security, complexity, interference, power constraints. With this, the energy
industry could leverage work conducted for space IoT, such as in micro-energy harvesting,
and use the results from ISS as an analogue for oil platforms.
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5 IoT and its Applicability to Future Space Endeavors
5.1 Background
This chapter examines the applications of IoT for future space endeavors, including asteroid
mining. As such, and as referred to in section 1.5.3, this chapter explores a more distant time
horizon than other areas of the report.
On Earth, the Internet operates within an accepted tolerance of delays measured in
milliseconds latency to a few seconds of total delay for web content to arrive to an end user’s
screen. File transfers are measured by the total bandwidth in bytes per second. Video
streaming, by definition is real-time, with a hand-shake negotiation between the server and
client for compression and resolution settings based upon the quality of the network between
the two points. Longer delays are generally tolerated for email, with an anticipated need to
request confirmation of receipt due to spam filters and occasional lost packets.
All of this is the standard on Earth, where high speed, high bandwidth networks terminate in
the homes and mobile phones of users across the world. Fiber optic and microwave trunks
connect universities, corporations, and cities to a global network with a relatively transparent
latency no matter the number of routers engaged.
This system breaks down when even at the speed of light the delay of transmission from
sender to receiver is greater than a few seconds. The International Space Station introduces
a nominal delay, no different than that from city to city if measured by distance alone. The
Moon, at a distance of 250,000 miles from Earth introduces a one-way delay of 1.3 s. This
may not at first consideration seem outside an accepted tolerance, however, this 1.3 s delay
is multiplied by the number of packets sent, each way. Each packet in turn requires
confirmation of delivery and subsequent request for the next packet to be sent. If a packet
arrives which does not match the original description, a request for a re-send is repeated.
Over low quality connections, a single package may be sent multiple times before the quality
of the connection improves or the connection fails e.g., an email delivery fails or streaming
video notifies the user of a need to reload.
Transfers that require only seconds on Earth will require minutes in a real-time Earth-Moon
Internet. Therefore, it is prudent to maintain copies of the Internet via local store-and-forward
hubs that allow for real-time interaction with the latest copy of the Internet, given that local
copies in the background are constantly updating. In fact, on Earth, the Internet is composed
of a vast network of store-and-forward Internet hubs, with local copies maintained based
upon a history of queries and most visited sites.
As we move beyond the Earth-Moon system to Mars and the asteroids, the delays are no
longer measured in seconds, but in minutes, even hours. Sending a simple Internet packet, if
identical protocols are maintained, would be impossible. Therefore, a new system of physical
hardware and hybrid protocol for interplanetary missions will be required.
At present, deep space missions use radio links for access to communication network
architectures and protocols established in the 1950s, such as the deep space network
(DSN), interplanetary Internet (IPN), and delay/disruption tolerant network (DTN). However,
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the telecommunication networks were designed without universality (Wu, Li and Cao 2015),
where universality refers to a combination of both universal service (all users are connected
to the network) and universal access (all users have access to a network) (Intven, Tétrault,
2000).
The application of IoT to interplanetary missions is one means to resolve the near-future
need for a ubiquitous communication protocol, for human communication, mission-critical
telemetry and scientific data transfer, and connectivity with the Internet. This poses both
challenges and opportunities.
Given the long distance between communication nodes, time delays and communication
drop-outs are inevitable. Failed IoT connectivity might result in losing a minor scientific data
sample to making a wrong decision that impacts human crew safety and the success of a
multi-billion-dollar mission.
To date, IoT has not been implemented in interplanetary missions. However, there are
sustained efforts to apply IoT to future manned and unmanned missions to remote regions of
the solar systems. In January 2010, the Internet was installed on ISS which is currently
serving as a site to develop and test the components of an interplanetary Internet.
The Interplanetary Internet will deal with large delays and communication with integration of
a store-and-forward system among a set of regional Internets. The utilization of DTN
protocols will constitute the foundation layer on which the Interplanetary Internet will be built
as a network of regional Internets.

5.2 Mission architecture
5.2.1 Mission selection justification
Of the current proposed mission plans, such as The Planetary Society’s Humans Orbiting
Mars (n.d.), SpaceX, and NASA’s plan known as Human Exploration of Mars Design
Reference Architecture (NASA, 2009), we have considered the latter as the basis for our
mission architecture for its advantages that meet our requirements. Some of the reasons for
this selection are as follow:
• Consistent with our mission objectives
• More realistic
• High reliability and safety
• Goal-oriented
• Scientific objectives included
• Modifiable to include our own mission elements such as IoT, using Phobos and
Deimos as platforms for telecommunication, robotic and human activities

5.2.2 Mission description
In this mission architecture, we consider human and robotic activities on the moons of Mars,
Phobos and Deimos, as well as deep space asteroid mining. Figure 5-1 depicts the mission
architecture:
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Figure 5-1: Mission diagram.
The objective is to support our robotic and human activities on the Martian surface as well as
on the moons Phobos and Deimos through the utilization of resources available on nearby
asteroids. Due to the proximity of the asteroid belt to the orbit of Mars and the plethora of
near-Mars objects (NMO), there is tremendous potential for the exploitation of raw materials
for in-situ utilization. Construction materials, minerals and volatiles, water and oxygen for
astronaut life-support systems, and hydrogen, ammonia, and oxygen for use as rocket
propellant.
Some mission objectives for using Martian moons include exploitation of in-situ resources
and tele-operation of robots on Mars, as Astronauts could operate the rovers with high
bandwidth capacity (Hopkins and Pratt, 2011).
Since transferring extracted material from asteroids to the surface of Mars is costly, we
consider Deimos as a platform for fuel production and rocket construction. Deimos offers a
smoother surface than does Phobos, and offers an escape velocity of just 5.6 m/s, making
the transport of facilities and materials less complex and less expensive. The discovery of
water on C-type asteroids will greatly influence future mission architectures (Moskowitz,
2010; Griggs, 2014; White, 2016) as fuel can be produced and stored at a decreased cost.
The moons of Mars Phobos and Deimos are in the context of this study proposed as a first
destination for astronauts in order to establish a base of telecommunication and mission
control for both the mining of asteroids and astronaut activities on the surface of Mars. Of the
two, it is suggested that Deimos would provide the best operating location of the two,
providing better Mars communications access, solar illumination, and delta V (Hopkins and
Pratt, 2011). On the other hand, it is speculated that the presence of water and in-situ
resources make Phobos a good candidate as a mining outpost and refueling station to aid
human exploration of the solar system (West and Lee, 2017; Leary, 1985). In conclusion,
Deimos and Phobos are both worth exploring (Singer, 1984) and might prove to be more
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advantageous as a first destination than Mars (Cordell, 1989a; Cordell, 1989b; Landis,
1993).

Figure 5-2: The view from a base at the northern landing site on Deimos (Hopkins and
Pratt, 2011).

5.3 How can IoT support our mission?
5.3.1 Introduction
Applying IoT to interplanetary mission architectures implies that massively more data
(compared to present missions) will be collected from varied sources. That data will need to
be processed intelligently and autonomously to effectively support the mission. Using
wireless technology is a promising and scalable method for adding sensors to space vehicles
with minimal system impact. Sharing IoT data seamlessly within the same mission or among
independent interplanetary missions requires a consistency in IoT protocols (Marchese,
2011).
Continuous network connectivity between interplanetary communications nodes is not
physically possible in the current and foreseeable future, sparse space infrastructure.
Communications drop-outs inevitably occur when line-of-sight between two interplanetary
nodes is disrupted (e.g., if the Sun is between the two nodes). Delay tolerant networking is
an approach to meet the technical challenges of maintaining a network disrupted by
communication drop-outs (Jackson, 2005).
For our purposes, we are assuming that at the time of our envisioned mission, an
interplanetary network based on DTN, as the one depicted in Figure 5-3, would already be
deployed and operative. This assumption implies that for the DTN served links on the generic
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IoT layered stack of protocols provided in Figure 5-4, the transport and Internet layers would
simply be implemented by the DTN protocols instead of the TCP, user datagram protocols
(UDP) and IP.
Communication delays and breakdowns will necessarily imply that the planetary exploration
crew will have to operate at much higher levels of autonomy and self-reliance than in current
space operations such as ISS.
Out of those considerations, for our envisioned, IoT supported, interplanetary mission, we will
focus on the following key technologies:
•
•
•

Wireless communication as a scalable method for adding sensors to space vehicles
and rapid deployment of a connectivity network
Strong consistency in IoT protocols for sharing data seamlessly within the entire
mission
Support for planetary exploration by means of human-robot crew autonomy and selfreliance

Considering the very high level reliability demanded, the embodiment of the mentioned
technologies will result in the use of:
•
•
•

Self-organizing wireless mesh networks
DDS as the unifying and best fitting IoT application layer protocol
Distributed cognitive support for human-robot crew autonomy

Figure 5-3: DTN networks diagram (Warthman, 2015).
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5.3.2 Self-organizing wireless mesh networks
Wireless mesh networks can be rapidly deployed, are resilient, and readily expandable. They
can be built upon low-cost commodity, COTS components with support for a level of
reconfiguration lacking in typically point-to-point or star topologies. The ability for each node
in a mesh network to automatically determine neighbors enables the traffic to be diverted
from failing nodes.
Mesh network is already proposed or is in use in various applications, all strongly relevant to
our envisioned mission, as described in the following:
•
•
•

Space proximity and surface application (DeCristofaro, Lansdowne, and Schlesinger,
2014).
Communication between spacecraft operating in a formation or small constellation
(Becker and Merrill, 2017).
Environmental monitoring (Lee and Lin, 2016).
Search and rescue for an underground coal mine (McHugh et al., 2015).

Among the many Protocol/Devices that implement wireless mesh network topologies, we
have chosen the Xbee Pro DigiMesh for the wireless/laser communication unit (WLCU), to
be discussed later. This particular module fully implements the mesh concept and removes
the single point of failure associated with coordinator or router nodes used by other
protocols, such as Zigbee (Digi International Inc., 2015). DigiMesh has only one, fully
interchangeable node type.
5.3.2.1 Connectivity maintenance for mesh network
During extravehicular activity (EVA) missions on the planetary surface, the human crew will
rely on a set of autonomous mobile robots for dynamically deploying the mesh wireless
network devices that support the mission. The corresponding communication graph
connectivity will be preserved using the so-called connectivity maintenance algorithms.
Those algorithms are already being used in terrestrial applications such as ground, aerial
and underwater fleets and UAVs, and in exploration and rescue missions (Sabattini, Secchi,
and Chopra, 2012; Borges, Ghedini, and Ribiero, 2017).
Communication will be based on data broadcast and robot position data, which means a
robot will send broadcast signals to neighboring robots and measure the distance. Groups of
robots will be divided according to their neighbors’ structure and maintain a relative position
to other robots in the group by distance, azimuth and elevation. This structure allows a robot
in the group to ask its neighbor for data, collect, summarize information from each of the
robots, and broadcast as requested. Each group will collectively manage information, and
each robot will maintain information about its neighbors in the group (Pinciroli, Lee-Brown,
and Beltrame, 2015).
There are several studies which present effective algorithms for maintaining communication
through graph connectivity, managing specific constraints for autonomous robot systems
such as obstacles avoidance, path optimization, etc. (Sabattini, Secchi, and Chopra, 2012;
Borges, Ghedini, and Ribiero, 2017).
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5.3.3 Application layer protocol
To properly support planetary-crewed exploration missions, IoT infrastructure will face issues
associated with monitoring, assessing, and controlling strongly heterogeneous systems. For
a human planetary exploration, IoT infrastructure must provide the following functionalities:
•
•
•
•

Monitor a planetary habitat environment and subsystems.
Monitor astronaut health.
Communicate with mission support, robots and astronauts during EVA.
Support data processing according to the objectives of the mission.

Furthermore, IoT infrastructures (and related middleware) will also need to provide the
following properties: reliability, scalability, extensibility, fault-tolerance and performance.
Fault-tolerance capabilities must provide full support for failover and recovery and efficient
resource-aware redeployment and reconfiguration.
An ever-increasing number of proposed architectures and protocols for IoT has not yet
converged to a reference model (Al-Fuqaha, 2015). A simplified view of IoT layered stack of
protocols is summarized in Figure 5-4.

Figure 5-4: Layer stack of IoT protocols.
It is absolutely imperative to use a common protocol at the application layer. Several
specialized application layer protocols (often referred to as communication middlewares),
such as message queuing telemetry transport (MQTT), extensible messaging and presence
protocol (XMPP), advanced message queueing protocol (AMQP) and DDS are currently in
use and in competition with each other (Fraga-Lamas et al., 2016; Razzaque et al., 2016).
No general consensus or convergence could be found in the literature, but among those

ISU SSP17 TP NetSpace

67

IoT and its Applicability to Future Space Endeavors
protocols identified, the DDS is the one which has been designed specifically to address the
needs of mission and business-critical IoT applications such as air traffic control, military
applications (See Figure 5-5), transportation management, healthcare, energy and utilities
(Pradhan et al., 2016; Cornilleau et al., 2014; Schmidt and van't Hag, 2008).

Figure 5-5: Utilization of DDS in defense application (Foster, 2016).
DDS is supported by the Object Management Group (OMG) technology standards
consortium. OMG DDS web portal states: “DDS integrates the components of a system
together, providing low-latency data connectivity, extreme reliability, and a scalable
architecture that business and mission-critical IoT applications need”. One of the most
interesting features of the DDS protocol is the availability of quality of service (QoS) policies
that allows optimization of the available network resources. QoS policies provide the benefits
of controlling communication efficiency, determinism, and fault-tolerance.

5.3.4 Quality of service (QoS) policies
For our purposes, we have focused on the following QoS policies: deadline, time-based filter,
liveliness, ownership, ownership priority, reliability, history, resource limit, and transport
priority.
The proposed mission includes the integration of various components, from sensors to
actuators, each one characterized by different communication capabilities. The deadline QoS
helps to bridge the capability gaps; each component specifies the minimum rate at which it
will send data and/or the rate at which it can read data. The used components should each
meet their relevant specification. The deadline QoS is also helpful for detecting potential
problems that might, for example, cause data to be transmitted under the specified minimum
rate.
In the designed architecture, some devices might provide data faster than desired by others.
For example, temperature sensors might provide updates on the order of milliseconds, while
other devices require seconds (since changes in temperature are typically not in the sub-
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second regime). This could be tuned by the time-based filter QoS, which sets the desired
time interval at which data is transmitted. This way, data usage on the bandwidth and central
processing unit (CPU) is reduced, which is essential in scenarios in which bandwidth is
limited.
In extreme environments, it is important to continuously monitor the status of different
components (i.e., whether they are "alive" or not). Some components might only send
information on rare occasions, such as emergencies, where it is vital to know a device is
silent or offline. Activity monitoring is achieved using the liveliness QoS, which enables
control of the monitoring mechanism and plans changes according to the activity status of
the different components.
In cases where some components are suddenly offline, we might want to use a backup
component with either similar or different functions. The ownership and priority QoS can
support such system redundancy. One can configure an instance to be ‘exclusive’ i.e., to
receive data from only one source, which is determined based on its assigned priority. The
source with the highest priority compared to other potential sources will be the one to update
the instance. When this source goes offline, the source with the second-highest priority will
take over.
Some data sources, like the ones monitoring the health of astronauts, have the highest
importance and require all data to be safely transmitted for analysis. In this case, the
reliability QoS could be set as ‘reliable’ and lost data packets could be retrieved once
communication is back on.
Due to frequent communication failures, it is also important to set the amount of data saved
on each device. The number of saved data packets is set by the history QoS. The assigned
number should fit the resource limit QoS, which determines the amount of local memory that
can be used for data-storage purposes.
Similarly to a military operation, on our planetary exploration mission, certain datasets have
higher priority than others. For example, emergency warning data is highly urgent and should
be received first. DDS allows mission planners to assign priority to specific messages using
the transport priority QoS.

5.3.5 Distributed cognitive support
In view of the future challenges facing long term crewed missions, ESA has started to design
a decentralized cognitive support system called the mission execution crew assistant
(MECA) (Breebaart et al., 2009). MECA aims to enhance cognitive capabilities in the field
and thus to provide the crew with a higher level of autonomy. This will enable the crew to
better contend with extreme, hostile environments, as well as unknown and complex
situations.
MECA is designed to serve as a personal "e-partner" and is capable, for example, of
detecting emergency events, bringing them to the attention of the crew, providing potential
action plans, preparing resources for operation, executing the plan, and evaluating the
outcomes (Neerincx et al., 2006). Many of the MECA features, such as communications
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efficiency, redundancy, and knowledge management are indeed required for such systems,
and were also embedded in our design.
A major component of MECA architecture is MECA units (Figure 5-6), which are able to
receive information, process it, analyze it, and forward and present relevant outcomes. The
major challenge in integrating a crew assistant in our mission will be represented by the
optimal implementation of those units on top of self-organizing network nodes to achieve the
needed reliability.

Figure 5-6: The MECA architecture, adapted from (Breebaart et al., 2009).

5.3.6 Self-organized networks
As previously mentioned, non-Earth environments are strongly characterized by frequent
devices and communication failures. The employed network thus has to be robust against
unstable conditions. One potential network paradigm that could well-suit our needs is "zeroconfiguration," a non-organized topology in which each component ("node") is only aware of
its neighbors. This allows the network to support abrupt changes in topology that are the
result of constant node failures.
The distributed network implementation should aim to increase the persistence of data, i.e.,
to reduce the overall information loss. This could be achieved using the growth code method,
which is based on the coding of data points from different nodes using the exclusive OR
(XOR) function. The complexity of each coded outcome grows over time. This way, the
amount of recovered information (at the final destination) in any given time is significantly
increased. This method is easy to implement in distributed systems and requires low
computational processing power on each node. It also enables faster information recovery
compared to other methods (Kamra et al., 2006).
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5.4 New IoT device for interplanetary missions
5.4.1 Device 1 – wireless/laser communication unit (WLCU)
We have identified the need to bridge wireless and laser communication for multiple
application on the planetary surface (such as environmental sensors data collection) or
asteroids mining missions. Our WLCU includes several modules: the radio-frequency (RF)
module, a laser-based communications module, and the connection between the two
modules via a digital bus. The communication will be divided between short-haul for sensors
and robot, using RF communication (by XBee Pro), and the long-haul and high-bandwidth
communication using the laser-based system.
5.4.1.1 Wireless module (Xbee Pro)
We have chosen this wireless module since it corresponds to the leading technology in the
market today which can maintain a reliable wireless network and data paths between devices
while providing low consumption, low costs, low mass and long range communication. There
are XBee and XBee Pro devices differentiate by their maximum possible range. XBee pro is
the most suitable for interplanetary missions. On the module, four main different components
can be identified: the antenna, a receiver, a transmitter and the processor (microcontroller)
(Digi International Inc., 2009).
5.4.1.2 Laser communication module
Laser-based communication provides supports data transmission at 180 times higher
bandwidth with respect to wireless RF. In addition, a laser communications system has
significant advantages. A dish or antenna is unnecessary, thereby significantly reducing
mass and the cost launch of a space vehicle. The narrower diameter of the beam is more
difficult to intercept and therefore provides increased security, improved protection from other
disrupting signals, and at this time no regulation of light frequencies. There are associated
challenges such as the high pointing precision required to deliver data between any two
nodes (Rose et al., 2015; Luzhanskiy et al., 2016).
The laser module will include: a transmitter, a receiver, and an optical laser beam as shown
in Figure 5-7.

Figure 5-7: Basic block diagram of laser communication module.
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As shown in Figure 5-8 the two modules will be connected via a digital bus. Since the
amount of data which can be sent through the laser beam is significantly larger than with
an RF device we can also envision a unit in which multiple wireless modules will be
combined with a single laser module.

Figure 5-8: WLCU unit diagram.

A combination of the two devices will include each system’s special characteristics, along
with the total sum of the device’s sizes.
Table 5-1: WLCU characteristics summary.
NETWORK

MASS

ENERGY

DISTANCE

Wireless
Xbee pro

1.122 W,
margin =
1.4025 W

Indoor: 60 m

3g

Laser

6 kg

50 W,
margin =
62.5 W

Total

6.5 kg

64 W

Outdoor line-ofsight 750 m

24,000,000 km

DIMENSIONS

DATA RATE

2.438 cm x 3.294 cm

250,000 bps

300 cm x 200 cm x
150 cm, about the size of
a shoebox

20 Mbps

350 cm x 250 cm x 150 cm

5.4.2 Device 2 – wireless environmental monitoring unit (WEMU)
Bigelow Aerospace is a leader in inflatable habitats. With three successful deployments in
Low Earth Orbit, Bigelow has demonstrated the viability of this technology. Near-future
habitats on asteroids and Mars will likely include inflatable systems, as living quarters,
workshops, even agricultural centers.
No matter its function, all off-world habitats will require a tight integration of IoT sensors that
conduct a real-time analysis of structural integrity, internal atmosphere composition,
temperature and humidity, and the biological health of the inhabitants. If these sensors are
installed post-construction, with hard-wiring and cables for power and communication, they
run the risk of failure due to corroded, loose, or failed connections. Furthermore, a reduction
in the number of cables and power supplies reduces total mass of the mission.
It is therefore proposed that all permanent sensors be embedded in the very fabric of the
habitat such that both data transfer and power are to be conducted via wireless systems. To
monitor and control the habitat environment status in real-time, it is necessary that the
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environmental monitoring unit (EMU) include the following sensors and detectors:
temperature, air pressure, relative humidity, light intensity, and multi-gas. Wireless
communication between the EMU and the control system is to be conducted over an XBee
Pro mesh protocol. All environment parameters will be analyzed by automated, machine
learning algorithms and displayed on-screen at the central control system.

Figure 5-9: Diagram of the wireless environmental monitoring unit.
5.4.2.1 Sensors
In order to simplify system assembly and minimize system size, the sensors for relative
humidity, absolute pressure and temperature sensors are integrated monolithically. A single
chip will use a silicon-on-glass process to generate combined relative humidity, absolute
pressure and temperature data (DeHennis and Wise, 2005). The total chip power is roughly
341 µW with a volume of less than 32 mm3 and total mass of roughly 1 g. The light sensor
uses a phototransistor to detect the ambient light level. Its intensity measurement range is
0.1 to 40000 Lux with a power of less than 100 µW.
The multi-gas detector employs 4-channel laser spectroscopy (Pilgrim et al., 2014) with
capacity to conduct quantitative measurement of habitat cabin concentrations of oxygen (1432%), carbon dioxide (500-25,000 ppm), ammonia (10-10,000 ppm) and carbon monoxide
(1-1,000 ppm) (Briggs et al., 2015). A small fan brings air into a closed environment were the
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analysis is conducted (Pilgrim et al., 2014). The total detector power is roughly 2.5 W with
dimensions of 70 x 50 x 30 mm and a total mass of 300 g.
5.4.2.2 Wireless energy transmission unit
To date, power is delivered by means of physical cables and connectors that are prone to
failure. In harsh conditions, overall reliability is poor and in some cases, not economical.
Wireless power energy transmission being developed across the consumer and industrial
electronics industry now, can mitigate these challenges.
There are several types of wireless energy transmission, including wireless power transfer,
inductive power transfer (IPT), resonant wireless power, resonant power transfer, and
inductive coupling. These terms essentially describe the same basic process, namely,
electric energy transfer across a vacuum or air gap, without physical contact between the
transmitter and receiver.
The basic components of the wireless energy transmission system consist of two coils: a
transmitter and a receiver. Alternating current (AC) is converted to magnetic energy by the
transmitter coil. The energy is thereby transmitted by means of an oscillating magnetic field.
The receiver coil subsequently generates an alternating current that is converted to direct
current (DC) used to supply power to electronic systems and components such as our
wireless environmental monitoring unit (WEMU).
In the proposed system, electric power supplied to the EMU and its associated devices will
be managed by the power management unit (PMU). In the event of insufficient or intermittent
power, the XBee wireless communication system will establish a communication link with the
central control unit and the wireless energy transmission unit of the central control system
will remotely charge the EMU until it is full.
Figure 5-10 below simplifies this process into four key steps:
•
•
•
•

the mains voltage is transformed into a high-frequency alternating current (AC) signal;
the AC current flowing through the transmitter coil induces a magnetic field;
the magnetic field then forms a current that flows through the receiver coil;
current flowing through the receiver coil is then converted to direct current (DC)
power.
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Figure 5-10: Diagram of the wireless energy transmission unit (Power by Proxi, n.d.).
Table 5-2: WEMU characteristics summary.
DEVICE

MASS

POWER

DISTANCE

DIMENSIONS

DATA RATE

WEMU

600 g

≈4.5 W

60 m (Xbee Pro)

11 cm x 8 cm x 6 cm

250,000 bps

Wireless power
transmitter

5.3 kg

500 W

max distance:20 m
efficient 10% at 20 m
efficient 20% at 15 m

25 cm x 18 cm x 15 cm

5.5 Benefits of using IoT on the selected mission
The main benefits derived by IoT use can be inferred from the use of the corresponding
technologies we have described on the previous chapters. Here we make a short summary
of the main highlights.

5.5.1 Savings
The use of COTS components (as the ones we are planning to integrate within the proposed
new IoT devices) and the spin-in of available technologies from terrestrial applications such
as IPT, should provide large saving respect the current use of non IoT, space sector specific
technologies.
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5.5.2 Capabilities
IoT provides the capability to rapidly deploy mission critical network infrastructure in a new,
off-Earth location, enabling the ubiquitous computing environment and cognitive capabilities
needed for the mission crew assistant.

5.5.3 Efficiencies
Existing IoT protocols at link and application level allow for the creation of efficient and robust
communication on a very harsh environment.

5.5.4 Public outreach and education
Space agencies commit significant resources towards outreach and education. For example,
in 2016 NASA ~$89m on education, representing 0.5% of its total $18.5b annual budget
(NASA, 2016).
Evidence shows that space themes increase participation in STEAM education, particularly
being cited as the source for attractiveness of physics degrees (Science and Technology
Committee, 2007). Any future human interplanetary mission will likely have an
unprecedented potential for outreach and education, due to the scale of the endeavor,
perhaps even eclipsing the impact of Apollo, due to the global reach of the Internet. It’s likely
that a future human interplanetary mission would be an international program from
participating countries, therefore any outreach program should look to represent a diverse
set of cultural values.
IoT could play a significant part of a STEAM based outreach campaign supporting an
interplanetary mission. Science education programs in schools have successfully used IoT
devices such as low-cost embedded computers; for example, the micro:bit project in the UK
has reached one million children (micro:bit, n.d.). Teaching resources for this particular
project cover not only electrical engineering and computer science, but encourage crossover
with humanities and arts subjects.
Similar projects could be introduced as part of future space missions. As well as the target
younger generation, there are increasing calls for space outreach to target adults which
could be pursued with IoT devices (Nolan, 2011).

5.6 Risks, security, and mitigation plans
5.6.1 Risks
Among space environment factors, the most significant lies in radiation effects, which are
primarily single event upset (SEU), total ionizing dose (TID) and single event latch-up (SEL)
(Petersen, 2011). Analytical paper results show that about 40% of malfunctions that occur in
space are caused by radiation (Shen and Yan, 2014). Cosmic rays and solar energetic
events all represent significant challenges. Single event effects (SEE) can lead to single
device or complete system failures, and total ionizing dose effects (TID) can reduce their
lifetime (Petersen, 2011).
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5.6.2 Security
DDS provides authentication and authorization of data writers and readers as well as
integrity, secrecy, and nonrepudiation of data objects. The OMG DDS Security specification
(OMG, 2016) details DDS Security which relies on the extension of some of the DDS Topics
to carry additional information in a compatible way with existing implementations of DDS.
The architecture for DDS Security is represented in Figure 5-11:

Figure 5-11: Overall architecture for DDS security (OMG, 2016)..
The specification defines five service plugin interfaces (SPI) that when combined provide
information assurance to DDS systems (quoted below directly from the OMG specification):
•

•

•

•
•

Authentication Provides the means to verify the identity of the application and/or
user that invokes operations on DDS. Includes facilities to perform mutual
authentication between participants and establish a shared secret.
AccessControl: Provides the means to enforce policy decisions on what DDS
related operations an authenticated user can perform. For example, which domains it
can join, which Topics it can publish or subscribe to, etc.
Cryptographic: Implements (or interfaces with libraries that implement) all
cryptographic operations including encryption, decryption, hashing, digital signatures,
etc. This includes the means to derive keys from a shared secret.
Logging: Supports auditing of all DDS security-relevant events.
Data Tagging: Provides a way to add tags to data samples.

To clarify the security plugins specifications, it is useful to understand some threats that can
impact applications using DDS. Four major threats can be identified:
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•
•

•
•

Unauthorized subscription: The emitter has to encrypt the data using a secret key
that is only shared with authorized receivers.
Unauthorized publication: A protection against packet injection is to require that the
messages include either a hash-based message authentication (HMAC) or digital
signature.
Tampering and replay: It is required to share different secret keys for the HMAC
with each recipient.
Unauthorized access to data by Infrastructure Services: Infrastructure services,
such as the DDS Persistence Service or relay services need to be able to receive
messages, verify their integrity, store and send to participants on behalf of the original
application.

These services can be trusted not to be malicious; however, often it is not desirable to grant
them the privileges they would need to understand the contents of the data.

5.6.3 Mitigation plans
Numerous radiation-tolerant flight heritage components exist that are capable of overcoming
the intense SEE radiation environments within the solar system. Much of the literature
suggests the introduction of multiple duplicates of the same essential hardware in order to
improve system reliability (Reddell et al., 2017). This provides a significant improvement to a
spacecraft’s system reliability as any damaged hardware can be substituted with a
replacement automatically. This duplication and replacement approach would be fully
supported by the self-organizing meshed networks both at intra- and inter-spacecraft levels.
Tests on the utilization of mesh networks and XBee modules on a satellite has recently been
attempted as part of the NASA wireless-in-space effort (Digi International Inc., 2017).
Specific error correction coding mechanisms should be also employed to undertake error
detection and correction in order that software and data does not become permanently
corrupted. For long duration missions, this redundant approach would be essential to
improve longevity of a mission (Leveson, 2004).
In order to limit cyber-security risks, DDS has been adopted including the security model and
security plugins mentioned in the previous section.

5.7 Applicability to the energy sector
While it may seem that asteroid mining and human exploration of Mars are possible only in a
distant, science fiction future, many of the technologies and infrastructure required are
available now. We present the following examples of IoT-based communications and
management of remote operations in space exploration, with immediate applicability in the
energy sector.
•
•

Our mission architecture includes asteroid resource prospecting and mining wherein
propellant is manufactured from the processed materials for the return trip.
The proposed WLCU communication device is well suited to support a mining
mission composed of a spacecraft which orbits an asteroid and a swarm of robotic
landers whose function is to extract resources. Communication between the robotic

ISU SSP17 TP NetSpace

78

IoT and its Applicability to Future Space Endeavors

•

•

miners and the spacecraft would be supported by the wireless mesh network, while
communication to mission control, would be conducted over the optical link.
The complete system described in this proposal supports the communication
resilience and cognitive support of a human/robotic mission both off-world and on
Earth. There is immediate applicability to search and rescue missions from an
extraction platform during a severe storm or prospecting missions to extreme
environments such as the deep-sea floor.
The chosen application level protocol DDS is well suited for widespread use in
current energy applications and near-future space exploration. This is currently the
case for smart grids (Alaerjan and Kim, 2016).
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6 Recommendations
6.1 Summary
In this section, recommendations are provided to the four sectors in our scope, namely IoT
applications to the energy sector, EO, remote platforms and future space endeavors.

6.2 IoT and its applicability to the energy industry
1. The energy industry should actively endorse and pursue IoT standardization for
interoperability. In particular, the physical and application layers are in need of
agreement. Initial research suggests LoRa for long range IoT communications.
2. The energy industry should work with international law makers to complete the
missing legal framework for cybercrime. As more critical infrastructure is attacked,
this will become more pressing.
3. Smart pipeline infrastructure should be implemented as a safer and more costeffective means of asset monitoring.
4. Wind farm operators should implement an IoT WSN to more effectively predict power
output and better monitor blade fatigue, which optimizes the use of wind energy
resources.
5. With a clear return on investment for installing IoT infrastructure, energy companies
will be positioned to become IoT telecom providers. These companies will have an
opportunity to address a number of unresolved social-economic and environmental
issues in remote areas through the provision of monitoring and data acquisition
infrastructure.
6. Provision of IoT communications for customers or partner philanthropic applications
at equivalent commercial rates can easily cover the core data bill, even generate
profit.
7. The energy industry can and should leverage space sector expertise in remote
applications, hazardous environments, and low-rate data links as a primary design
driver. Likewise, the space sector should engage the energy industry to extract
lessons in reliability and remote access that can be applied to future missions.

6.3 IoT and its applicability to Earth observation
1. Further engage the tsunami warning community regarding how to make the
SeaBeacon architecture interoperable with existing systems.
2. In conjunction with the international VOS program, undertake a feasibility study for
the installation of Purple Turtle devices on-board a small-scale fleet of vessels.
3. Seek funding from project sponsor and/or government agency to develop a prototype
PurpleTurtle device.

6.4 IoT and its applicability to remote platforms
1. Seek funding to prototype the proposed asset management system.
2. Consider potential spin-in technologies for the improvement of cost efficiencies of the
entire RFID ecosystem.
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3. Research improved propulsion systems for on-board inventory robots.
4. Universities should fund further development of middleware algorithms for object
isolation and interfacing via augmented reality glasses.

6.5 IoT and its applicability to future space endeavors
1. A strong standardization effort is imperative to fully exploit the advantages of IoT
technologies for interplanetary missions. This effort should span these areas:
a. Solidification of the DTN protocols.
b. At the physical layer, the advantages provided by self-organizing wireless
mesh networks and “fully mesh compliant” protocols are evident. Within the
plethora of fully mesh and partially mesh compliant protocol we recommend a
convergence into an open standard (with interoperability between vendors)
built upon the DigiBee protocol.
c. At the application layer, we have substantiated the advantages of embedded
security, low-latency, extreme reliability, and scalability of the DDS Application
layer protocol.
2. In order to make the interaction between teams of human and robots more robust,
usable, serviceable, and safe, a distributed cognitive support system should be
introduced on top of the ubiquitous computing enabled by IoT.
3. Mission planners should use wireless power transfer to reduce mass, volume, and
mission cost.
4. Bridging wireless mesh networks and laser optical links as the main paradigm for
interplanetary mission connectivity.
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7 Conclusion
The energy industry is undergoing myriad changes, many of which have the potential to
fundamentally revolutionize the business. IoT technology is already incorporated industrywide, with ubiquitous integration on the horizon. In this document, we have explored four
sectors as specified in the project scope: energy, EO, remote platforms, and future space
endeavors. Within these sectors we have provided in some depth an introduction to the
challenges at hand, and how IoT can be applied to improve, respectively, remote monitoring
and predictive maintenance of energy transport systems, weather monitoring and storm
prediction, smart storage and asset control, and high-reliability, high-speed, robot/human
communications systems for off-world exploration.
While the world largely relies on O&G pipelines for energy transport, it is imperative for
international oil companies to redesign their business model. Wind power, for example, is
primed to be integrated extensively into the global power grid, with IoT WSNs assisting
management of intermittency while simultaneously improving use of wind energy resources.
We have developed a contiguous, cross-sector vision for how the energy industry can
employ IoT technologies in the transition from fossil fuels to renewable energy.
While IoT has seemingly limitless applications, some risks must be addressed to ensure a
smooth integration. The energy industry must be prepared to handle emerging issues of data
security and interoperability between devices. Collaboration with the space sector will allow a
symbiotic exchange of knowledge, including solutions to extreme environment sensing,
remote monitoring, and low data rate links.
This interdisciplinary approach is key to successful implementation of IoT technology, and is
emphasized in the report through the disciplines of the ISU SSP 2017, including but not
limited to:
•
•
•
•
•
•

Management and Business: Apply the commercial feasibility of the proposed Earth
Observation SeaBeacon project.
Engineering and Science: Address IoT technologies as applied to remote platforms
and future space endeavors.
Space Applications: Expand the use of integrated space infrastructure in EO and
energy.
Space Humanities: Recognize the importance of outreach and education.
Policy and Legal: Employ the SeaBeacon project to address issues surrounding the
deployment of PurpleTurtle IoT devices on international, seafaring vessels.
Human Performance: Integrate IoT technologies to enhance human and robot
exploration as we return to the Moon and prepare to place boots on Mars and the
asteroids.

Finally, a broad recommendation of this report is to seek opportunities for further cooperation
between the space and energy sectors on a global scale. This report identifies the need for a
variety of outreach programs targeting various audience types. A strategic approach to tackle
this broad objective is for the space sector to target an awareness campaign directly at
energy industry bodies, such as the IOGP and other identified stakeholders, on the positive
opportunities that the space industry offers. The report emphasizes the value of better use of
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space infrastructure for EO and technology transfer between remote platforms such as ISS
and O&G or offshore wind infrastructure. In recent years, increased interest in asteroid
mining has only come from space sector entrepreneurs, not the existing energy or mining
sectors. Therefore, the report highlights this as a significant opportunity for collaboration
between the energy and space industries.
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