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Abstract

ABSTRACT
The satellite telecommunication industry is going through a period of great transition due to
changing user demands, technology advancements and evolving markets. The incumbents
are having to diversify into new areas such as broadband connectivity, high performance
satellites and constellations. This Team Project discusses the current state of the satellite
telecommunication industry including the legal, economic, technological and social factors
impacting the industry. This is then followed by identifying and analyzing a number of
emerging trends in the industry, including the shift towards low latency, high secure
communications, increase in bandwidth demand, laser communications, frequency
allocation challenges, and the like. Following this analysis, market opportunities are
identified for both new entrants and incumbents to leverage upon, namely, autonomous
vehicles, mobile broadband, secure communications, deep space communications networks
and enhanced event broadcasting technologies. Finally, recommendations are provided for
approaching these opportunities using strategic tools and technologies, such that the
satellite telecommunications industry can stay relevant in the era of 5G, Internet of Things
and other upcoming developments.

International Space University MSS 2018

v

newSTARTS
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FACULTY PREFACE
Space based telecommunications is a niche, yet vital segment of the wider
telecommunications sector, which is experiencing phenomenal transformation and
associated challenges at the dawn of this millennium. Simultaneously, space-based
telecommunications are by far the most developed space segment that finds itself amid
tectonic dynamics as sizeable markets mature and new technologies emerge. Areas such as
interplanetary communications may seem an extreme niche market with developing
prospects in the distant future, yet in their modest format such niches may develop sooner
than one might anticipate. Such dynamic transformations seem at odds with efficiency and
integration, with the much-needed analysis characterized more as an art than a science. Not
shying away from a challenge, ISU’s integrated international, intercultural, interdisciplinary
(3I) approach is applied by half of its MSS class of 2018 towards a final report, following
months of a painstaking evolving process at all levels. The group sailed through its own
Odyssey at both a personal and collective level towards adding value by seeking not the easy,
but the challenging, not the obvious, but the important, not the present, but the future, not
the mainstream, but the niche. The authors had the task of researching in-depth the various
facets of the theme across the disciplines and then integrate in a systemic manner how
engineering, space applications, policy, economics and law, business and management,
human performance in space, science, and humanities integrate to a value-added total that
is more than the sum of its parts. The reader will hopefully associate with the authors journey
and find the work and deliverables stimulating and productive. On behalf of the faculty, it is
fair to acknowledge the invaluable experience that we are exposed to by association with the
authors, in the hope that our inputs have been constructive and productive. We wish them
and their work the best, in the confident knowledge that they will make a meaningful
difference in the years to come.

Thank You,
Vasilis Zervos
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TEAM PREFACE
The report newSTARTS is produced by the students of the International Space University
(ISU), Strasbourg, France. 22 students from 13 different nationalities came together for a
period of six months for the successful completion of the project. There were several
challenges that we faced and overcame as a team during the course of this project. We
performed some team-building exercises to build a strong bond amongst the team members.
Apart from this, we established a team structure where we elected the Project Manager,
Faculty Liaison, Technical Co-ordinator, Editing Co-ordinator and Control Manager. They have
been tremendously helpful for taking up the extra responsibility on behalf of the team.
Considering the vast scope of this project, the Literature Review provided us ample time to
carry out our research. Keeping in mind the interdisciplinary nature of ISU, we carried out
our research through the various lens of science, technology, law, business, economics and
management. This helped us in trimming down our options for working on the final report.
This was followed by spending considerable amount of time brainstorming the direction of
the report. This concluded the first phase of the project.
The second phase started with the team members having a productive discussion for the final
report. After a consensus was reached about the direction of the report, we decided to focus
on doing a comprehensive study on the relevance of space in the telecommunication
industry. This was followed by deciding on the project plan, mission statement and the aims
and objectives of the project. Keeping the core team intact, we consequently divided
ourselves into small working groups. Each group focussed on different areas in order to cover
every aspect of the industry. After doing a detailed research, we identified the different
niches and opportunities, which forms the integral part of the report.
Space is an integral part of our daily lives and its unprecedented and unavoidable importance
cannot be overlooked. We, as a team, have put in great amount of time and energy to reach
the completion of the report. Each and every team member invested themselves completely
to achieve a productive report. We sincerely hope that the effort we put in to build this report
will be useful to our readers and provide an informed outlook on the telecommunication
industry.
Thank you,
Team newSTARTS
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1 INTRODUCTION
Telecommunication technologies have witnessed various levels of advancements, starting
from telegrams in the past to the recent wireless networks. The development and innovation
in this industry is growing continuously and rapidly. In recent times, the growth of this
industry has increased at an exponential rate to meet the ever-increasing demand for
connectivity, speed, and data. Although Arthur C. Clarke, the ex-chancellor of the
International Space University, had introduced the concept of geostationary satellites in
1945, the satellite telecommunications industry did not actually take off until the late 1960s.
The induction of space into the global telecommunications industry has revolutionized
communications amongst people on Earth and in space particularly with its applications in
television broadcasting and providing global connectivity.
Currently, the satellite communications industry is undergoing rapid and constant change.
Due to changing social trends, that are addressed in this report, revenues from the
broadcasting industry have been declining. Hence, the industry itself is at an inflection point
to keep itself relevant for the future with a sustainable source of revenue. Further, there
have been big developments in upcoming technologies, such as high throughout satellites,
laser communications and delay torrent networks which have various applications in satellite
technology. Due to the evolution of these new technologies, new trends are observed in the
market. To bring in the revenue for companies, these markets should constantly adapt,
evolve and change.
Apart from improving life on Earth, we also have new technologies that are being used to
improvise methods to study the universe. CubeSats, which are being increasingly built and
sent to orbit, have reduced the cost of production tremendously. These innovations in
technologies have not only improved the efficiency, but they have also contributed to
advancement in studies in science and technology. As such, these advancements have huge
potential with respect to deep space communications, including both manned and
unmanned missions to the Moon, Mars and beyond.
Applications of space-based telecommunications cannot be overstated. Currently, only 50
percent of the world is connected to the Internet. Hence, there is a huge gap that the satellite
companies can leverage upon. The demand for connectivity from the other 50 percent has
been on the rise. Coupled with the market for deep space communications, satellite
operators are in a period of transition. This report aims to highlight the present and future
growth of the satellite communications industry during this critical point of time.
Team newSTARTS believes that it is the need of the hour that we focus our attention to study,
recognise and analyse the potential new technologies, their effects and their applications on
the space industry and our daily lives.

1.1

Mission Statement

The mission statement for this project is ‘to identify strategic and technological changes
impacts on the satellite telecommunications industry and, as a result, to propose a few new
potential market opportunities for the telecommunications industry’.
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1.2

Project Aims and Objectives

The aim of this project is to identify and describe market opportunities for the satellite
communication industry based on emerging trends and technologies, such that there is a
higher significance and application of space in the global telecommunication market.
To achieve this aim, the project is further broken down to achieve the following objectives:
1.
2.
3.
4.

To analyse the current market of the satellite communications industry
To identify and assess the emerging trends and technologies in the industry
To identify niches based on the emerging trends and technologies
To provide a concrete description of each niche along with the benefits and
opportunities associated with it and
5. To propose recommendations for each of the niches discussed

1.3

Definitions

For the purpose of this report, following definitions will apply:
Satellite Communications

Telecommunications using space-based technologies

Terrestrial Communications

Telecommunications using ground-based infrastructure

Emerging Trends

The parameters that potentially change the dynamics of
the satellite communications industry

Emerging Technologies

Disruptive technologies that improve upon current
networks or modify the requirements for them

Niche

Refers to a very specific segment of a market most often
covered by a few companies

Deep Space

Region beyond the geostationary Earth orbit (~36,000 km)

New Space

Used to describe the recent privatization trends in the
space industry

PESTEL Analysis

An approach to identify factors from Policy, Economics,
Science, Technology, Environment and Legal perspectives

1.4

Report Structure

Chapter 2, Industry Overview deals with the current state of the telecommunications
industry, examining the market of the ‘Big four’ in Europe and the other telecom companies
from around the world. This chapter studies how the market share for these companies is
affected by the fierce competition from their counterparts. Apart from this, it also looks at
the economic and legal implications of deep space communication networks and identifies a
gap in this industry. This chapter concludes with the strategic analysis of the services
2
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provided by satellite communications, as well as with an analysis of the selection of the
channels of communications for those services.
Chapter 3, Emerging Trends studies the parameters that are affecting the market trends
within the industry. Challenges in frequency allocation, demand for global connectivity,
increasing data consumption, internet on the move and air traffic control are some of the
trends that has been discussed in this chapter. The importance of space in the oil and gas
industry is also studied in it, along with commercial space companies which are the new
players in the market.
Chapter 4, Emerging Technologies studies the range of upcoming disruptive technologies
that impact the satellite communication industry such as the internet of things, high altitude
platforms, high throughput satellites, electric propulsion, laser communications, delay
torrent network and quantum communications.
Chapter 5, Introduction to Niches defines the term niche and acts as a preface for the four
upcoming chapters.
Chapters 6 to 9, Autonomous Vehicles, Hybrid Networks, Secure Communications and
Replacement for National Deep Space Networks explain the four niche markets identified
by team newSTARTS, in detail. Each of these chapters contain a definition of the niche, its
benefits and opportunities, technological and strategic approaches that could be taken while
investigating them along with an analysis issues to be considered.
Chapter 10, Conclusions summarizes the findings and recommendations of the report and
presents concluding remarks.

1.5

Project Scope

The scope of this project was defined primarily by the mission statement given in section 1.1.
This project aims to give an overall picture of the satellite communications industry. This
means that the global telecommunications industry is considered out of scope for a majority
of the report, since one of the main objectives was to understand how to keep space relevant
in the telecommunications industry. As such, team newSTARTS studied the various drivers
that are significantly affecting it, including emerging trends, consumer needs, and demands
coupled with the technologies. The new market opportunities identified as “niches” do not
contain concrete technological proposals; instead, they are meant to be options that the
satellite industry can investigate into so as to diversify from the traditional broadcast
servicing markets.
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2 INDUSTRY OVERVIEW
The telecommunications industry has developed for several decades. This chapter tries to
give an overview of the whole telecommunication industry’s state-of-the-art involving the
space-based, terrestrial and the deep space telecommunications. It will look into different
aspects, including the market analysis, economic structure, legal implications, etc. by
applying a case study methodology. This chapter lays the foundation for the emerging trends
as well the niches in the following chapters.

2.1

Market Analysis

Information and Communications Technology (ICT) is one of the largest markets in the world,
of which the telecommunications services sector accounts for a major share, leading
economic growth and technological innovation. Moreover, the sector provides essential
services to other markets all across the globe. Telecommunications can be further divided
into consumer electronics, hardware, software, IT services etc. In context of space-based
telecommunications, satellite operators offer high network throughput and speed that
satisfy end-user needs.
However, investments in network improvements are very critical for the existing dynamic
and competitive environment, especially with the roll out of 5G networks, since internet is
primarily distributed over terrestrial networks. In recent years, industry-wide disruption has
been caused by streaming content directly to consumers via internet, with services such as
Whatsapp and Viber accounting for over 80% of the messaging traffic and Skype for almost
one third of all international voice calls. This has pushed companies to realign their strategy
towards more data-oriented services (El-Darwiche et al., 2017).
2.1.1

The Satellite Market

Figure 2–1: Satellite market overview (Bryce Space and Technology, 2017)
4
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With a global market revenue of USD 260.5 billion in 2016, satellite communications, Earth
observation and R&D take up 80% of the entire market, while satellite communications itself
accounts for 50%, including commercial and military communications, as shown in Figure 2–
1 (Bryce Space and Technology, 2017).
Satellites offer several services such a mobile voice, data and video globally. From its
beginning, the satellite industry has gone through a significant technological transformation
and is currently expanding, especially due to developments in satellite communication and
broadcasting (Satellite Broadcasting and Communications Asociation, 2018).
The present satellite industry market has grown significantly. With over 33 million
subscribers for satellite television, the industry's growth is one of the fastest in the world.
Notwithstanding a decline of over USD 2 billion in annual regular capacity revenues, the
satellite broadcast market is expected to grow by USD 15.3 billion in 2026 and revenue
growth is to be primarily carried by high throughput satellite (HTS) systems that are better
qualified to address the growing demand of data-centric applications (Research and Markets,
2017). Satellite TV alone rules the satellite industry as the highest revenue generating service
with over 40% of the overall satellite market revenue. As shown in Figure 2–2, the lion share
of revenue in consumer services revenue is from Satellite TV.

Figure 2–2: 2016 Consumer Services Revenue (Bryce Space and Technology, 2017)

The major companies in the satellite industry, especially for television broadcast, are Intelsat,
Société Européenne des Satellites (SES), Eutelsat and Telesat; also known as the ‘Big Four’.
Though other players are emerging, these four hold their firm market in different areas.
Transponders for satellite television are always in high demand, which bring in high revenues.
Figure 2–3 shows the comparison among the ‘Big Four’ revenues per MHz per month. Viasat
from the United States, Hispasat from Spain, Asiasat from China, Yahsat from the United Arab
Emirates and ArabSat from Saudia Arabia have been recently launching a number of satellites
to GEO owing to increased demands in their respective markets (Owen, 2018). As a result,
their share in the global market has been steadily increasing hence making it competitive for
the ‘Big Four’ to expand globally.
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Figure 2–3: Revenues per Megahertz (MHz) for the Big Four (Northern Sky Research, 2017)
Table 2–1: Planned and current constellations (Asia-Pacific Satellite Communications Council, 2017)
Orbit

Frequency
Band

Target Market

Number of
Satellites

Schedule

Status

LEO/MEO

Ku, V

Broadband

720 - 2720

2018

Under Development

Starlink (SpaceX)

LEO

Ku, V

Broadband

1600 - 11943

2022

Under Development

Boeing

LEO

V

Broadband

147 - 3103

2022

Announcement

LeoSat

LEO

Ka

Broadband

84 - 108

2018

Under Development

Telesat

LEO

Ka, V

Broadband

117 - 234

2017

-

Xinwei

LEO

-

Telephony

32

2014

No news after
announcement

Yaliny

LEO

-

Telephony

140

2017

Likely Cancelled

Samsung

LEO

mm Wave

Broadband

4600

-

Likely Cancelled

Astrome
Technologies

LEO

mm Wave

Broadband

150

2019

Under Development

KasKilo

LEO

Ka

Machine-toMachine

288

2019

-

CAST/ CASIC

LEO

-

Broadband

2020

-

Helios Wire

LEO

S

Machine-toMachine

30

2018

Under Development

Sky & Space Global

LEO

S, L

Telephony

200

2017

Under Development

Astrocast ELSE

LEO

-

64

2018

Under Development

Kepler

LEO

Ku

140

2017

Under Development

Lucky Star

LEO

-

-

156

-

Likely Cancelled

ViaSat

MEO

Ka

Broadband

24

2022

Announcement

Laser Light

MEO

Optical

Broadband

08-Dec

2019

Likely Cancelled

O3b Networks

MEO

Ka, V

Broadband

48

2018

Ongoing Deployment

Spire Global

LEO

Satellite AIS

~ 100

2015

Ongoing Deployment

Iridium

LEO

L, Ka

Telephony

66

2017

Ongoing Deployment

Globalstar

LEO

L, S, C

Telephony

24

2010

Fully Deployed

Company
OneWeb

6

Machine-toMachine
Machine-toMachine
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Having seen opportunities in the satellite market, nascent players are emerging with
strategies concentrating mostly on the exploitation of non-GEO constellations, specifically
focusing on delivering broadband. This change in strategy is justified considering that the
broadcasting industry is reaching the end of its product cycle as discussed in Industry
Analysis. Table 2–1 lists all such satellite constellation operators, along with their orbits,
target markets and status, updated until January 2018.
2.1.2

Financial Analysis

As shown Figure 2–4, the overall revenues and growth rates in the satellite industry have
been on the decline, further complementing the point that the broadcasting market is
reaching its end of life. Additionally, due to the developments in terrestrial communications
infrastructure, specifically with respect to the advancements in 5G, the satellite
telecommunication industry is facing severe competition.

Figure 2–4: Satellite services revenue trend and growth rates (Bryce Space and Technology, 2017)

Table 2–2 reflects the public shareholders and market sentiment of the satellite industry.
Most of the publicly traded companies including SES, Intelsat, Eutelsat, and Asiasat are facing
tumultuous times ahead. The broadcast sector remains a major segment for the Fixed
Satellite Services (FSS) industry and the most significant revenue source for many of these
large GEO stationed satellites. However, the TV segment also faces challenges that could
endanger the future satellite industry. Online video and Over The Top (OTT) services will
continue to influence clients of satellite-distributed linear TV services; prominently in mature
TV markets that possess geographically clustered populations with access to good quality
substitute broadband networks.
FSS operators are facing a decline in their existing GEO based broadcast TV revenues and are
therefore facing some difficult strategic choices, especially if we consider that they operate
in a capital-intensive industry with very high exit barriers. Such operators will be forced to
adapt their strategies in order to remain relevant in the future. Considering the fact that most
of these companies are either developing performance-enhancing technologies such as High
Throughput Satellites or diversifying into broadband connectivity with non-GEO
constellations shows that the incumbents are realizing the challenges and responding to
them.
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Table 2–2: Market Share Price of Satellite Telecommunication Companies (Bloomberg, 2018)

Company

Market Share Price 5-year Trend

SES
(Luxembourg Stock
Exchange, in Euros)

Intelsat
(New York Stock
Exchange, in Dollars)

Eutelsat
(Paris Stock
Exchange, in Euros)

Asiasat
(Hong Kong Stock
Exchange, in Dollars)

2.2

Economic Structure

For economic growth, social well-being, and sustainable development, space is frequently
referred to as a relevant lever (OECD, 2014). As the space industry is offering incredible
profitability and business opportunities, it has diversified following the market drivers from
the initial state of the space race, which driven solely by political considerations (Dawson,
2017). Commercial space activities account for 76% of the global space activity budget (Space
Foundation, 2017), indicating the New Space era.

8
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2.2.1

Influence of Economic Circumstances of Telecommunications

One of the principal aspects of the commercial space era is corporate globalization or in other
words policies which support the privatization of enterprises. Made famous by Margaret
Thatcher and Ronald Reagan in Britain and the United States respectively in the 1970s and
1980s, the focus on privatization did not miss the telecommunications sector (McCormick
and Mechanick, 2013). It was then that the world’s most prominent, intergovernmental,
satellite organizations including Intelsat, Inmarsat and Eutelsat were rapidly transformed into
the corporate enterprises of today, with the ownership transitioning from governments to
private equity companies. From an economic perspective in the space industry, this was one
of the greatest changes that happened in the history of the sector essentially altering the
dynamics of the space industry, as shown in Financial Analysis.
The need for profitability and the inefficiency of the public sector are generally considered
the main reasons for a governmental organization to be privatized (McCormick and
Mechanick, 2013). Although by the early 1990s, there was not a clear monopoly in the global
satellite telecommunications market, there were regional organizations in different parts of
the world - Intelsat in the United States, Inmarsat in the United Kingdom and Eutelsat in
Europe - thus leading to regional monopolies and a global oligopoly in the market.
Privatization also allowed new entrants into the industry and corporate globalization
increased the available market size.
Emerging and disruptive technologies have a continuous effect on the market demand and
supply. From the Market Analysis, it is evident that there is a major gap in the market forces,
which is why numerous technological innovations are taking place in hope of closing that gap
and acquiring a large market share. The current levels of regulation do not allow huge price
variations, but it is expected that with a range of upcoming advancements, the equilibrium
price is going to shift back and forth during a transitional period. Although the overall price
of telecommunications services has gone down with time, there is a need for a cautious
approach by both incumbents and new entrants as there is always a possibility for oversupply
of services leading to disadvantaged revenue streams for companies (Rifkin, 2015).
Terrestrial communications do not cover all parts of the Earth. Some special applications
require satellite communications, such as satellite television, marine and aerial
communications and autonomous vehicles. Currently, satellite services are a developing
section of the global communications infrastructure due to the following competitive
capabilities: small receivers enabling point-to-multipoint communications distribution,
effectively blanket servicing areas and flexible architecture in arduous to cover areas.
Therefore, satellite and terrestrial telecommunications are complementary to each other
(OECD, 2014).
2.2.2

Economic Outlook for Deep Space Telecommunications

Deep space telecommunications networks are crucial for the support of interplanetary
spacecraft missions. For example, The NASA Deep Space Network (DSN) is a global network
of facilities capable of communicating with spacecraft. Similar networks are run by Europe,
Russia, China, India, and Japan (NASA, 2015). These are elaborated further in Replacement
for National Deep Space Networks.
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Government budget usually relies on governmental policy and the public enthusiasm. Relying
on public support is often the best initial approach, because it makes it easier to rapidly
gather resources and achieve seemingly impossible tasks. However, this approach is
susceptible to the gradual decline in public interest, leading to the withdrawal of the political
support and finally to the shutdown of the program. On the other hand, it is often very
difficult to do things with the advantage of profit, but there are big benefits to this dynamic
such as the ability to constantly create wealth by pooling talent and resources to emerge as
a new player in the space sector. Subsequently it becomes clear that it is very important to
find a sustainable method for the New Space deep space telecommunications network,
financially, technically and politically.

2.3

Legal Implications

With the technological advancements and industry development, the corresponding laws
and regulations were made at different levels. A number of regulatory organizations and
agencies undertook the governance and regulation of the industry.
2.3.1

International Level

The United Nations General Assembly (UNGA) and its committees, such as the Committee on
the Peaceful Uses of Outer Space (COPUOS), regulate space-related issues for the benefit of
all humanity ensuring peace, security, and development. They were the ones to launch the
resolutions and treaties related to the space activities as the fundamental rationales of the
telecommunication industry (UNOOSA, 2017).
Among the five treaties of the COPUOS, the Outer Space Treaty (OST) is one of the most
important and well-known due to its customary value, which also sketched the framework
of international space law. The Article 1 of OST specified the free access to outer space and
other celestial bodies for exploration and use by all states based on equality and abiding by
the international law (COPUOS, 1966). The Article 6 of OST specified the states’ responsibility
for governing national space activities carried out either by governmental or nongovernmental entities (COPUOS, 1966). Thus, the OST laid the foundation and contributed to
the development of the telecommunications industry through the freedom of access for the
non-governmental entities and private sectors as well as the various partnership modes.
Besides, the OST also provided the reference to formulate the legal mechanism. According
to the Article 1 of OST, the exploration and use of outer space shall be the province of all
mankind (COPUOS, 1966). As the available orbits and frequencies are limited and valuable
natural resources for the telecommunications satellites, especially for the GEO satellites,
their management and allocation are required to ensure benefits for all mankind.
In the context of the legal regime, there have been some leading international organizations
for managing and regulating the telecommunications industry.
2.3.2

Regional and National Level

Except for the international organizations abovementioned, there have been already many
regional organizations and national agencies implementing the telecommunications policy
regulation.
10
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Taking the example of Europe, the role of the CEPT (European Conference of Postal and
Telecommunications Administrations) is to support "cooperation on commercial,
operational, regulatory and technical standardization issues" (Committee for Postal
Regulation, 2017). It is also the source of creation of specialized entities, such as the
European Telecommunications Standardization Institute (ETSI) in 1988.
Other regional organizations, such as the Asia-Pacific Satellite Communications Council
(APSCC), the European Telecommunications Satellite Organization (EUTELSAT), the European
Organization for the Exploitation of Meteorological Satellite (EUMETSAT) and the Regional
African Satellite Communications Organization (RASCOM) are also noteworthy. Some of
these organizations were previously intergovernmental and were privatized following the
trend of the dynamic telecommunications market (Pelton, Madry and Camacho-Lara, 2013).
On the national level, every state possesses its own framework, as every country is sovereign
within its borders. Telecommunications is a topic closely related to politics because it deals
with the management of natural resources on a global scale. Furthermore, a sovereign state
has the right to disagree with satellite broadcasting within its territory (Weeden, 2013). This
can lead to intentional interferences, taking the form of jamming for instance. The following
examples give an insight in the regulatory regime of different countries.
United States of America
The Federal Communications Commission (FCC) is the authority on communications law,
regulation, and technological innovation. It is responsible for the regulations of interstate
and international communications by radio, television, wire, satellite, and cable (FCC, 2018).
South Korea
Currently the Telecommunications Business Act (TBA) oversees unfair competition between
telecommunications companies, or violation of consumer’s rights (Internet Society, 2015).
India
Telecommunication Regulatory Authority of India (TRAI) solicited internet regulation and net
neutrality (Internet Society, 2015).
2.3.3

Implications for Deep Space Telecommunication

The OST has been ratified by many counties and has a customary value, as it has already been
stated. It specified the feasibility of exploration and use of deep space for the benefit of all
humankind. It also regulated the general principles of non-appropriation of the Moon and
other celestial bodies (UNOOSA, 2017). Another agreement, the Moon Agreement also
specified the regulations around the Moon. It was approved in December 1979, but only 18
nations have made the ratification or accession as of today, with all of them being non-active
space fairing nations without currently having the capacity to explore deep space. Among the
active nations, only France and India signed the agreement without ratifications (UNODA,
1984). Thus, the Moon Agreement is considered a failed agreement and has no legal binding
to follow.

In summary, there are limited laws and regulations specific to deep space activities. These
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articles are fairly generalized and do not specialize in deep space telecommunications.
Therefore, there is a gap in the regulations of deep space telecommunications.
2.3.4

Security Considerations

Technical and data security of the telecommunications system, have been a concern for a
long time as telecommunications applications penetrate daily life. A cyber-attack on a
telecommunications operator might disrupt the phone services, internet services, and even
hamper national security. With the development of technologies, such as the mobility and
cloud computing, the frontier of the security risks of telecommunications was expanded.
“One mounting technology concern among operators is internet route hijacking, also known
as IP hijacking, an exploit in which adversaries corrupt routing tables to ‘hijack’ packets of
data” (Lobel, 2014). Thus the ITU, as the leading regulatory body in the telecommunications
industry, has already put forward many recommendations and standards for the related
entities to follow, in order to improve their technical security e.g. making Recommendation
X.805 in order to define the basic security architectures and dimensions, analyze the
vulnerabilities, threats and risks, as well as formulate the security framework requirements
(ITU, 2003).
Sovereignty in terms of data broadcast has legal implications. The ITU advocates the
‘freedom of information’, which has already been followed at the regional and national level.
For example, the Council of Europe’s Committee of Ministers adopted the Declaration on the
‘Freedom of Expression and Information’. More considerations and concerns have been
aroused when it comes to sovereignty security, because of the possible threats of certain
messages to political security of a sovereignty.
With the rapid development of telecommunications technology, Direct-To-Home television
(DTH) appeared. It enabled viewers to use small satellite dishes to have access to broadcast
images that came from other regions or states. Thus, many countries regulated on the
principles of non-intervention of their sovereign rights. These countries also requested the
responsibility and liability undertaken by the state which conveyed the message, which is
also in compliance with the international law.
In summary, under the ‘freedom of information’, countries allowed DTH broadcasts from
outside their sovereignty as long as these services operated in the framework of public policy
and security (Sgrosso, 2011).

2.4

Industry Analysis

One of the critical factors affecting the satellite telecommunications industry is the level of
competition leading up to an increase in the number of substitutes available including
terrestrial communication infrastructure such as Digital Subscriber Lines (DSL), Fiber-based
communication, microwave communication, mobile cellular services and High-Altitude
Platforms (HAPs). Some of these substitutes are discussed in the following chapter as
Emerging Trends.

The fast-growing proliferation and utilization of data globally, particularly for broadband
12

International Space University, MSS 2018

newSTARTS

applications, is a crucial driver of commercial satellite services revenue. Reducing
transmission costs, to provide cost-effective solutions to clients soliciting higher data rates,
is crucial for the satellite industry in the medium to long-term. New technology, in particular,
the emergence of high throughput satellites (HTS), also discussed in the following chapter, is
expected to change the cost structure of satellite connectivity, by reducing the average cost
per bit for end users. This is presumed to drive a step-change in the capacity volume available
in many geographical areas over the following years. However, this rapid expansion of supply
and lower growth in demand will likely contribute to pressure on margins, transponder
utilization and revenue per transponder ratios. Future profitability will only be protected by
applying such innovative technology to serve both existing and future niches.
2.4.1

Value Chain Analysis

Table 2–3 shows the value chain of the satellite communication industry.
Table 2–3: Satellite Industry Value Chain (Euroconsult, 2017b)

Value Chain Activity

Number of
Companies

Revenues
(in billions USD)

Manufacturing

~30

4.9

Launch

~10

2.5

Operators

~50

14.0

Services

~228

228.0

Currently, a limited number of stakeholders are in the upstream activities, from both the
manufacturing and launching perspective. However, as shown in the following chapter on
Emerging Trends, there is a growth in the number of actors, since the costs of both
manufacturing and launching a satellite are decreasing. The satellite operators own and sell
the capacities to the downstream service providers.

Figure 2–5: Product Life Cycle. (Claessens, 2017)

Although the satellite industry is threatened by the potential vertical integration of upstream
International Space University, MSS 2018
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actors (SpaceX and Boeing’s emerging satellite constellations) and a strengthening terrestrial
communications infrastructure (5G), the industry is expected to sustain for the short-term.
With declining revenues in the traditional broadcast market, as discussed previously in this
chapter, its product has enter the “Decline” phase of the life cycle, as shown in Figure 2–5.
As a result, new entrants and incumbents are investing in activities along the value chain to
diversify and sustain their growth. Some incumbents have identified new markets to invest
in, such as the oil and gas industry, maritime and in-flight connectivity, which are also
discussed in the next chapter.

2.5

Conclusion

Space-based and terrestrial telecommunications are not only complementary to each other
but have also been facing fierce competition for a long time. Nowadays, the satellite
telecommunications industry is facing a critical time with the broadcasting market reaching
end of life and the rapid developments of terrestrial communication, in particular with the
advancements of 5G technology. The overall revenues and growth rates in the satellite
industry have been on the decline. This chapter also has analyzed the economic structures of
space telecommunications and summed up how its dynamic altered with the privatization of
the intergovernmental organizations due to the need for profitability and the unbalanced
market demand and supply caused by the inefficiency of the public sectors. The changing
trend also gives an outlook for the possibility of the commercialization of the deep space
telecommunications, as it will be further discussed in the following chapters.
Regarding the legal aspects, the corresponding laws to regulate and promote the space
telecommunications have been well-established. One of the most concerning legal issue is
about the technical and data security of the telecommunications systems. The only exception
is the lack of legislation for deep space telecommunications, a gap waiting to be filled. Finally,
this chapter gives an industry strategic analysis of the market from the value chain
perspective. Based on the industry overview presented in this chapter, this project will
elaborate the emerging trend and technologies with further discussions and then try to
identify the niches of the market in the following chapters.

14
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3 EMERGING TRENDS
The space industry is a dynamic and complex sector in which satellite communications plays
a significant role, although, in the overall industry, satellite communications represents a
small sector. However, none of the sectors is an isolated one; every day new actors propose
new technologies, execute new business models and create new companies. It is because of
these new trends that the space industry itself changes. This chapter identifies emerging
trends that could potentially change the dynamics of the satellite communications markets.
This chapter starts by describing the Changes in Social and Cultural Behavior towards a more
connected and mobile-dependent dynamic is addressed, supported by the sections on
Increasing Data Consumption, Increasing Network Vulnerabilities and Demand for Global
Connectivity.
In the same way, the Oil and Gas sector and Air Traffic management interact directly with
satellite communications. The way they are changing and their resulting impacts are also
discussed in this chapter. Subsequently, new scenarios for NewSpace companies are
presented along with imperatives that could drive the development of deep space networks
as a private enterprise. Finally, frequency allocation issues companies have to face when
implementing new technologies or launching a satellite constellation are addressed.
As mention in the introduction of the report the space industry is going a transition period
and the only way to stay relevant in the market is to understand the different trends. Hence,
be able to create the inflection point in the market by rethinking the business model for the
present and future.

3.1

Changes in Social and Cultural Behavior

As connectivity evolves in its geographical and demographical distribution, it also grows
qualitatively. Social and cultural behaviors are closely linked with Information and
Communication Technologies (ICTs). The ways people consume services and products over
technologies have sensible repercussions on social behaviors and habits. Understanding the
evolutions of those behaviors can help understanding the progression of the
telecommunication industry, as well as envisioning its possible futures.
In developed countries in particular, or "frontrunners" according to the Global Connectivity
Index (GCI) (Huawei Technologies, 2017), new social trends have become visible. Deloitte's
report assesses that in developed markets, 78% of consumers use their phone within the first
hour after waking up, 93% in emerging markets. Between 30% and 50% of the global
population who owns a smartphone checks it within the first five minutes of the day (see
Figure 3–1), mostly to look at emails and social media. This dependence, which could almost
be characterized as an addiction, seems to be increasing in recent years.
According to Wigginton et al. (2016b), the time spent on the mobile phone while performing
various activities, such as shopping, working, talking with friends or watching TV has
increased substantially in over one year. In 2016, customers said they use their mobile about
42% of the times when they cross roads. This shows how much, in countries with developed
ITCs, connectivity is getting involved with activities that do not require it.
International Space University, MSS 2018
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Figure 3–1 Interval between consumer's awakening and first look at his/her phone (Huawei
Technologies, 2017)

All this relates to another significant trend: the expectation of having every offered service
delivered on a single device. The smartphone is most often used as a platform for centralizing
all digital activities (alongside with tablets and computers). A smartphone allows consumers
to call, text, play, use navigations as well as an expanding spectrum of other services linked
to broadband.
Mobile in-store payment (using a smartphone to pay for goods or services in a store digitally)
is a relevant example of this trend. In China, the use of this technology has increased 66% in
2015. Even if not all countries are technologically ready for it, 30% of the global population
indicates interest for in-store mobile payment according to Deloitte (Wigginton et al., 2016b).
From the market's perspective, single devices’ multitasking is something to consider, and,
amongst other things, it raises substantial security concerns.
The increasing global connectivity and its impact on social habits and behaviors questions the
evolution of civilization as a whole. The expanding use of telecommunications systems on a
worldwide scale raises questions about the globalization of culture in the long-term (Cowen
and Barber, 2003). Two possible scenarios may result from this: either transition into the
dominance of a single culture on others through a process of assimilation, or transition into
a process of cultural standardization, sometimes referred to as cultural globalization.
Although not being the only factor, evolution of telecommunications is central to questioning
the possible disappearance of local cultural traits.
A cultural rationale exists, since not every population across the globe possess the same
attitude towards ways and concepts of communication. As for now, not all cultural areas rely
on telecommunications as strongly as western ones for instance. Therefore, there are strong
ethical considerations beyond always providing more connectivity, especially to populations
which possibly did not call for it nor acknowledge its possible long-term consequences.
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3.2

Increasing Data Consumption

The way people connect to the internet is changing drastically, having more users connecting
to it from mobile devices. According to a study done by Cisco, 43% of the households around
the world access the internet with four or more devices, which is 32% more than the previous
year. This fact is directly related to the amount of bandwidth that is needed to ensure the
quality of online services on each device.
On the other hand, Ericsson reported on November 2017 that end users will be accessing the
internet via mobile devices more frequently in the following years. Figure 3–2 shows this
prediction according to regions.

Figure 3–2 Ericsson's data traffic of smartphones prediction, per region. (Ericsson, 2017)
Following the same line, another study, also by Cisco (2017), shows the 2016 – 2021 forecast
of the IP traffic, combining mobile and desktop access to the internet, and is summarized in
Table 3–1.
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Table 3–1: Cisco's forecast of IP traffic, 2016-2021 (Cisco, 2017)
Internet Protocol Traffic

2016

Fixed Internet

65,942

83,371

102,960

Managed IP

22,911

27,140

31,304

Mobile data

7,201

2017

2018

2019

CAGR
2016–2021

2020

2021

127,008

155,121

187,386

23%

35,226

38,908

42,452

13%

11,183
16,646
24,220
By Segment (PB per Month)

34,382

48,270

46%

By Type (Petabytes [PB] per Month)

Consumer

78,250

99,777

154,935

190,474

232,655

24%

Business

17,804

21,917
26,220
31,518
By Geography (PB per Month)

37,937

45,452

21%

Asia Pacific

33,505

43,169

54,402

68,764

86,068

107,655

26%

North America

33,648

42,267

51,722

62,330

73,741

85,047

20%

Western Europe

14,014

17,396

21,167

25,710

30,971

37,393

22%

Central and Eastern Europe

6,210

7,451

8,940

11,016

13,781

17,059

22%

Middle East and Africa

2,679

3,910

5,538

7,773

10,941

15,490

42%

Latin America

5,999

7,502
9,141
10,861
Total (PB per Month)

12,909

15,464

21%

Total IP traffic

96,054

228,411

278,108

24%

121,694

124,689

150,910

186,453

According to the table, the global IP traffic per month will triple its level from 96 EB (Exabytes,
one million GB) to reach 278 EB in just five years (Cisco, 2017). However, not only the number
of devices connected to the Internet hints that more bandwidth will be required, but also the
fact that new generations expect better performance when using applications. According to
Ericsson (2016), 55% of mobile data traffic is video, and it will reach 75% by 2023, as shown
in Figure 3–3. This increment represents a direct threat to broadcast TV.

Figure 3–3 Mobile data traffic by application category per month. (Ericsson, 2017)

From a satellite operator perspective, this means that there is a need for connectivity that
can provide big amounts of data at high delivery speed.
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3.3

Increasing Network Vulnerabilities

Data means money; companies mine data to obtain user profiles that could be used to create
new products with a secure market. Companies rely on user data to target specific products
to specific audiences. As a consequence of that, privacy and encryption methods became
critical features more than just a luxury.
Gartner Inc., in its latest report, forecasts that the global information security spending (a
subset of the broader cybersecurity market), will climb to USD 93 billion by the end of 2018
(Gartner, 2017). This analysis doesn't cover various cybersecurity categories including IoT
(Internet of Things), ICS (Industrial Control Systems) and IIoT (Industrial Internet of Things)
security, automotive cybersecurity, and others. Cybersecurity Ventures predicts global
spending on cybersecurity products and services will exceed USD 1 trillion cumulatively in a
five year period, from 2017 to 2021. Overall, it is expected that the cybersecurity market will
experience year-on-year growth of 12-15 percent through 2021, representing significant
opportunities for existing telecommunication companies (Cybersecurity, 2016).
Researchers from IOActive (2014), have detected major vulnerabilities and design flaws in
the firmware of popular Satcom devices that allow anyone to take full control of entire
communication systems. Protection must be ensured starting from hardware security to
firmware protection till the upper layers of software. For example, if the hardware is
considered, gaining physical access to one of the ground terminals of the satellite is more
than enough to impact applications, services comprising data security of people. Especially
with new LEO satellites coming with an aim for global connectivity providing Internet, the
satellite receivers must be secured to the fullest extent possible. The IOActive white paper
mentions the possible exploitation, malicious attacks or interception of Broadband Global
Area Network (BGAN) terminals that are global satellite internet and voice network primarily
used by military (Santamarta, 2014a)
In 2009, a team from Stanford University decoded a Galileo in-orbit validation element A
(GIOVE-A) and compass-M1 codes in all the possible frequency bands. Also, in 2011, the USChina economic and security review commission revealed that Landsat-7 and Terra A1, both
Earth-observation satellites, were infiltrated by unknown hackers. It also stated that they
achieved all required steps to send commands to the satellites, although no commands were
sent.
Also in 2009, the Nation’s security Telecommunications Advisory Committee reported that
terrestrial and satellite networks share the same vulnerabilities. Confidentiality,
authentication, integrity, access control etc. are considered for security (Muhammad, Shah,
Nasir, & Ahmed, 2016).
Satellite manufacturers and operators are increasing the security of their satellites by
equipping them with encrypted telemetry, anti-jamming, and features for reliable
connectivity. An example of this is the SES's GovSat-1, which was designed both for the civil
and defense sector. It uses both X-band and military Ka-band to secure communications links.
The technical specifications allow the enhanced resilience for reliable connectivity. Hence,
small high-throughput VSAT terminals identify the communications links that it enables and
connect with them (SES, 2018).
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3.4

Demand for Global Connectivity

3.4.1

Geographical distribution

Developed countries represent at least 90% of mobile phones’ market penetration
(Wigginton et al., 2016a). However, considering the global market, the ITU gives an
estimation of about 50% of the world’s population being connected in 2017 (Sanou, 2017).
Therefore, major companies will continue to endeavor to provide affordable connectivity to
emerging markets.
The Global Connectivity Index (GCI) is a framework developed by Huawei Technologies,
which evaluates fifty nations’ ICTs infrastructure, experience, investments and potential
(Huawei Technologies, 2017). By linking GDP and GCI, it makes the argument that a strong
relation exists between economic development and telecommunication technologies and
services. This index shows the recent connectivity evolution of certain countries, particularly
in Asia.

Figure 3–4 Evolution of the Internet's bandwidth in Gbits/s between 2008-2016, per region.

Figure 3–4 shows how Internet broadband connectivity has evolved since 2008 (Sanou,
2017). However, it is clear that there is still room for development in certain regions,
especially for Africa and Arab States, where the Gbit/s capacity barely evolved in eight years.
These regions are currently targeted by satellite services, as they lack ground infrastructures
due to vast rural areas (Russel, 2018).
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Figure 3–5 Annual Growth Rate of mobile broadband subscriptions for 2012 - 2017. (Sanou, 2017)

As shown in Figure 3–5, the global subscription for mobile broadband services’ growth within
the last five years was above 20% per year. A specific emphasis on developing (over 30%) and
least developed countries (over 55%) is clearly visible. This corroborates that there is a need
for global connectivity. This is also due to the maturing relative affordability of such
subscriptions.
3.4.2

Age distribution

Another aspect that needs to be considered for the evolution of the telecommunications
market is the demographic trend of the world’s population. According to the United Nations
Population Division, “population ageing—the increasing share of older persons in the
population—is poised to become one of the most significant social transformations of the
twenty-first century” (United Nations, 2015).

Figure 3–6 Evolution of the populations aged 60-79 and 80 years or over by development group
(United Nations, 2015)
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The population’s requirements are depicted in Figure 3–6 will have to be addressed more
urgently. Elder segments of the population are traditionally considered to be harder to reach
for new telecommunications technologies. Projections show that this tendency will
disappear, as generations that are used to digital technologies grow older.
3.4.3

Gender distribution

The ITU states that gender inequality persists in Africa, where there are 25% less women than
men using Internet. However, since 2013 this gap has narrowed everywhere else (Sanou,
2017). Still, over 1.7 billion women did not own a mobile phone in 2015, due to different
barriers, such as economy and culture (GSM Association, 2015). The evolution of womens
role in society, in most countries, has and will have heavier effects on the demand for
connectivity. It might be expected that this gender gap gradually continues to narrow.

3.5

Demand for In-flight Internet Access

Connectivity is amending our daily lives. Similarly, in-flight connectivity will reformulate the
way airlines engage. In-flight connectivity is a rapid incentive for day-to-day airline
operations, and it also refers to the in-flight-entertainment category as IFEC (In-Flight
Entertainment and Connectivity or In-Flight Entertainment and Communication). Airliners
provide in-flight connectivity onboard in different ways, which are explained in Table 3–2.
Table 3–2: In-flight connectivity techniques

3.5.1

United States

Currently Delta airlines has the biggest Wi-Fi enabled fleet with more than 600 aircraft. Gogo
is one of the biggest Internet service providers in the sky with a 46% market share. It mainly
relies on an ATG network, which has an optimum speed around 3.1 to 9.8 Mbps, and, since
it has also upgraded the system, it can deliver from 40 - 70 Mbps via satellite technology.
The Nokia 4G LTE came back into business thanks to the unification of Airports and Air-toGround (ATG) solution with airport radio systems. The LTE ATG and LTE Satellite
communication solution is an aviation-specific one, which will support real-time and ultra22
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broadband communication in-flight. These systems are essential for trans-oceanic/transAtlantic flights where ATG is not possible. ATG technology is well suited for continental fleets
but for intercontinental fleets satellite-based LTE technologies will be used, which has
significant technical and cost advantages over existing and future satellite solutions (Nokia,
2016).
3.5.2

Europe

In Europe; Lufthansa, Air France, British Airways, Emirates, Air Asia and other airliners have
in-flight connectivity services mostly provided by OnAir, Row44, Wi-Fly, Gogo, Panasonic
Avionics, Deutsche Telekom etc. Even companies such as Inmarsat and SES have showed
their proficiency towards in-flight connectivity. Inmarsat has invested billions in owing
operated global satellite networks for a strategic future investment. Recently Inmarsat
invested over USD 2B in Ka-band satellite network, called Global Xpress (GX) which is an
upcoming EU Aviation Network and will be integrated with S-band satellite with a
complementary ATG network in Europe. It can provide global coverage with three satellite
constellations and a fourth one will provide additional coverage where required, GX also
provides an aircraft access to connectivity where and when it is needed. After the USA,
Europe is currently the second largest area in terms of installing base, and will grow rapidly
with Inmarsat’s European Aviation Network (EAN) Hybrid ATG system (Inmarsat, 2015).
3.5.3

Middle East

According to Craig Foster, Co-Founder of Valour Consultancy, “a total of 6,758 aircraft now
have inflight connectivity systems installed and activated, American Airlines is one of the
largest connected fleet with 1249 aircrafts, while Emirates has the Middle East’s biggest
connected fleet with 234 equipped aircraft. He added that Ku-band is the most dominant
technology and represents 39.1% of the installed base. L-band accounts for 9.8%, Ka-band
for 9% and 41.9% is air-to-ground. Hybrid systems, such as Inmarsat/Deutsche Telekom’s
European Aviation Network, account for only 0.2% at present.” (Get Connected, 2017).
Foster estimated that by 2021, there may be 13,382 installed aircraft and by 2026, 2/3 of the
world’s fleet will be connected, representing about 20,000 aircraft.
3.5.4

Latin and Central America

SES and Gogo are working together to have more than 200 aircraft equipped with its 2Ku
technology for in-flight connectivity with increased capacity, provided by SES-15 which
entered in service from its first operational month in January 2018 and are the first to benefit
from the latest high throughput satellite (HTS) capacity. SES has the first hybrid satellite
providing Ku-band wide and spot-beam capacity over Latin America, Central America, Mexico
and across the North Atlantic. (Get Connected, 2017)
In the near future, these antennas will be almost invisible from the exterior of an aircraft.
The company named Kymeta is manufacturing the thinnest antenna for in-flight connectivity
which will be free from any moving parts. The final product will be less than half an inch thick
which will be powered with a regular USB cable.
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3.6

Demand for Connected Vehicles

This section analyses how the sector of telecommunications may be subject to new trends
due to changes in modalities of terrestrial transportation for people and things. Evolving
trends in air-, sea- and land-based means of transportation will be addressed as well.
3.6.1

Maritime Vessels

DNV GL, an international Register and Classification Society operating in various industrial
sectors, defines uncrewed ship not far from reality. The main issues to be tested and
deployed are sensor technology, data analytics and bandwidth to shore. The revolution of
maritime transport of goods over relatively short distances may lead to the following
advantages:
— Reduction of roads maintenance costs and pollution externalities thanks to shift of
cargo from roads to sea;
— More economical maritime cargo vessels, uncrewed ships can eliminate the
superstructure and save weight while creating more cargo space;
— Lower crew operating costs
Rolls-Royce Holdings thinks of challenging the USD 375 billion industry of maritime freight
transportation by means of drone ships. (Bloomberg L.P., 2014) In order to achieve this, in
2017 the company signed a Memorandum of Understanding with European Space Agency
(ESA), which includes harnessing the power of big data related to ship operations, amongst
other things. (Rolls-Royce, 2017).
A drawback of e-navigation is that deep-sea operations seem more far-reaching due to
unreliability of the present systems. (DNV GL, 2017) Moreover, at the present unmanned
ships are illegal under international law and the situation is unlikely to change in the next two
or three decades (BBC, 2014).
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Table 3–3 World ship fleet, by type and size. Source: Equasis Annual Statistics (Equasis, 2016)

Ship Type

General Cargo Ships
Specialized Cargo Ships
Container Ships
Ro-Ro Cargo Ships
Bulk Carriers
Oil and Chemical Tankers
Gas Tankers
Other Tankers
Passenger Ships
Offshore Vessels
Service Ships
Tugs
Total

Total number of ships
(Gross Tonnage >= 500)
Quantity
Percentage

12,059
293
5,089
1,456
11,305
11,320
1,883
614
3,117
5,723
2,586
1,003
56448

21.4%
0.5%
9.0%
2.6%
20.0%
20.1%
3.3%
1.1%
5.5%
10.1%
4.6%
1.8%
100%

As shown above in Table 3–3, General Cargo, Oil and Chemical tankers and Bulk carriers
constitute a potential for the application of fully automated navigation due to their technical
similarities. Here, economies of scale can be applicable both in port and open sea operations.
Tugs, Offshore vessels and Passengers ships are relevant, though the demand for
connectivity for those may vary significantly according markets served by the vessels. For
example, Tugs will need highly reliable connectivity in port areas (eventually shore-based
connectivity), offshore vessels will need highly reliable connectivity in off-shore fixed
locations and cruise vessels may require high throughput connectivity service able of
connecting an increasing number of people willing to consume a rising amount of data.
The shipping industry will experience a big data revolution. This will bring changes in actual
systems and system operation and stimulate the installation of new devices onboard.
Following these trends, vessels will need solid data integration and analytics will be a key
driver for optimization of the assets. Listed below several applications of big data which
would drive the demand for satellite connectivity to rise (Zaman et al., 2017);
—
—
—
—
—
—
—
—
—
—

Remote Sensing
Voyage Planning and Automatic Mode Detection System
Intelligent Traffic Management
Operational Predictability
Energy Management
Environmental Legislation Monitoring
Performance Monitoring and Optimization
Vessel Safety and Security
Condition Monitoring
Predictive Maintenance System
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3.7

Satellite-based Air Traffic Communication

One of the world’s most stressful and highest risk jobs is air traffic control. The task of Air
Traffic Control (ATC) is to coordinate the movements of aircraft, keep them at safe distances,
takeoff-landings, directing in bad weather and ensuring smooth traffic flow with less delays.
The Federal Aviation Administration (FAA) runs the ATC system and has many control centers
that oversee different aspects of air traffic (Thomson, 2010).
Currently, the ATC towers consist of transponders that are equipped in the aircraft and a
secondary surveillance radar that receives the signals. ATC needs position, speed and time
information for continuous management of all aircraft. Some areas of the world lack the
appropriate ground infrastructure, including secondary radars and communication links. In
civil aviation, a data-link system (Controller Pilot Data Link Communications) sends the
information from ATC to the aircraft. This comes handy in out of range areas, such as the
Atlantic and the Pacific routes. The Flight Management System in the aircraft's cockpit
determines the position and the accuracy using Global Positioning System (GPS) and Inertial
Navigation System (INS), which is backed by secondary radio telecommunication
(Freudenrich, 2018). Air navigation is essential for the safety and efficiency of air
transportation.
However, crashes and failures have become more frequent in recent years, such as the case
of MH - 370 for instance. Technology that enables aircraft tracking in real time exists, but it
has not been rolled out on a large scale yet. Aircraft use satellite technology to track their
own position, along with navigational systems, but ATC does not have the technology to track
them, relying on pilots to communicate their whereabouts and change flight plans. A small
amount of aircraft are preinstalled with the technology that the controllers would need to
track them, so the incentive to invest in new IT will not be there unless airlines also upgrade
their systems (Thomson, 2010).

3.8

Oil and Gas Industries

The Oil and Gas sector continued expansion relies on the real-time application support of
both onshore and offshore rigs and platforms. Systems using Supervisory Control and Data
Acquisition (SCADA) are very important if exploration and production are to achieve the
delivery of increasing capacity of oil and gas products to their final markets.
The uploading of exchangeable data from the rigs during the operation and drilling phase is
very important. The end user is always looking for reliable and stable communication in
support of upstream/downstream real-time data from remote geographical areas. The
demand on such communications systems increases year on year, with both satellite
technology and the use of fiber, in support of fixed platforms, playing a key role in improving
the operations of this sector (Holmes, 2013; Hansen, 2014; Bryan, 2014).
Satellite transponders are expensive to rent, so energy sector customers started looking for
the lower priced alternatives, that might also diminish the latency issues associated with
traditional GEO based satellite communication (Bryan, 2014). As quoted by Donald Happel,
the field telecoms advisor to Americas infrastructure projects, "Ka-band MEO satellites could
very well be a boon for the industry; we will likely know more after providers have
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established satellite constellations next years.” (Holmes, 2013)
Satellite communication is important for drilling rigs because of the requirement for mobility
and no need for significant support infrastructure. Typical installations are a Very Small
Aperture Terminal (VSAT) technology for data, voice, and video connectivity, in addition to
the mobile satellite services (MSS) for both emergencies and data (Bryan, 2014).
Satellite operators that provide service to the oil & gas industry include Eutelsat, SES, Arabsat,
Intelsat, Inmarsat, and Thuraya. Ground segment hardware platforms are manufactured by
iDirect Company, Newtec, Hughes Network, Comtech, NDsatcom (Newtec, 2018; Hughes
Network Systems LLC, 2018; Comtech EF Data Corporation, 2018; ND Satcom, 2018; iDirect,
2018).
Over the last few years many satellite operators have both announced and launched High
Throughput Satellite (HTS), as defined in the emerging technologies section. This technology
supports end-user demands for low cost by using frequency reuse and multiple spot beams
to increase throughput and reduce the cost per bit delivered (Bhatia, 2013). However it will
take time for the newer HTS systems to be accepted within the oil and gas community.
The research expectation is 17 Gbps of demand from oil and gas end users on HTS technology
by 2022, with growth starting to take off after 2017 (Holmes, 2013).

Figure 3–7: In-service units in the Oil & Gas energy markets, by band (Palerm-Serra, 2018)

Being geographically stationary, fixed oil and gas platforms are usually connected by fiber
optics, that provide greater redundancy and stability, low latency connectivity, and more
bandwidth (Bryan, 2014). Satellite VSAT is retained as a backup in case of fiber failure. For
mobile rig support the use of satellite remains the primary choice.
Currently, existing satellites owned by SES Satellite meet end users' requirement for low price
and lowest-latency by offering HTS services from space. The SES Satellite company operate
O3b mPower technology, which has 12 Medium Earth Orbit (MEO) satellites on fleet
providing terabits capacity and low latency for mobility services (Russel, 2018).
From Figure 3–7 the demands on Ku-band keep increasing in the future, although end users
usually like to give time to see how new technology matures and how the industry takes
reacts (Holmes, 2013).
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In 2021 SES Satellite will be adding to their existing fleet, a new constellation of seven nextgeneration MEO satellite that deliver fully managed services supporting the dynamic
mobility, fixed data and government markets (Russel, 2018; SES, 2018).

3.9

Emerging New Space Companies

New Space, otherwise known as 'Alt.space' or 'Entrepreneurial Space' is the label given to
the emerging phenomenon where activities in the space industry are done differently as
compared those of a mainstream player such as the National Space Administration(NASA)
(HobbySpace.com, 2018). New players appear along different parts of the value chain as seen
from SpaceX, Rocket Labs and Blue Origin, in the launcher market, Planet, Iceye, and Spire
from the satellite manufacturing market and OneWeb, LeoSat and Kepler Communications
from the satellite communications market. Investments on New Space companies are
steadily increasing so much so that 2017 saw about USD 3.8 billion invested in new space
companies (Sheetz, 2018).
Historically, communication satellite manufacturers had to depend on very few players such
as the United Launch Alliance (ULA) in the United States, Arianespace in Europe and
International Launch Services (ILS) including both the Proton and Soyuz launchers in Russia.
New players such as SpaceX have not only decreased the launching costs of satellites, but
also introduced competition in the sector which ultimately is shaking up the market
structure. Further, launchers in China and India are further decreasing the launch costs,
thereby making access to space cheaper than it was ever before. Table 3–4 shows an
estimate of launch costs.
Table 3–4: Launch Costs Comparison

Launch Spacecraft

Launch Cost to GEO
(in millions USD)

ULA

225.0

Arianespace

150.0

Proton

90.0

Falcon 9

60.0

GSLV

35.0

Although some external factors such as national government subsidies, international
relations, success rate and launch windows come into picture while choosing a launch
contract, cost remains as one of the strongest criteria. SES, which normally launches on public
agency sponsored launchers such as Proton and Ariane is now awarding a number of its
contracts to SpaceX. Other launchers such as the Indian Polar Satellite Launch Vehicle (PSLV)
and the Chinese Long March are also seeing a gradual increase in their launches, as shown in
Figure 3–8. With such decreases in launch costs and increase in number of satellites, the new
space era is likely to reduce the barriers to entry to the satellite communication market (SSP
Team 2017, 2017). This is even leading to innovative business models such as the one
introduced in 2018, by a company called Quika, which promises free internet to the
developing parts of the world (Fingas, 2018).
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Figure 3–8: Number of satellites launched over time

As discussed in the previous section, many emerging players in the satellite communications
market are investing in LEO and MEO constellations. Hence, new players are exclusively
developing launchers for LEO satellites, the most prominent among them being Rocket Labs,
which recently had a successful test launch (Grush, 2018). At the time of writing this report,
a majority of the players mentioned on the list including SpaceX, OneWeb, LeoSat, Kepler
Communications and SES's O3b networks have either had successful test phases for their
communication satellites or have plans to do so before 2018. Morgan Stanley (2017)
estimates about 37% of the satellite industry revenue to come from internet companies.
Hence, a stiff competition could be expected in the upcoming years between the incumbents
and the emerging companies

3.10 Launch and Communication Services as Drivers for NewSpace
Any product commercialization requires costs and uncertainties in order to justify serious
investment in the first place. The best way to reduce risks for such investment is by sharing
or distributing the risks amongst the players. One common method for this is the
development of shared infrastructure. For example, the shared internet platform has allowed
a substantial number of businesses to arise. Similarly, in the space sector, success of
SmallSats can be seen as arising from a perfect storm of available infrastructures, and shared
standards.
A lot has been said about the usefulness the CubeSat standard which has become a driving
factor in the aerospace industry by allowing for easier access to launch services (Swartwout,
2017). Organizations know that they can perform commercial space activities if their
experiment or fits within the CubeSat standard. This standard allowed for a diverse ride
sharing economy to emerge which has generated a large amount of business and activity.
The second piece of infrastructure necessary for space missions is communications. The
majority of CubeSat manufacturers are companies and educational institutions, as shown in
Figure 3–9 (Kulu, 2018). This has led to easy access to necessary frequency for near Earth
satellite operations as Amateur radio frequencies available to CubeSat missions.
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Figure 3–9 Nanosatellites by organization types. (Kulu, 2018)

These days, much is said about Space 4.0, the Moon Village, and other commercial deep
space activities. The gamut of potential commercial and non-commercial missions that will
fly in the next ten years ranges from Mars exploration, technology demonstrations, outreach
Moon rovers all the way to interplanetary CubeSat missions. Even traditional military
industrial aerospace powerhouses such as United Launch Alliance are currently standing
behind projections of a CisLunar economy (Bennett et al., 2016).
These missions will require the same principle infrastructures: Launch services and
Communication. Launch services for a long time looked to be the primary limiting factor for
future exploration missions. Ground-breaking work by SpaceX, Blue Origin and Rocket Labs
has proven that commercial providers can contribute this infrastructure at a greatly reduced
cost and to a much faster timetable. The successful launches of Falcon Heavy by SpaceX and
Electron by Rocket Labs were era defining moments this year (Luscombe, 2018), (Grush,
2018). These once iconoclastic companies are now redefining what normal is in the Launch
Services industry. Both rockets were designed to facilitate the delivery of more commercial
payloads to the Moon as well as service their traditional GEO and LEO industrial partners.
Communication outside of the Earth’s orbit is currently provided by expensive national
infrastructure systems such as NASA’s DSN, in addition to inputs from foreign DSNs. The cost
of running the DSN annually is currently USD 120 Million as of 2014, (NASA Office of Inspector
General, 2015). Access to these services by commercial players is currently limited, much in
the way that launch services were 15 years ago, in fact more so, because there is no more
excess capacity available for use. The Commercial Orbital Transport System granted SpaceX
USD 396 Million USD over 7 years due to its cost and excess capacity for launch
(Gerstenmaier, 2011).
If we wish to reproduce the perfect storm of intensified activity in space and push it further
than Earth orbit, someone must provide a communications option which is economically
viable and open to diverse actors. Such a system has short term profitability potential far in
excess of individual space missions and will be discussed in Replacement for National Deep
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Space Networks.

3.11 Increased Demand for Deep Space Communication Services
The increasing demand of data, its vulnerability and international cooperation are some
issues that need to be addressed not only for Earth telecommunications but also for future
space telecommunications. The implementation of enhanced Deep Space Networks offers a
suitable solution for this. Future space missions have as their main objective the acquisition
of scientific data and its delivery to Earth, which, according to NASA Jet Propulsion Laboratory
(2018) will require a ten times more capable network for the highly demanding data rate. As
shown in Figure 3–10, the amount of data that will need to be handled is going to surpass
the current networks’ capability by a substantial amount.

Figure 3–10 Required communication rates for future missions’ science data sharing – replotted for
clarity (NASA Jet Propulsion Laboratory, 2018)

In addition to more traditional deep space missions, a number of missions will be coming
online that represent new mission paradigms or new players entering the arena. Figure 3–11
shows some future Deep Space CubeSat Missions that will explore the Solar System.
Eventually thousands of CubeSats may be put to work exploring the far reaches of the Solar
System (Gibney, 2016). Smaller satellites may even reach beyond within our life time, as
hopes to be achieved by projects such as Breakthrough Starshot, which are backed by serious
funding and talent (Merali, 2016).
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Figure 3–11 Some Future Deep Space CubeSat Missions (Gibney, 2016)

A good example of one of the next generation of deep space missions is the NASA’s Jet
Propulsion Laboratory twin communications-relay CubeSats mission Mars Cube One
(MarCO). MarCO will rideshare with the next Martian launch for NASA and it will be the first
CubeSat mission to be deployed into deep space. The two CubeSats will be separate close to
Earth an each follow their own trajectory to Mars after their launch from an Atlas V alongside
InSight.
During the InSight’s entry, the lander will transmit information in the Ultra High Frequency
(UHF) radio band to NASA’s MRO (Mars Reconnaissance Orbiter). MRO will forward Entry
Descent and Landing (EDL) information to Earth using a radio frequency in X band. MarCO’s
radio provides both UHF (receive only) and X-band (receive and transmit) functions capable
of immediately relaying information over UHF. If this mission succeeds, then it could pave
the way for a bring-your-own communications paradigm for future Mars missions, especially
for time critical Martian atmospheric entry and touchdown phase. This mission will help to
demonstrate that, soon, CubeSats could be used for exploring and studying the Solar System
(NASA Jet Propulsion Laboratory, 2018).
With the example of the MarCo mission, it becomes clearer that there is an urgent need for
an enhanced space communications infrastructure, not only because of the hurdles that
come along with the challenging distances for data transmission, but also because, as
identified earlier in 2003 by Burleigh et al., there is a niche for commercially driven growth in
providing this service. The complexity of missions to explore Mars requires extensive
interoperability between space agencies and other actors, such as private organizations,
which can already be seen with the latest launch of SpaceX’s Falcon Heavy and NASA.
Cargo missions to Mars and Moon exploration are two other activities motivating private
enterprises to work towards human mobilization into Deep Space. SpaceX’s BFR rocket
system is not only aiming to perform commercial interplanetary activities for the first time,
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but since it is being designed to be completely reusable, its future operation suggests as well
that other activities such as in-space refueling is a need to be addressed.
Finally, some entrepreneurs are examining Space and Deep Space in particular, as potential
areas to move humanities heavy industry and mining operations too. These interests include
those of ISU founder Peter Diamandis’ company Planetary Resources based in Luxembourg
and Washington state (Lewicki et al., 2013). Some entrepreneurs would take this even
further. Jeff Bezos, from Blue Origin, stated in an interview, "Energy is limited here. In at least
a few hundred years (...) all of our heavy industry will be moved off-planet.”
He goes on to describe a future where, "Earth will be zoned residential and light industrial.
You shouldn't be doing heavy energy on Earth. We can build gigantic chip factories in space.
We don't have to actually build them here. The Earth shades itself, [whereas] in space you
can get solar power 24/7. (...) The problem with other planets (...) people will visit Mars, and
we will settle Mars, and people should because it's cool, but for heavy industry, I would
actually put it in space” (Bezos, 2016). This future would not be possible without the initial
infrastructure that will allow for the commercialization of Space and in particular Cis-Lunar
space and beyond. This would begin with telecommunications infrastructure.
The enhancement of deep space networks represents an emerging need in today’s
telecommunication systems. Even though terrestrial infrastructure has proven to be effective
for communication, the current needs demand a different solution is provided. A more
detailed approach on the way in which deep space networks will contribute to data security
and their current requirements to provide Telecommunication Systems with this will be given
in the Replacement for National Deep Space Networks section.

3.12 Challenges with Frequency Allocation
Frequency spectrum allocation is fundamental to the telecommunications industry
irrespective of terrestrial or satellite infrastructure. Historically, the telecommunication
industry comprised of geographical region-based oligopolies who, under the influence of
their national governments, shared the available channels in the designated bands. As
mentioned previously, the demand for bandwidth is steadily increasing on a global basis,
which is also seen from a frequency usage perspective. C-band dominated the market
historically, followed by Ku-band over the past few years and currently, the demand is for Kaband which is already becoming overcrowded. Even though the costs of acquisition and
maintenance of spectrum is increasing, consumer demand has pushed both the industry and
the International Telecommunication Union (ITU) to look at standardized ways to share the
spectrum among the players (ITU, 2017).
A majority of the upcoming satellites prefer using the Ku-band and Ka-band including both
advancements in GEO-based communications from incumbents such as Viasat (Magnusson,
2018) and emerging LEO-based players such as OneWeb (Brodkin, 2017). Since these
companies are requesting frequency bands on a global level, it remains to be seen how
national governments deal with allocation challenges since this could hinder local companies
from using the spectrum. Further, the upcoming 5G architecture also proposes to use the K
and Ka-band in its first deployment phase until 2020 (Barrett, 2017). According to a
presentation by Intelsat at the ITU International Satellite Communication Symposium (2016),
over 85% of consumer communication issues are indirectly or directly related to interference,
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and there is an expected increase in congestion within the global environment owing to more
services and hence, more demand. The ITU's Telecommunication Standardization Working
Group is working on proposals to efficiently standardize usage of the available frequency
spectrum between terrestrial and satellite operators particularly when 5G spectrum
allocations become customary (ITU, 2018). Hence, the democratized access to frequency
spectrums for both 5G and terrestrial solutions would be one of the key trends to look out
for in the upcoming years.
Notably, while radio communications are administered by the ITU, laser communications are
not.

3.13 Conclusion
This chapter presented how different trends are shaping the way the satellite
communications are evolving, rendering some business models obsolete and preparing the
floor for new ones to take over. Further, in the report, it will be discussed how niches and
strategies that could be adopted by existing companies to reinforce their participation in the
market. Although, in order to tackle that further analysis is needed that is why in the
following chapter emerging technologies will be addressed.
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4 EMERGING TECHNOLOGIES
Similar to the previous chapter, this chapter analyzes variables that might change the satellite
communications. Emerging Technology is defined as a disruptive technology that improves
current networks or modifies the requirements for them.
This chapter looks into technologies that could provide potential niches for satellite
communications, such as the Internet of Things, High Altitude Platforms Communication
(HAPs) and Future Air Traffic Control Technologies.
Because of the effect of latency on satellite communications and the consequent Increasing
Competition from Terrestrial Networks; the chapter addresses it in addition to technologies
that aim to improve both the performance of telecommunication satellites and the reduction
of their costs. Examples being High Throughput Satellite and Electric Propulsion for
Telecommunication Satellite.
It is important to acknowledge, as said in the introduction of the report, that science is one
of the biggest imperatives for developing new technology that later could be used for day to
day applications. Examples being Quantum Technology and Laser Communication. They aim
to increase the security of satellite communications and are reviewed at the end of this
chapter

4.1

Internet of Things

According to Cisco Internet Business Solutions Group (IBSG), Internet of Things (IoT) as a
concept can be traced back to the 19th century. As discussed earlier in the telecom market
overview, IoT cites to 'smart' objects, which connect to a network to store, pass, receive and
deliver data. They are imperatively, devices that connect both the physical and digital world.
This section scrutinizes both the future transition towards an IoT world and the consequent
acquisition of small IoT companies by the major telecom companies.
The evolution of IoT has been stirred by the challenges faced through product development,
its rapid changing requirements, purchaser expectations, pricing and intense competition. As
the consumer adoption of such trends increases, so does the pressure in this competitive
market rises. This revolution may lead to following advantages:
— It has colossal beneficiary opportunities for both producers and consumers.
— Helps to create and provide new technology, tools and relationships with various
ecosystems within the IoT.
— Smart platform reduces development time and cost.
— Offers more connectivity, interoperability, security and accessibility to customers.
Companies are investing in the IoT sector as it possesses the potential to become a huge
business that will generate billions in revenues; and this belief is reflected by sector’s joint
venture and acquisitions activity. The partnership between Verizon and Qualcomm
represents a good example of a telecom operator’s direct involvement in IoT. Recognized
industry names like Qualcomm, Samsung mobile, GE, LG, Amazon, Cisco, Verizon, Nokia etc.
are all expected to make their strategic moves into the IoT space, providing the ability to
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connect more and more devices. As of 2018, mobile devices control lighting, temperature,
keyless entries among others. Industries have created their own form of IoT, Industrial
Internet of Things (IIoT) preferably used to observe production progress and capture the data
for quality control and management.
One of the relevant existing example is the IoT-based strategy by Lufthansa to create a
completely new business by mining data from their maintenance, repair and overhaul
operations (MRO) and providing it to their customers (Columbus, 2016). A recent research
report by Navigant shows that revenue from IIoT devices, software, and services are
expected to rise more by than USD 1 trillion in the decade starting from 2017 (Mitchell,
2017).
The expected growth of IoT in multiple enterprises and sectors (e.g., manufacturing, energy,
transportation, smart cities, education, etc.) is attracting companies such as Amazon,
Microsoft, Intel or Cisco. Presently, Amazon demonstrated "Just Walk Out Technology" in
their Amazon Go shop in the USA to provide in-store mobile payment services. Inmarsat have
stated that IoT-based cloud data solutions for the telecom industry, improved health and
safety services and the provision of Security and Management represent three top IoT
solutions (Alemanno, 2017).

Figure 4–1: Projected growth of devices connected to Internet (Columbus, 2016)

As per predictions shown in the graph above (Figure 4–1) by the IHS Market, till the year
2025, there will be the tremendous growth in the IoT global market summing up USD 75.44
billion (Columbus, 2016). By the year 2025 the development of smart home systems is
expected to allow most domestic tasks to be performed remotely. The technology gives rise
to the opportunity for manufacturers to analyze consumer behavior in an IoT linked world
(Narayanan, 2014).
In the team report Net Space: Internet of Things and Future Applications for Energy and
Space (SSP 2017, 2017), Space Studies Program 2017 proposed a solution for real-time
pipeline monitoring using IoT Wireless Sensing Network (WSN) architecture via a satcom
Internet connection which could serve as an example of IIoT. The architecture is depicted
below in Figure 4–2.
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Figure 4–2: IoT wireless sensing network architecture

4.2

High Altitude Platforms Communication (HAPs)

According to the ITU, a High-Altitude Platform Station (HAPs) is a station that is positioned
between 20 km and 50 km at a fixed-point relative to the Earth. (Marentes, 2016). Typically,
the station is used temporarily as a communication service infrastructure for providing
improved coverage over smaller regions. They are currently easier and cheaper to deploy in
comparison to an orbiting satellite thus making them perfect for disaster management
activities. HAPs based communication technologies are particularly useful in mountainous
terrain that obscures satellite signals and challenges the effective deployment of fiber optic
networks.
Also known as stratospheric repeaters, the global HAPs market is expected to become a
market worth between USD 1.5 to USD 4.5 billion by 2024, according to various reports
(Globe Newswire, 2017; Credence Research, 2017); although this includes both the
Communication and Remote Sensing markets, the latter of which is the dominant part.
Nonetheless HAPs’s operational advantages of area coverage & rapid deployment compared
to ground stations and satellites, make it an important focus for providing connectivity in
remote locations for the upcoming decade. The rapid growth of the airline industry’s
requirement for in-flight connectivity fits the potential of HAPs, especially for aircraft which
fly on average at 10,000 meters.
Even non-traditional communication companies, such as Google and Facebook, have
developed stratospheric balloons to satisfy the market demand for free or cheap internet
access in developing parts of the world, such as South-East Asia and Africa. Projects in
development and deployment include Google’s Skybender and Loon as well as Facebook’s
Aquila.
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Legal frameworks have been improved and enhanced over the years especially in the case of
countries such as the United States (US). The FAA’s Modernization and Reform Act of 2012
was helpful in acquiring faster licenses for Unmanned Aerial Vehicles (UAV) for military
communications.
In common with many high technology communication products, the development and
deployment of HAPs-based communication infrastructure has been driven by the needs of
the defence industries of the US, China and Israel. Figure 4–3 shows the predicted market
size for the HAPs market, where the communication aspect of the technology is forecast to
increase the most in the next few years. Despite its origins being the demand for surveillance
purposes, telecom network operators should be concerned about the threat to their revenue
streams afforded by this defence funded technology.

Figure 4–3: Market size for HAPs in the USA, 2016 and 2024, in USD millions. (Kutepatil, 2017)

4.3

Future Air Traffic Control Technologies

World Area Forecast System (WAFS) has been implemented by the International Civil
Aviation organization (ICAO) to provide states and aviation users with standardized and highquality forecasts of upper air temperature, humidity and winds caused by changing weather
patterns.
ICAO has also put in its various volumes standard procedures in air traffic management. In
aeronautical communications, the Radio Navigation Aids has essential parameters for Global
Navigation Satellite System (GNSS), Instrument Landing Systems (ILS) and the Microwave
Landing System (MLS). Communication technical protocols for operational and
administration of both fixed and mobile communications have well defined working
parameters. The rules apply for example to Aeronautical Telecommunication Network (ATN);
Aeronautical Mobile Satellite Services (AMSS) and Emergency Locator Transmitter (ELT).
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Another important volume to appreciate is the Surveillance radar and collision avoidance
systems which contains Standards and Recommended Practices (SARP) and guidance
material for Secondary Surveillance Radar (SSR) and Airborne Collision Avoidance Systems
(ACAS) (Dempsey, 2015).
There is also a need to emphasize the importance of international cooperation at both the
political and technical levels if we are to ensure the provision of safe, seamless global satellite
navigation, positioning and timing systems. It is universally accepted that the differences in
development pace around the world, require incompatibility issues between the interfacing
regions of navigation and positioning to be addressed by all countries (Kaul, 2008).
ESA and Inmarsat are working together on the Iris Precursor Program which is also the part
of Advanced Research in Telecommunications Systems (ARTES) program; which aims to
deliver high capacity secure data links via satellite, for air to ground communication leading
to safer aviation management. The recent first flight trials using satellites have been
completed and will help bring Europe closer to its goal of modernizing its air traffic control.
Such a system will significantly optimize the European airspace and provide overall
reductions in flight time, fuel burn and CO2 emissions. Its features will allow for the provision
of 4D flight path information, with exact location of latitude, longitude, altitude and time
aiding precise tracking of flights (ESA, 2017).
At the end of 2018, Inmarsat is planning its second phase of flight trials to validate the Iris
technology. “ESA’s Iris programme is forging ahead as part of Europe's long-term goal to
modernize air traffic control. A stepped approach and good collaboration between public and
private partners is bringing excellent results,” commented Magali Vaissiere, Director of
Telecommunications and Integrated Applications at ESA.
The unit cost of air navigation increased by 9.4% during the 2014 period whilst at the same
time airlines reduced unit costs excluding fuel by 16% (Dempsey, 2015). If this can be
attributed to technological advancement, there is then the need to revisit its cost benefit
equation and recommend well planned gradual growth.
Another which is the most important system used by the air traffic controllers is the the
Automatic Dependent Surveillance-Broadcast (ADS-B) which generally relies on GNSS as
primary data source for horizontal position data. This is the joint venture which is being
developed by Thales Alenia Space and Aireon and is expected to be fully operational in 2018.
ADS-B technology will make huge improvements in terms of surveillance and will enhance
the ground radar-based surveillance systems (Honeywell, 2015).

4.4

Increasing Competition from Terrestrial Networks

Quality of Service (QoS), as it applies to telecommunications, refers to a set of technical
requirements that are specified to network operators by the user of a service or application
(Carvaslho de Gouveia and Magedanz, 2009).
These parameters typically include acceptable requirements for:
— Latency (the time delay between the transmission and receipt of a signal)
— Jitter (the time delay variation between data packets as they are received)
International Space University, MSS 2018

39

newSTARTS

— Packet Loss (when packets fail to reach their destination)
Applications possess their own QoS characteristics, depending on the user’s consideration as
what is acceptable for successful operation.
Latency is the accumulation of delays which occur in different facets of the network
(Berlocher, 2009) and has the largest influence on the decline of QoS. It has two sources:
— The physical distance that the signal has to travel from transmission to receipt and
the type of medium(s) in which it has travelled
— The cumulative delay caused by the hardware and software in every device the
signal passes through
The latency in satellite systems is primarily dependent on the propagation delay; the time
taken for a signal to travel from the Earth’s surface to the satellite and back. In addition there
are processing delays associated with the equipment at each end and in the satellite itself
(Carvaslho de Gouveia and Magedanz, 2009). Satellites are particularly vulnerable to the
delay associated with error correction techniques by TCP, the most common protocol used
by internet applications (Oodan et al., 2003).
The signal path length for a GEO satellite does not vary. In comparison, MEO and LEO systems
are continually moving relative to a point on the Earth. This path length variation, in
combination with handovers between satellites, necessitates the resequencing of packets on
arrival due to the effects of jitter. This increases the complexity of the system and provides
for bandwidth limitations (Oodan et al., 2003).
Applications and their sensitivity to QoS can be divided between those that are:
— Real time (e.g. Audio, video, media streaming, real-time fax and broadcasting)
— Non-Real time (e.g. Email, IP-based fax, file transfer protocol, web browsing/ecommerce related applications)
Some latency sensitive applications such as Voice calls, LAN to LAN interconnection,
Interactive video and gaming are all best kept terrestrial, especially for short distances if at
all possible. However for transcontinental and intercontinental journeys, LEO based satellites
may provide a competing alternative (Oodan et al., 2003).
If satellites are the only option, then those services that are intolerant of the effects of jitter
such as Voice, Video and IP multicast service applications are best routed via satellites based
in GEO, although LEO will provide the best end to end latency. If low latency and minimal
jitter are both QoS requirements, then the user should consider remaining purely with
terrestrial transmission.
In a study conducted by Ernst & Young (2015), some senior executives from over 40
terrestrial telecommunication companies, including Telenor, Telefonica, Airtel, Telekom, and
Verizon, said that disruptive revenue decreasing competition is the most significant challenge
facing the industry. Though initially good news for the consumer, such competition ultimately
hurts the industry.
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Although it was not directly mentioned, some competition can be assumed to arrive from a
satellite industry perspective, since it is expected that satellite technology will help connect
the 50% of the world that remains unconnected; since a number of its proponents believe
that satellites are better, cheaper and faster in connecting rural and remote locations to the
internet (First Post, 2016).
However, terrestrial communication providers are investing heavily in 5G, which provides
low-latency internet speeds up to 1 gigabyte per second (GB/s). This technology caters not
only to the connected, developed world, but also promises cheap, easily deployable solutions
to the developing countries; most of which are either unconnected or connected only on 2G
speeds (Dignan, 2018). Figure 4–4 shows the 5G timeline.

Figure 4–4: 5G Timeline (Dignan, 2018)

Further, terrestrial infrastructure providers such as Huawei, Cisco and Ericsson are selling 5G
not only as a high-bandwidth and low-latency solution for internet provision, but also
integrating it vertically to power the communication needs of Internet of Things (IoT),
connected cars, industry automation such as Cisco's IIoT and virtual reality (Sin, 2017).
Satellite companies, on the other hand, are playing catch up since the focus is entirely on
broadband solutions for connectivity. Although satellite companies such as Fleet Space and
Helios Wire are pursuing ambitious goals in developing an IoT solution from space, they still
lag behind incumbent terrestrial operators with their ground infrastructure, expertise,
proven business models and revenue generation methods.
A critical emerging trend is the fierce competition from such terrestrial communication
providers with their 5G investment and satellite companies testing their technology and
searching for an appropriate business model. If proven, the satellite industry is capable of
leapfrogging the terrestrial incumbent players, especially in developing countries, where a
satellite-based solution is both easy and cheap to deploy. As such, potential convergence
solutions are also being considered as partnerships between 5G and satellite-based providers
could be a key aspect to solving the global connectivity problem (Moon, 2017; Harebottle,
2017)
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4.5

High Throughput Satellite

The High Throughput Satellite (HTS) has many times the throughput of the traditional Fixed
Satellite Services (FSS) satellite for the same amount of frequency allocated on orbit. HTS
utilize frequency reuse and multiple spot beams to increase throughput. Reduction in cost
per bit delivered is assured regardless of spectrum choice which is another benefit of
harnessing these satellites. The speed of information delivery, or throughput, is driven by
bandwidth and efficiency. Bandwidth is enhanced by frequency reuse while efficiency is a
measure of the amount of error free content in the pipe (Bhatia, 2013).
HTS can be set in any frequency band. It accommodates C band Ka band and Ku band. The
frequency selection is triggered by coverage and beam size, atmospheric conditions in the
region to be covered and availability of a robust ecosystem of the ground segment
infrastructure. Spectrum selection decisions are made as a result of considering the following
points:
1. End user applications
2. Location of services to be provided
3. Network cost and performance
4. Backup ability
5. Current investments in terminals, gateways, terminals, systems and training
6. Frequency rights available
The architecture of HTS to be developed also matters. A closed star network topology has
defined gateway locations while an open star or meshed topology have flexible gateway
locations on configuration. Coverage decisions are initiated by:
1.
2.
3.
4.
5.
4.5.1

Geography and target applications
Density and user patterns
Expected global and regional expansion
Consistence levels of service to be supplied
Flexibility of varying beam and coverage requirements (Bhatia, 2013).
Global Market

Figure 4–5: HTS Global Market Capacity (Northern Sky Research, 2012)
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SES will be rolling out new HTS capacity to the market to meet the demand in both civil and
commercial markets. The launch of HTS by SES will deliver unique advantages of both widebeam coverage and high-powered spot beams. These can be customized to serve specific
application needs across the region (SES, 2017).
The satellite broadband service providers such as HughesNet, Exede, or Tooway, etc as
mentioned above in Figure 4–5, are also intending to use their HTS system for delivery of
broadband services. Looking at the global market, the concept of HTS will change our modern
internet-driven world. There is a total USD 19 billion investment by 30 satellite operators in
HTS systems. “Total HTS capacity lease revenues are forecasted to reach more than USD 6
billion by 2025, generating over USD 36 billion in aggregate revenues over the
period”(Euroconsult, 2017a).
4.5.2

Supply and Demand

There has been a more pronounced demand for broadband anywhere and with any device
with the growth of broadband centric government and business applications across the
globe. Service providers are left with no any other option except to deliver solutions to
address the growing demand.

Figure 4–6: HTS Bandwidth Supply and Demand (Northern Sky Research, 2012).

Figure 4-6 illustrates the growth trend of HTS capacity and that satellite provision is ever
more competitive with, and on occasion superior to, terrestrial data services. It has the
potential to not only grow many existing satellite markets, but also to create new services
(Northern Sky Research, 2012). HTS oriented platforms will change the telecommunication
infrastructure by expanding the addressable geographic markets and delivering broadband
to marginalized areas. The application based segments will be served with a terrestrial like
economics while leveraging the satellite inherent strengths.
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4.6

Electric Propulsion for Telecommunication Satellite

Between 2004 and 2015, about 30% of telecommunications satellites intended for GEO
operations were equipped with electric propulsion systems in one form or another. AS shown
in Figure 4–7, current Airbus Defence & Space projections place the midterm usages as 1/3rd
full chemical, 1/3rd chemical transfer with electric station keeping and 1/3rd all electric
satellites (Jacob, 2017).

Figure 4–7: Electric Propulsion Penetration (Jacob, 2017)
Space Systems Loral, Boeing and Airbus Defence and Space are the world leaders in electric
propulsion spacecraft as described in the figure. Currently electric propulsion has been
limited to the Geostationary Transfer Orbit (GTO) to GEO transfer. Orbit raising under an
electric regime takes considerably more time in comparison to existing chemical
technologies, a time that could be spent on station generating a financial return. There could
also be potential issues with making an ITU slot on time as well (Byers and Dankanich, 2008)

Figure 4–8: Ariane5 packing showing increased kW of transmitter power per launch (Jacob, 2017)

Nonetheless, research by Colorado University has concluded that savings between USD 19.5
and USD 27 million could be realized due to a decreased launch system mass. As Airbus have
shown above, electric propulsion systems have a lower launch mass. Thus, electric propulsion
allows for more kWatt of transmitter power per launch and hence per dollar spent, resulting
in considerable cost savings or increased performance. This remains an area of open research
and speculation (Stansbury, 2009).
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4.7

Delay Tolerant Networks

Delay Tolerant Network, also known as Disruption Tolerant Network (DTN) is a technique
that aims at extending terrestrial internet-like communications link capabilities to space,
reducing delay and increasing throughput (Mahoney, 2016). Terrestrially it is also referred to
as Bundle Protocol (BP). DTN is pivotal in situations when instantaneous end-to-end paths
among network nodes are not possible to establish, or a lack of them for long periods of time.
To tackle this, DTN protocol uses a store-and-forward approach, where data is incrementally
and immediately moved and stored throughout the network wherever possible, eventually
reaching its destination as distinct data packages (Araniti et al., 2015).
4.7.1

DTN Development and Testing

Although DTNs were initially conceived for interplanetary use, they may have a wider range
of applications on Earth. Potential applications include the military sector with Mobile adhoc Networks, cargo tracking, public service and safety (Warthman and Warthman
Associates, 2012).
4.7.2

In-orbit DTN Testing

Figure 4–9: UK-DMC DTN Implementation (Ivancic, Eddy and Wood, 2008)

NASA in cooperation with Cisco Systems and Surrey Satellite Technology Ltd. (SSTL) tested
DTN technology on-board the UK-DMC (UK Disaster Monitoring Constellation) satellite in
LEO. The study conducted, as shown in Figure 4–9, used a convergence layer on the spaceground link. The satellite pursued its normal operations, while the DTN protocol lives in
parallel with the existing code in a non-disruptive manner.
The initial tests revealed a number of problems in the experiments. There were discrepancies
in the data files generated by the transmission methods on-board. Another problem was in
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the implementation of the Saratoga client, which was concerned with filling the holes in the
data. There was also an issue with retransmission requests, but these were fixed with
programming tweaks. However, overall the testbed was regarded as a success with the DTN
bundling and forwarding framework working well and DTN transfers being demonstrated
from orbit (Ivancic, Eddy and Wood, 2008).
Since 2009 DTN has been extensively tested on-board the International Space Station (ISS),
showing that BP handled transmission even during network disruptions, and also producing
only 0.06 redundant receptions per file, compared to the 3500 produced by a non-DTN
network simultaneously (Jenkins et al., 2010). Continued DTN operations and testing on the
ISS would help mature the technology even further (Willman and Davidson, 2014).
4.7.3

Use Case for Rural Connectivity

Figure 4–10: Cinema-in-Backpack kit including WLAN router, Pico-projector and other peripherals
(Galati et al., 2014)

DTN can also serve micro-business opportunities in challenged locations. Field trials in rural
South Africa tested ‘Cinema-in-a-Backpack’, which is a simple access kit that opportunistically
connects over a local DTN network (as shown in Figure 4–10). The infrastructure relies on a
cellular hub, the city of Pretoria in this case, which connects to a WLAN ‘Infostation’ in the
target rural area. The gateway in the city sends data via an epidemic (or gossip) protocol
throughout the DTN network in bundles (Galati et al., 2014). The field trial does not only
mature the development of said technology, but also assesses the social and economic
context of this nature.
4.7.4

DTN Operations for Deep Space

The Transmission Control Protocol (TCP)/Internet Protocol is not a feasible method of
telecommunications for interplanetary missions. It can be ruled out due to unreliability of
the transmission protocol, and no standards for flow control and congestion control. It is not
possible to use Commercial Off-The-Shelf (COTS) routers, as an interruption causes traffic to
be discarded, rather than being queued. Delay Tolerant Networking (DTN) allows for an
overlay network to exist e.g. a TCP connection within an IP-based network might serve as
one link of an end-to-end DTN path, while a deep-space RF might be another. Since DTN uses
a relay cluster, reliability can be inherently achieved.
TCP requires latency that can be measured in milliseconds. In contrast, an effective off Earth
communication protocol must can deal with one-way speed of light trip times of 1.7 seconds
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to the Moon and a minimum of 8 minutes to Mars. NASA, in its research into DTN has the
objective of developing an internet like communication system to support space probes,
rovers and eventually planetary habitats. Such a protocol must be capable of supporting the
following (National Research Council of the National Academies, 2007).
— Store and forward capabilities on board spacecraft
— Long and constantly varying transmission times due to planetary alignments.
— Intermittent communications due to the blocking of the line of sight by celestial
bodies
— Asymmetric communication of the amount of data
— Advanced error correction techniques due to the degradation of the transmission by
solar and another cosmic source radiation

4.8

Quantum Technology

Quantum Technology Implications
The advent of quantum technology has significant implications for the security of all current
communication. Not only can it potentially break most or all current methods of protected
data channels, it will lead the way in creating newer, unbreakable ones.
Quantum technology consequently has the potential to break the traditional secure
handshakes between two parties as it can factor very large numbers incredibly quickly essential for decryption (Shor, 1995). As a consequence, the NSA in the US decided that
quantum computing was a serious threat (Michael Brooks, 2017). This however needs
hundreds or thousands of qubits. The update to the D-wave quantum computer, which is
currently the world’s most powerful quantum computer, has 2000 qubits, and would seem
to have this potential, although there is great uncertainty as to the extent of what it can
currently achieve due to the limitations in the type of entanglement it actually uses (Gibney,
2017).
The advent of Quantum-computers could risk most current forms of encryption, whether it
is Secure Sockets Layer (SSL) used for secure online financial transactions, or Secure Shell
(SSH), used for secure access to remote computers. Quantum-computers can use two
particular algorithms, Shor’s and Glover’s which can in effect crack a conventional encryption
key in roughly the same time needed for a conventional computer to simply just use the key.
Although quantum computers can break RSA and Diffie-Hellman methods easily, there is
currently a large debate about its effectiveness in breaking AES systems. This is due to the
fact that increasing the AES encryption key should protect it from most quantum attacks,
although it then becomes unusable for most communication applications due to the
increased time it takes to unencrypt each message. (Kangas, 2017).
Nevertheless, the opportunities posed by the advent of quantum technology for the spacebased part of the telecommunications industry will be very disruptive as discussed in depth
in Secure Communications.

4.9

Laser Communication

Laser communication systems are wireless connections through the atmosphere. They are
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similar to fiber optics links, however the beam transmits through free space rather than
through buried cables. This method of communication is inexpensive, requires low power
and mitigates radio interference. A laser diode is used to generate the transmission signal,
with two parallel beams being required, one for transmission and one for reception. Due to
the increasing demand for laser communication, a potential solution is to distribute
bandwidths by placing laser communications systems on top of homes and facing them
towards a common transceiver. The possible transmission speeds are up to a gigabit per
second (Carter and Muccio, 2003).
Laser communications provide a direct approach allowing high throughput point-to-point
communication over long distances through both air and space with limited loss of data. At
the moment this is one of the most viable methods of secure communication. This type of
communication is being investigated due to the many benefits it provides.
NASA’s Laser Communications Relay Demonstration (LCRD) mission is set to launch to a
geosynchronous orbit alongside a commercial communication payload. The payload will
include an experiment with two optical modules that use lasers to send information to two
ground stations, located in California and New Mexico, at rates of up to 1.25 gigabytes per
second (Hume and Garner, 2017).
Progress on Laser communications in China is quite developed as well. Shijian-13, China’s
first high-throughput communications satellite, was launched from Xichang Satellite Launch
Center in southwest China’s Sichuan Province at April 12th, 2017. The satellite also carried
out a two-way laser communication experiment between high orbit satellite and ground,
with a rate of up to 5 Gbps (SASTIND, 2018). In the future, China will continue to develop its
laser communication technology in broadband communication service and deep space
communications networks to satisfy the need of broadband communication in different
application scenarios.
Previous experience in space based laser communication made use of terminals that were
roughly 30 kg in mass and cost in excess of USD 20 million (Welle and Rose, 2017). The
Aerospace Corporation has worked to reduce this system’s size and cost to produce a high
density LEO optical relay network. This work is targeting emerging technologies such as
CubeSats. The 2-axis pointing system requires high tolerance and represents a good portion
of the final cost of the spacecraft. The Figure 4–11 shows how pointing accuracy for small
spacecraft has been advancing at a startling rate.
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Figure 4–11: Pointing Accuracy in Small Satellites (Frost and et al., 2015)

This can be compared with the pointing accuracy data rate relationship for an optical link
from a 4 W laser to a 10 cm diameter receiver as a function of range and transmitter pointing
accuracy.

Figure 4–12: Pointing Accuracy vs Data Rate (Frost and et al., 2015).

The Aerospace Corporation, with support from NASA’s Small Satellite Technology Program,
flew CSD (AeroCube- 7) to demonstrate optical communications from a CubeSat in LEO to a
30cm diameter ground station, at rates between 5Mbps and 50Mbps.
Laser communication has the potential to disrupt space based telecommunication in much
the same way that fiber optics has disrupted the terrestrial telecommunications.
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4.10 Conclusions
This chapter presented how companies and entrepreneurs change the paradigm of the
telecommunications industry by innovating technologies and making those applications
available to everybody. Although, some of the presented technologies do not have the
technological readiness level to be commercialized, they have the potential to become a
profitable product if big actors of the markets invest in them.
In the next chapter team newSTARTS will introduce and discuss the niches that were
identified by analyzing the industry overview, emerging trends and emerging technologies.
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5 INTRODUCTION TO NICHES
In the previous chapters, team newSTARTS identified Emerging Trends and Emerging
Technologies changing the dynamics of space-based telecommunications. None of these
trends operate in an isolated world of their own. On the contrary, these emerging trends
interact with the actual state of the market and produce niches in the space industry. This
chapter identifies four niches for interested companies and parties to consider.
In the context of this report, a niche refers to a very specific segment of a market, most often
covered by a few companies and organizations. Companies in a market niche focus on very
specialized types of products or services. It should be noted that, although new technologies
can create niches, a niche does not necessarily rely on new technologies. Niches can be
market driven hence, new types of services relying on existing technologies can lead into new
niches.
From an organization’s perspective, the drive to reach for a market niche comes from various
rationales. Ideally, a company or organization will strategically position itself in a niche before
it ‘explodes’ in order to take advantage of its growth. Like any other product or service, a
juncture point is reached when companies either accept decreasing profits for the provision
of their current services or alternatively take a proactive approach to reinvest and create new
future products. Figure 5–1 shows the approach a company could take investing in multiple
products.

Figure 5–1: Multiple products life cycle

Indeed, a niche can remain a niche, indifferent to the evolution of the market. In this scenario
it has a small market share with low expectations for future growth. With regards to the
Boston Consulting Group Matrix (BCG), shown in Figure 5–2, such a niche is considered a
“dog” (Henderson, 1973). Alternatively, a niche can evolve to take a larger share of the
market, in other words, it can be a “question mark”, with high expectations for market
growth. Team newSTARTS identified four niches, in the low market share and high potential
segment of the BCG matrix, that the satellite communications industry can play a major role
in, namely:
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— Autonomous Vehicles: The automotive and transportation industries are going
through a disruptive phase with the ongoing testing and potential market for
autonomous vehicles. Ubiquitous internet access is a critical requirement for
autonomous vehicles including cars, ships, trucks and tractors. Hence, the satellite
industry has a huge role to play in the operations of autonomous systems which will
be the focus of this niche.
— Hybrid Networks: With the recent advancements in the 5G standards, there is a huge
competition for the satellite communication industry, in terms of broadband access
services. As such, 5G’s promises to include high bandwidth, low latency and
ubiquitous coverage. But in areas with dense population, a hybrid network made up
of satellite-enabled 5G is a huge market opportunity that creates new markets for
satellite communication industry. This niche discusses the potential of creating such
a hybrid network along with the issues to be considered.
— Secure Communications: The social and cultural behavior of users are shifting the
paradigm towards one that involves high privacy and security for their sensitive data.
Parallel to that, organizations are facing economic losses due to hack attacks. This
niche approaches the need for secure telecommunications by discussing the
potential of increasing the security of satellite networks utilizing the laser and
quantum technology.
— Replacement for National Deep Space Networks: With the increasing activity in
deep space due to asteroid mining, interplanetary missions and the use of CubeSat
technology for those missions, it is necessary to address the fact that the current
capacity of the network will not be enough. Moreover, the technology of those
networks needs to be updated. Hence this niche discusses the potential of
international cooperation to either update and integrate the current deep space
networks or create new ones.

Figure 5–2 Position of niches on the Boston Consulting Group Matrix (Henderson, 1973)
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Within these niches there are opportunities for cash generation despite currently limited
market shares. In the chapters to come, niches will be discussed with a common structure:
an overview, the benefits to society and the opportunities that they might represent for
space telecommunications companies and organizations. This is followed by a presentation
of the various issues to be considered which is done using PESTEL analysis, such that the
political, economic, social, technological, environmental and legal aspects are considered.
Finally, possible technological and strategic approaches are provided so that the industry can
investigate on these niches more and take advantage of them in the future.
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6 AUTONOMOUS VEHICLES
The transportation experience of tomorrow is changing. The degree of automation for
transporting goods and people is increasing. Since 1926 articles have been posted fantasizing
of “phantom motor cars”, which today are a nearer reality (Milwauke Sentinel, 1926).
This chapter defines autonomous vehicles, and forecasts its potential benefits, notably
associated with enhanced end-user mobility. The opportunities that autonomous vehicles
might represent for the telecommunications industry are also discussed in detail below.
Among others, latency considerations will be emphasized to explain the specific role of
satellite operators within this emerging market. Next, following an overview of the various
issues to be considered, different strategic approaches will be discussed for space-based
telecommunications to get involved in this market niche.

6.1

Definition

In principle, a fully autonomous vehicle does not need human input in order to navigate. It
can carry goods or people onboard safely by means of sensing the environment, analyzing it,
and reacting accordingly. Autonomous vehicles are not strictly limited to cars, but ships and
airships as well. Autonomous vehicles hold the capability of increasing global mobility,
organizing traffic flow, opening fleet management possibilities, as well as eventually reducing
accidents.
Autonomous vehicles arguably represent the peak of technological integration because they
use high-level technologies, and then integrate them. Advancements with on-board sensors,
Bluetooth, and deep learning technologies are paving the way for vehicle automation. With
the individual technologies composing an autonomous vehicle still under development
themselves, their technological prowess increases year by year.
Although space reliance may be more important for autonomous ships and farming
equipment than cars, space technologies are an essential segment to autonomous vehicles.
In addition to communications, an extremely precise GNSS system is undeniably necessary.
Signal precision must be in the magnitude of 30 cm for ground transportation; recent
developments using multiple GNSS systems (e.g. Beidou and Galileo) enables this (Novatel,
2017).
There are incremental levels of automation. Taking the car as an example, this ranges from
assisted driving in a vehicle capable of few automation functions (level 1) to a fully
autonomous one which, while carrying a person, does not require any kind of input. (level 5).
Many argue that world is reaching the fourth level: High Automation, as it is shown in Figure
6–1.
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Figure 6–1: Levels of automation in driving (Landau Miller, 2016)

Many emerging trends and technologies discussed in the previous chapter come together in
the autonomous vehicle niche. The increasing capacity in terms of “data transmission” and
computational power is a central aspect, allowing this kind of technology to emerge (Nelson,
2016). Additionally, autonomous vehicles relate directly to the concept of “connectivity
everywhere”, as well as “Internet of Things”. Furthermore, such a technology necessitates a
very “low latency” signal and raises very strong “data security” concerns.

6.2

Benefits and opportunities

Autonomous vehicle benefits are expected to reach a very large part of society. As already
mentioned, autonomous vehicle development is foreseen to increase transportation safety,
and improve mobility of humans and goods. For instance, global goods trade’s efficiency will
be maximized through ships fleet management (Rolls-Royce, 2016), which should have
consequences on the way governments and industries conduct imports and exports. It is also
expected that transportation costs will decline as this niche matures. Asserted in
“Connectivity Everywhere” the world will benefit from developing autonomous shipping
methods with a reduction of roads maintenance costs and pollution externalities, more
economical maritime cargo vessels, and lower crew operating costs.
Autonomous driving, for example, will lead to mobility-on-demand, with no driver required.
The rise of fleets of shared robot-taxis will lead to a sharp drop in passenger price per
kilometer. Electrically powered robot cabs will not only decrease emissions but be able to
optimize driving time by driving themselves to inductive charging stations. Lastly,
connectivity between vehicles through the Internet of Things will guarantee that enough
robot-taxis or vehicles are available to meet the mobility needs of customers (Baker et al.,
2016). Another technology is discussed, often fantasized, and currently under development:
Flying electric cars. On the same basis, those autonomous flying vehicles could be used as
notably as taxis, ordered online to go from one landing pad to another. The first prototypes
have been unveiled by a few companies, an example being AeroMobil in 2015 (Pachal, 2015).
Its absence of emissions and noise, as well as its overall speed explain that when secured,
those technologies are expected to create important demand.
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In the long-run, it seems that progress of vehicle automation will create new services and
new methods for mobility globally. Thus, opportunities exist for a whole panel of actors, as
autonomous vehicle will impact multiple industries. The socioeconomic impact should be
noted however. As discussed in the Demand for Global Connectivity section, the
permanence of autonomous vehicles will be more present in certain countries with a high
technology penetration, with interesting trends to be observed in countries in Asia which
have a recent, increased connectivity.
There is no doubt that autonomous vehicles will display market growth in the next decades.
The firsts actors to reach for the market would logically be the vehicle manufacturers.
Companies such as Volvo, Audi or Tesla are already launching their self-driving car models
(McKinsey & Company, 2014). Telecommunication companies are likely just as integral to the
evolving transportation ecosystem just as any automaker, tech giant, or urban planner (Smud
et al., 2017).

Figure 6–2: Forecasted growth in use of automated vehicles in the (NASDAQ, 2018)

Figure 6–2 shows the forecasted growth in use of automated vehicles in different regions in
the world (Americas, Europe, the Middle East and Africa (EMEA), and Asia Pacific (APAC)).
Such types of cars would require up to 40TB of data for consumption and generation per day.
There is therefore a golden opportunity for ICT companies to pitch in. It is anticipated that
the United States will initially lead the world in early adoption of production autonomous
vehicles as early as 2019, whereas Europe and China are expected to begin adding
considerable volume from 2021 onward. It is also predicted that mobility as a service will first
bring this technology before individual ownership of autonomous vehicles enters the scene
(NASDAQ, 2018).
The need for real time response clearly implies that high latency is unacceptable for some
autonomous vehicles like urban driving. Even the relatively short latency generated by a
constellation of LEO satellites might prove to be too much for autonomous car transportation
purposes. This is why terrestrial based 5G is proposed as the main way to connect these selfdriven cars (Hill, 2017). Therefore, at first glance, the relevant telecom actors might seem to
be the ones betting on terrestrial ground infrastructures.
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However, some applications of autonomous vehicles are less dependent on latency, such as
traffic flow management, weather upgrades, or vehicle software upgrades. For those
purposes, satellite-based telecommunications might be extremely useful (Figure 6–3) (Yass,
2017).

Figure 6–3: Advanced Autonomous Waterborne Applications (AAWA) Initiative by Rolls-Royce. with
satellite communications from Inmarsat (Inmarsat, 2015)

Also, autonomous vehicles can be used in remote areas, especially for agriculture
applications. Examples include tractors and farming materials, which may not require the
depth of automation and sensor integration that urban driving may require. Unlike a car on
a highway, field applications can tolerate less reactive steering. This greater tolerance to
latency as well as the lack of existing terrestrial infrastructures explain why for this type of
applications, space-based telecommunication solutions are still central. The exact same
rationale is true for maritime applications. Large seas and oceans are too big for terrestrial
based communications. Automated ships can withstand greater latency and satellite
connectivity will play a major role in the network.
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6.3

Issues to be Considered

Table 6–1 puts forth issues to be considered for the autonomous vehicles niche in the form
of a PESTEL analysis.
Table 6–1: PESTEL analysis for autonomous vehicles niche

•

•
•
•
•

•
•
•
•
•
•
•
•

•
•

•

6.4

POLICY
Creating a policy allowing
autonomous vehicle use accounting
for civilian safety
Cross industrial consortium
Benefits to governments (emergency
responses, trades, exports)
Government subsidies to support
autonomous vehicles
ITU considerations
SOCIO-CULTURAL
New mobility habits
New types of internet consumption
Traffic congestion avoidance
Optimizing transportation times
Time saving opportunities
Less accidents
Optimizing traffic to allow for efficient
emergency vehicle mobilization
Implications on the socioeconomic
gap discrepancy between those that
can or can’t afford this technology
ENVIRONMENTAL
Most automated vehicles are electric:
less emission
Less emissions through efficient
driving methods (no brutal
accelerating, or braking)
Less animal death on the roads

•

•
•
•

•
•
•
•
•

•
•
•
•
•
•
•

ECONOMICS
Opens new dynamic markets for
different industries:
o vehicle manufacturers,
o insurance,
o city planning,
o telecommunication
Opens opportunities for joint ventures
Mergers and acquisitions
Time saved in transportation available
for work
TECHNOLOGICAL
Latency tolerance considerations
Different levels of automation
Data consumption considerations (40TB
of data per day for autonomous cars).
5G will enable autonomous cars
development to occur
Satellite based communication essential
to remote areas (e.g. ships and
agriculture applications)
Very High GNSS precision necessary
Data security
LEGAL
Governmental approvals
Insurance issues (for car owner,
passengers)
Security concerns
New driving regulations and standards
Liability if accidents occur

Approaches

David Smud writes (2017) “Telecom companies are likely just as integral to the evolving
transportation ecosystem as any automaker, tech giant, or urban planner”. The question is
what would it take for a telecommunication companies or operators to get involved in this
identified niche.

58

International Space University, MSS 2018

newSTARTS

6.4.1

Technological approach

Technology-wise, the only particularity of such systems is the amount of data that needs to
be treated and transmitted in a short-time period. The satellite communications will perform
a critical role in providing the connectivity to the intelligent autonomous vehicles with
Machine-to-Machine (M2M) communications and essential software updates. A decisive
challenge is to create a totally safe and pervasive communication system that is equally
secure and economically feasible. The communications satellite services provider Intelsat, is
closely involved in the above initiative to ensure that intelligent vehicles make the best use
of satellite technology (Yass, 2017). Another satellite communication company, Kymeta is
working on Kymeta mTenna technology which will ensure automated cars to have the latest
Software Over-The-Air (SOTA), Firmware Over-The-Air (FOTA) and with the competence of
satellite connectivity, vehicles can receive updates in real-time, eliminating extra time and
cost (Kymeta, 2018). Qualcomm company is commercializing Vehicle-to-Everything (V2X)
concept by introducing 9150 C-V2X chipset which will be integrated with GNSS and that
provides unique capabilities in secure communications, precise positioning, and efficient
processing internet (Qualcomm, 2016).
A plausible technical solution might indeed come from the integration of space-based and
terrestrial networks. Called a Hybrid Network further in the report, this solution is particularly
relevant to autonomous vehicles technologies, switching from areas covered by 4G or
potentially soon 5G, and areas relying only on satellite connectivity. Hybrid Networks will be
further discussed as a potential market niche in the next chapter.
6.4.2

Strategic Approach

In this specific market, it is impossible for the telecom companies to directly reach the end
customer, as the telecom service is sold as a component of the vehicle itself. For
telecommunication companies and operators, building autonomous vehicles themselves is
obviously not a valid nor a feasible option. Neither would it be to specialize in specific
autonomous vehicle technologies such as deep-learning. Vertically integrate all the way
down, by competing with car manufacturers in order to take part in the whole value chain
might not be realistic. As far as telecom companies are concerned, the end of the value chain
is the vehicle manufacturer (KPMG International, 2017), which needs its input to sell the
product to the end customer.
A strategic move for telecom companies could however be to the vertical integration going
up. As mentioned previously, satellite-based data management might still represent a big
share of the market (Yass, 2017). It therefore remains a possibility for companies to go up
the value chain, by manufacturing satellites. This obviously requires however a specific stage
of maturity, possibly a cash cow stage according to the Bolton Consulting Group’s matrix
(Henderson, 1973). At this stage indeed, the lack of potential market growth calls for
diversification, and the actual investment capacity allows such an integration higher in the
value chain.
From ICT companies’ perspective, this is an emerging market. Reaching for it means
necessarily some kind of diversification. There is a strong incentive for automotive and
telecom industries to start joint ventures. The most plausible direction for telecom
companies to strategically position themselves towards the autonomous vehicle niche would
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be through horizontal integration. This indeed translates into different types of partnerships
with vehicles manufacturers.
As a matter of fact, this cross industrial integration is already happening to a certain extent.
The 5G automotive Association (5GAA) is a global cross-industrial consortium aiming to
connect the telecommunications industry (e.g. Intel, Nokia, Huawei) and vehicle
manufacturers (e.g. Audi, BMW). Automobile companies provide vehicle platform, hardware
and software solutions while telecom companies provide connectivity and networking
solutions, devices and technologies (5G Automotive Association, 2018).
Although this consortium targets low latency applications, and therefore relies on 5G
networks, it provides a good example of how cross-industrial partnerships can be built to
furnish end-to-end solutions. As does the partnership between Scania and Ericsson for bus
and trucks connectivity. It is possible to forecast similar evolutions for space-based solutions.
And indeed, for applications such as remote-controlled ships, partnerships gradually flourish.
The Advanced Autonomous Waterborne Applications (AAWA) initiative was defined in 2015
in order to pave the way for advanced shipping solutions, relying on satellite
telecommunications companies, seen in Table 6–2.
Table 6–2: Advanced Autonomous Waterborne Applications (AAWA) Initiative - (Rolls-Royce, 2016)

Company

Input

Inmarsat

Satellite Communications Technologies

Rolls Royce

System Integration and Automation Control

Deltamarine

Ship Design

DNV GL

Classification and regulatory guidelines

NAPA

Software house providing solutions for ship design and operation

Another strategic option would be for companies to diversify their services specifically for
autonomous vehicles, by investing in areas such as secure communication using satellites.
This could come in as a critical component in the autonomous vehicle market since there is
a high likelihood of intrusion in public broadband networks. The topology of a satellite market
and the channels of communication makes the network more secure from hackers, as
discussed in Secure Communications chapter that explores the secure satellite
communication market as a niche.
Regulatory frameworks, especially in terms of frequency spectrum allocation and
management need to be defined. The International Telecommunication Union (ITU) needs
to form a working group to discuss a potential harmonization mechanism such that cars can
operate seamlessly throughout the world. And if it comes to the state of a hybrid network,
as mentioned previously, where the autonomous vehicles share the spectrum for both 5G
and satellite communication, a more robust regulatory framework must be built in for global
interoperability.
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The distinction between using either terrestrial or space broadband networks is not
necessarily called for. Telespazio VEGA currently works on integrating both capabilities within
a single modem. Especially targeted for agriculture applications, this would allow the vehicle
to switch from terrestrial networks to satellite ones when its connectivity gets challenged or
is inexistent (Telespazio, 2018). Telespazio would provide uplink and downlink bandwidth,
permitting a tractor to get autonomously steered regardless of terrestrial capacity. Named
Agriloc, the technology is currently tested, and provides an example of potential integration
to the fullest, between vehicle manufacturers, terrestrial connectivity providers and satellite
connectivity ones.

6.5

Conclusion

As this chapter showed, the main telecommunication companies are aware of the
opportunities created by autonomous vehicles technologies, as multiple joint ventures,
bridging telecoms and vehicle manufacturing technologies have been created. If for ground
applications terrestrial networks such as 5G are foreseen to be mostly used, space is still a
central segment for remote areas and ship applications. Strategically, examples such as the
AWAA initiative and Agriloc tend to show that partnering on a horizontal basis is the most
viable option. Agriloc also provides a specific example to Hybrid Networks that are going to
be thereafter more fully discussed.

International Space University, MSS 2018

61

newSTARTS

7 HYBRID NETWORKS
Recent advancements in satellite communication technologies such as high throughput
satellites are changing the competitive benchmarks for satellite solutions both in terms of
coverage and bandwidth. Further, the emerging non-geostationary satellite constellations
are promising improvements in latency performance which is becoming relevant for a
number of upcoming applications including autonomous vehicles, video streaming and
internet of things. Hence, satellites are not only becoming highly performant but also getting
cost-efficient thus becoming more and more relevant in the communications industry. This
chapter will discuss a market niche called hybrid networks, which involves integrating the
architectures of terrestrial standards such as 5G with satellite communication protocols.
There is also a brief analysis of how this could open up the market for satellite
communications by leveraging the advantages of the satellite industry to complement the
terrestrial infrastructure.

7.1

Definition

The European Space Agency's (ESA) Satellite for 5G project refers to the future of
communications systems to be much more than an enhanced terrestrial communications
architecture. It suggests that there is a need for a convergence of fixed and mobile services
both using terrestrial and satellite communications networks (ESA, 2016). As shown in the
emerging trends chapter, the 5G infrastructure needs to be able to handle the exponential
increase in connected devices, high bandwidth demands, deliver the needs of a broad range
of verticals (e.g. connected transport, smart cities, virtual reality) and ubiquitous internet
access for consumers.

Figure 7–1: Applications of an Integrated Satellite-5G Architecture (ESA, 2016)
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ESA's study on the role of satellites in an integrated communications network recommends
a significant role for the advancements in satellite communications such as High Throughput
Satellites (HTS), laser-based communications systems and the upcoming non-geostationary
orbit constellation systems, owing to their increased bandwidth availability and reducing
latency levels. The study also highlights areas where satellite communications can be used as
both standalone and complementary solutions. Figure 7–1 shows some of the verticals and
applications of such an integrated architecture. Hence for this section of the report hybrid
network will be defined as a network that is able to integrate space-based and terrestrialbased telecommunications by complementing their coverage and bandwidth to ensure total
connectivity all the time.
Tom Choi (2018) in his article coined the term broadband density as the total capacity that
can be delivered within a square kilometer to serve people with broadband services. Table
7–1 summarizes the values for a few satellite operators and terrestrial technologies.
Table 7–1: Broadband densities for various services (Choi, 2018)
Operator/Technology

BroadBand
Density

OneWeb

25 Kbps/km2

ViaSat 3

5.9 Kbps/km2

4G

1.3 Mbps/km2

5G (Ka-band)

3.1 Gbps/km2

Choi argues that 5G, when deployed, could provide data access to people and applications
thus, meeting their demand. However, the majority of the dense cities and countries are
situated in developing countries such as India, Indonesia, Bangladesh and the like, where the
population density reaches as high as 44,000 people per square kilometer and about 10,000
people per square kilometer on average. This means that even a robust 5G architecture,
when deployed, is perhaps unable to serve their needs.
A list of benefits and opportunities that hybrid networks will present for both consumers and
industry, as well as the identification of issues to be discussed a PESTEL analysis are
introduced. This is then followed by the identification of the technical approaches, challenges
and methodologies that are currently being tested and deployed. The chapter ends with
recommendations of some strategic approaches that satellite operators could take to exploit
the aforementioned opportunities.

7.2

Benefits and Opportunities

The benefits of potential hybrid networks touch upon very large segments of the population,
as the aim is to challenge the existing “Lack of broadband density” (Choi, 2018). In very
densely populated areas, such as main cities, there is a growing need to provide better
broadband services. This relates to the evolution of data consumption, presented in section
Increasing Data Consumption. In addition, The United Nations’ Population Division
anticipates the strong ongoing urbanization process to proceed in the next few decades.
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Figure 7–2: Global urban population growth projection (United Nations, 2014)

Figure 7–2 presents an important evolution of urbanization, with the number of highly
populated cities being multiplied by a factor of 1.5 between 2014 and 2030. In such areas,
hybrid networks will help matching bandwidth demand to offer. This would allow endcustomers to take advantages of video and music on demand, video calls and online gaming
among others. Notably, providing more efficient distribution of video (Russell, 2018) can be
a response to the decreasing broadcast audience. The 5G Barcelona initiative, which includes
space assets, will be targeting the impact of hybrid networks on different sectors and
technologies, such as Autonomous Vehicles, connected hospitals or public safety (Russell,
2018). Therefore, strong governmental benefits potentially exist. These justify the
involvement of public entities in technology development through Public-Private
Partnerships, such as 5G-PPP.
Furthermore, hybrid networks are also expected to impact mobile broadband, extending
geographical connectivity ranges. The ability to switch from terrestrial networks to satellite
ones shall offer global broadband coverage while travelling. This flexibility might be used to
provide internet access on-board buses, cars or trains for instance.
This improved connectivity coverage should also have IoT implications, as well as meet
autonomous vehicle requirements. For applications which do not necessarily rely on
extremely low latency, such as autonomously steered ships or tractors for agriculture, hybrid
networks are thought as viable solutions, addressed in Autonomous Vehicles. Thus, benefits
of such Hybrid Networks should be grasped by end customers, governments as well as
connected objects manufacturers and industries.
Hybrid networks, therefore, provide business opportunities for governmental entities,
industries, and telecommunications operators. Its development necessitates inputs both
from terrestrial and space operators. This solution embraces the advantages of both systems,
preventing the growth of the terrestrial sector to be implemented at the expense of the
space sector (Singarajah, 2017). According to the GSM Association, the 5G era will lead to a
compound annual growth rate of 2.5% for telecom operators, generating overall revenues of
USD 1.3 trillion in the sector in 2025 (Obiodu and Giles, 2017). The involvement of satellite
operators would complement the services offered by 5G technologies. Therefore, although
not exactly sharing the market with them, there are strong business incentives for satellite
operators to partner with terrestrial ones.
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7.3

Issues To Be Considered

Table 7–2 puts forth issues to be considered for the hybrid networks niche in the form of a
PESTEL analysis.
Table 7–2: PESTEL Analysis for Hybrid Networks niche

POLICY
•
•
•

ECONOMICS

Governments should create policies for •
easier public-private partnerships
Need for improved security policies
•
because of connectivity everywhere
Formation of 5G auction structure to
allow for hybrid network capabilities
•
•

•
•
•
•

SOCIO-CULTURAL
Consumers are better connected
Habitual changes due to ubiquitous
internet access
Increased productivity
ENVIRONMENTAL
Increase in energy usage on a global
level

•
•

•

High first-time investments to create
an integrated architecture
Satellite operators sharing the costs
with terrestrial operators in
deployment
Allows the creation of new
applications and new industries
Creation of joint ventures
TECHNOLOGICAL
Creating standards between different
components of hybrid network
Quality of Service
LEGAL
ITU needs to create working groups on
standardization of the 5G architecture
to be compatible with satellite
communication

Quality of Service
The Quality-of-Service (QoS) standards, as defined today, for Internet Protocol (IP) networks,
Voice Over Internet Protocol (VoIP) networks and wireless networks have different queue
type and priority levels assigned depending on the type of application that is being used. The
ITU had standards set for hybrid networks, which enable integrated operations in different
bands such as Ka, Ku and V using satellites in GEO and interfacing with WiFi and WiMax
terminals (ITU-R, 2011). However, since the technology is reaching testing and deployment
phases in Europe, this could have technological implications and require updates to the QoS
standards.

7.4

Technical Approach

As Figure 7–1 shows, satellites as complementary technology for terrestrial solutions, such
as 5G networks, can be helpful for ubiquitous coverage, high-speed networking and as
standby or overspill mechanisms (Corici et al., 2016). Technical model for hybrid networks
can be defined based on these use cases. Four such scenarios identified in the industry are
shown in Table 7–3.
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Table 7–3: Hybrid networks satellites use case scenarios

Element

Remote
Areas

Densely
Populated Areas

Communications
on the Move

Hybrid
Multiplay

Latency

High

High

Low

High

Satellite
networks

LEO/ MEO/
GEO

LEO/ MEO/ GEO

LEO

LEO/ MEO/ GEO

Terrestrial
networks

4G and 5G

4G and 5G

4G and 5G

4G and 5G

Throughput

Medium

High

Ad-hoc

High

Trunking and Head-End Feed
The scenario refers to providing direct high-speed connectivity to remote areas (Singarajah,
2017). This application is well suited for providing network services while 5G coverage is
either expanded to these locations or is deemed infeasible financially. It is assumed that
demand in this case would not be expected to have low transmission latency. By definition,
the bandwidth requirements could also be served to a mediocre measure. An example is the
Exede broadband internet service provided by ViaSat, through its ViaSat-1 high throughput
satellite. Such satellites can provide 12 Mbps uplink and downlink transmission and have
already proven to be reliable systems. According to a Federal Communications Commission
report (2013) on broadband speeds in the USA, Exede broadband performed at speeds 140%
or better than promised.
Communication on the Move
In the case of autonomous vehicles, the problem of hybrid networks can be broken down
between the vehicle type and the operational mode. Gauging the problem from a latency
point of view, a constellation in LEO, at an assumed altitude of 340 km incurs a 2 – 3
milliseconds return delay. This is well within the limits of a real time response, which is
categorized as signal latency of 5 – 10 millisecond, in an ultra-low latency use case (Lema et
al., 2017). This is the only viable form of using satellite link in tandem with a 5G network for
low latency operations such as autonomous cars on a highway or rural areas with lean
terrestrial broadband coverage.
In the case of autonomous marine ships, the problem can be broken down in two distinct
operational modes, namely cruising and docking. For high seas, a satellite link is the most
suited mode of communication, that provides a large coverage with a minor compromise on
signal latency. A delay of 240 millisecond can be tolerated in this case, due to low traffic
density. However, during docking procedures, the vessel requires higher precision. These
operational requirements can be satisfied by a combination of terrestrial 5G network
extended offshore and LEO constellation providing low latency services.
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7.5

Strategic Approach

7.5.1

Current Implementation Programs in Europe

Some of the major characteristics of 5G networks include 99.99% population coverage, high
bandwidth and low latency, which according to a number of experts including executives
from companies such as SES O3b Networks and ViaSat, can only be achieved when
complemented with the existing satellite infrastructure (Colquhoun, 2017). Europe has been
a major driving force in the research and development and deployment of satellite-enabled
5G infrastructure namely with two major programs including ESA’s Advanced Research in
Telecommunication Systems (ARTES) and the European Commission’s 5G-PPP project.
ARTES, along with 3GPP, is particularly looking at ways that satellite communications
standards can be implemented into the 5G framework. Together they have identified four
focus areas for the integrated architecture (ESA, 2016):
—
—
—
—

Coverage to remote locations
High-speed connectivity
Complementary connection for users on the move
Content broadcasting including distribution and delivery

However, there are a number of spectrum management decisions that need to be made in
coordination with the International Telecommunications Union (ITU) to make sure that the
growth of one sector is not at the expense of another, especially with respect to frequency
reusing and sharing.
The 5G-PPP project was launched in June 2017 by the European Commission to bring the
European industry together to create architectures, technologies and standards. This
includes both terrestrial and satellite telecommunications operators from Europe who are
involved in creating a deployment architecture for the integrated communication era, where
the end customer is oblivious to the channel of their communication (5G or satellite) and
service control (5G-PPP, 2017). The 5G Barcelona initiative was also launched in February
2018 by the 5G-PPP project to test the design of hybrid networks through a combination of
space and terrestrial technologies.
Hispasat, a Spanish satellite operator, is participating in this study since a combination of
these technologies makes video distribution efficient by means of network function
virtualization. This will also help Hispasat diversify their services by getting them to test the
ubiquitous internet access aspect, which is currently the major investment focus of the
satellite communication industry. SES and Eutelsat are also members of this consortium thus
providing a good start for the integration
7.5.2

Strategic Approaches for Other Markets

This section will provide some steps for other markets such as Asia-Pacific, North and South
America to create an ecosystem for discussing and implementing a satellite-enabled 5G
integrated communications architecture.

International Space University, MSS 2018

67

newSTARTS

i.

Establish a national or regional consortium

Europe has taken the lead in creating an ecosystem for bringing the satellite and 5G operators
together to discuss standardization and appropriate solutions for integrating the
communication systems. Other markets such as the United States, Asia, including Japan,
China, India, Australia and Latin America can follow the European example to create their
own consortium to build a similar ecosystem in a national or regional basis. Support is needed
from national governments or regional blocs to go about implementing this proposition.
ii.

Early advantage for developing countries

As mentioned, developing countries are a huge market for telecommunications operators,
owing to their increasing population densities and unavailability of high-speed internet.
Moreover, since the deployment of 4G services is not yet complete in the majority of these
markets, consortia developed in such countries or regions can have an early advantage in
discussing implementation, testing and deployment mechanisms. The satellite industries of
these markets, unlike those from the developed countries, have an advantage since they can
invest early in their new product cycle, as shown in Introduction to Niches
iii.

Horizontal integration through Mergers or Acquisitions

Satellite operators, which are potentially cash cows, as per the BCG Matrix discussed in
Introduction to Niches have the opportunity to integrate horizontally with terrestrial
communication operators to create an integrated communication standard. Especially in
small markets, this could prove worthwhile since this can address the challenge of internet
access to its citizens. Governments could play a crucial role in helping create a way for this
integration to happen either through encouraging partnerships, mergers or acquisitions
between the two industries. In big markets, this could be difficult since operators do not want
to encourage such ecosystems owing to competitive reasons. Hence, it would be easier to
follow the European approach.

7.6

Conclusion

Global broadband access is both an opportunity and a challenge for both governments and
industry alike. Combined with the ongoing developments in 5G and the advent of internet of
things, ubiquitous coverage, high bandwidth and low latency are growing demands for the
future of telecommunication systems. Hybrid networks, e.g. with an integrated satelliteenabled 5G network, this will not only help in meeting the current market demands but also
create new markets enabled by the availability of connectivity. Applications such as virtual
reality, autonomous vehicles and smart cities are only a part of the potential of creating and
implementing such integrated communications systems
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8 SECURE COMMUNICATIONS
In late 2017, China demonstrated a secure quantum link between Shanghai and Beijing,
which is testament of the global growing need in secured channels of communication.
Alongside quantum technology, laser communications and different methods of encryption
were identified in the Emerging technologies chapters. With the increase of data
consumption, dispatch and reception, secure communication networks have become a
growing concern at every scale.
In this chapter, secure communications are presented as a potential market niche. Its
benefits and market opportunities are presented with respects to a multitude of sectors, such
as governmental activities, IoT, health and end-customer use cases. Following the overview
of the issues to be considered, different strategic approaches are discussed for space-based
telecommunications to become involved in this market niche

8.1

Definition

As discussed in the emerging trends chapter, users are accessing the internet from a single
device, meaning that by gaining access to that device it is possible to access to multiple
accounts, sensitive data, exposing the user to among others, phishing attacks. It is not a
surprise that users demand more privacy and more secure access to the internet and its
services. The amount of data that a company mines from the users is rapidly increasing,
allowing developers to customize their user-experience. Thus users are more engaged, and
more data is consumed. Because of how valuable the user data is for companies, with the
increasing of hacks attacks, they are facing economic losses. Consequently, the need for
telecommunication and security companies to work to ensure security for individuals,
organizations, and governments is evident.
Current methods of secure communications between two users involve: encryption;
steganography; identity based networks (e.g the telephone system) and anonymized
networks. Encryption is the most widely used method, and involves the process of turning
data into a form, or cipher, of which cannot be read by unauthorized individuals (Margaret
Rouse, 2017). However, as seen in Emerging Trends chapter, network vulnerability and data
security is an urgent issue in the telecommunications industry. According to Chris Stott,
founder of ManSat (Stott, Naef and Rossello, 2018), current telecommunication companies,
especially older ones, are likely to rely on inadequate or ancient security systems and
therefore have significant potential breaches in their systems. This is emphasized by the fact
that satellite networks have less relay nodes (so less points of attack), are a physical private
network (as the communications do not share other communication infrastructure such as
terrestrial computers), and therefore provide less opportunities for hacking as seen in Figure
8–1 (iDirect, 2018)
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Figure 8–1: Quantum technology satellite links (Custer, 2016)
Team newSTARTS also identified advancements in lasercom and quantum technology as
drivers for new markets for less vulnerable telecommunications networks. Laser is currently
seen as the most viable option as its Technology Readiness Level (TRL) is significantly higher
than quantum. Nevertheless the technological advantages posed by quantum are
significantly greater than that of laser, and so there are many opportunities for existing or
new organizations, as discussed later.
8.2

Benefits and Opportunities

Organizations and firms across the world rely on encrypted networks to transfer proprietary
information, internally and to confidential partners. Transfer services for such sensitive data
can be done via satellite links over secure protocols using laser technology, and eventually
quantum technology. The section assesses the opportunities specific to the secure
communications niche, along with value to various benefactors.
8.2.1

Market Opportunities

Governments
The ‘Beijing-Shanghai Trunk Line’ in September 2017 was the world's first quantum secure
communication line. The trunk line connects Beijing and Shanghai and runs through Jinan
and Hefei for a total length of more than 2,000 km. Soon after this, China was able to
successfully demonstrate the first intercontinental link. The full-line key rate is greater than
20 kbps, which can be distributed to tens of thousands of users at the same time (People’s
Daily, 2017).
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As discussed previously, governments require the strongest and most resilient networks. The
relative position being the one that matters, other governments will wish to replicate this.
This justifies R&D investment in technologies such as quantum. There are therefore market
opportunities for satellite operators to provide such links to governmental entities.
Banks
It is projected that there will be huge demand in the banking sector from quantum
technologies. The main reasons for this is due to the intrinsic secure channels that quantum
creates (due to the <01> state collapsing if there are any eavesdroppers), and the satellite
being part of a physical private network (moving the relay node of the communication
channel physically, into space, which is now separated from other communication
infrastructure (Global Industry Analysts Inc., 2017).
In January 2018, Quantum ltd has launched its first ever blockchain node into space. This is
used when sending, for example, bitcoin transactions from one user to another, as users are
fearful of hackers within the current terrestrial communications network. This highlights how
important space is considered to be the most secure method for monetary transactions, such
as those used via cryptocurrencies (Zuckerman, 2018).
Internet of Things (IoT)
If a device within an IoT network becomes compromised, this could create a hole in the entire
system. As the IoT market is expected to grow, there is an opportunity for dedicated IoT
security services to bridge this potential gap. A few specialized companies, such as Gemalto,
are already getting involved in these secured infrastructure for IoT (Gemalto, 2018).
As mentioned in the IoT survey of Security and Privacy, there is no unified view of the IoT
framework, allowing its current security to potentially be infiltrated (Mendez,
Papapanagiotou and Yang, 2017). Security solutions however have not kept pace with growth
of IoT, and as a consequence, there may be an opportunity to try and standardize this. The
report however calls for technological and governance implementations, which would need
to be sorted out.
Medicine
Space solutions can be imagined with regards to privacy of health information. An example
being building upon a secured network to share patient information between hospitals.
There is therefore room for improvement, and possible business opportunities for
companies. The development of telemedicine also needs to be thought within this
framework and to recognize these possible threats.
Correctional Facilities
Correctional facilities and prisons represent a good example of institutions that need
specifically secured communications system. Connections within prisons must not allow
internal features, such as control of doors and prison cells, to be externally compromised.
The same is true for connections between different prisons. Therefore, prisons have strong
incentives not to connect their systems through terrestrial networks and have a need for
closed secured networks.

Telecommunication Companies
International Space University, MSS 2018
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Telecommunications companies are especially subjects to threats. As discussed with Chris
Stott (Stott, Naef and Rossello, 2018), many telecom companies have their own in-house
security teams, of which may rely on outdated security practices and software. There may be
points in their systems vulnerable to attacks, and thus there is an opportunity for private
companies to review their systems (Santamarta, 2014b).
End-users
There is currently a fear among many security experts that there is a diminishing care from
people regarding their personal security. A report on this in 2016 during the US presidential
debate (which focused heavily on the need for personal data privacy) concluded that Internet
users care more about keeping their data private, but are less confident in their ability to do
so, and are taking fewer actions to protect their privacy (Open-Xchange, 2016).
Applications such as WhatsApp or Facebook nowadays face real challenges in terms of data
privacy (Millar and Marshall, 2017). Therefore, on top of hacking threats, data privacy is a
central consideration for the end-user. As these companies face important fines for not
respecting users’ privacy, there is a true need for them to modify their model. Adding to this
need from the companies’ perspectives, users are looking for similar services offers, which
would guarantee better security and privacy.
Protonmail is an email service, guaranteeing encrypted secured channels. It is used for
professional purposes, as well as private ones. Initiatives such as Protonmail (Protonmail,
2018) testify that the demand for encrypted direct channel of communication exists and
grows.
Hence, opportunities to provide better secured systems of telecommunications exist in a
multitude of sectors. Security must be presented as an essential added value to the service
offered by telecommunication operators, it has become a central selling argument.
8.2.2

Market Opportunities

Once the technology is mastered, there will be strong perspectives market wise, for which
space will play an important role. Strong business opportunities that rely on it exist for
satellite operators, especially in the fields of finance, banking, military and governmental
security. Preparing for the emergence of this secure quantum link market, companies can
invest in research and development, or eventually buy structures already developing it.
The global quantum cryptography market is also expected to reach USD 2B by 2024,
according to Quantum Cryptography, a Global Strategic Business Report (Global Industry
Analysts, 2017).
The report understands that there will be a growing need to increase security against a
backdrop of hacks and frauds. It also assumes an increase in banking transactions that will
drive future growth. Interestingly, the report forecasts that use will be especially high for
Small and Medium sized Entreprises (SMEs). At present, Quantum Communications (QC) is
not the mainstream way of securing a communication line, however with further
advancements in technology, it promises to help QC to replace existing hack-proof solutions
in the long-term.
There is significant interest in United States especially, as it poses the largest market
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worldwide, whereas China ranks as the fastest growing market. China is also heavily
supported for quantum development, most notably for its first quantum link between Beijing
and Shanghai and showing that quantum communication from satellites is possible. China’s
government also supports the quantum industry with a USD 10B quantum center (Brian,
2017).
It is estimated that over the next five years, the market size of quantum communication will
reach CNY 100 billion. In 2017, the Chinese private communications market was expected to
be 16.9 billion yuan, which accounted for only CNY 3.5 billion more than quantum
communication. As a consequence, there is a significantly growing market for secure
services, for which can be exploited by newcomers to the market, or existing satellite
companies (Bo Gao, 2016).
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8.3

PESTEL Analysis

Table 8–1 puts forth issues to be considered for the secure communications niche.
Table 8–1: PESTEL analysis for secure communications niche

POLICY
•
•
•
•

ECONOMICS

Global data privacy regulations
•
Different technology uses for military
and civil actors
Education Sector, authentication of
•
educational content
•
Misuses of secured networks for
harmful purposes
SOCIO-CULTURAL

•
•
•
•
•
•

Breach of personal data
Health sector, authentication of client
medical information
Home connectivity breaching
Difficult in managing criminal
groups/activities
Encourages misuse of security
Criminal data extraction

TECHNOLOGICAL
•
•
•
•

ENVIRONMENTAL
•
•
•
•

8.4

Terrorism in the oil and gas industry
Emergency services
Agriculture - Benefits and hacking and
implications
Data distribution and storage Implications on global environmental
data

Increasing demand for secure channels
of communication because of increasing
use of data
Retail adjustments and stock losses
Financial losses

Significant scientific advancements in
quantum and laser communication
Low levels of technology readiness
currently exist
Transport system invasion
Challenge updating systems with fixed
level of infrastructure

LEGAL
•
•
•
•
•

Data protection laws.
Signal Jamming Legislation
Breach of crucial government
information
Data encryption by the operator
Cloud protection

Strategy

The operation of providing secure communications is an active business, one that is
constantly evolving and hence needs continuous research and development. As mentioned
in the chapter on industry overview, the satellite industry is diversifying into global
broadband access services, especially in the case of Low Earth Orbit (LEO) and Medium Earth
Orbit (MEO) constellations. Hence companies, by default, need to be investigating and
implementing security protocols in their communication. One of the satellite startups,
LeoSat, which promises to provide global, high-speed and high-secure internet access, plans
to build an enterprise, private network using a constellation of satellites in LEO. Hence, new
entrants are already investing into this new market niche. (Erwin, 2018)
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Strategic Approaches
The incumbents need to react quickly as it is expected that the demand for secure
communications will only go up owing to the increase in digitization and development of
global connectivity in the upcoming years. They can approach this in two strategic ways:
Diversification through vertical integration
— Incumbents that are currently working with a high positive cash flow and looking to
diversify could start investing in the emerging technologies such as laser
communication and quantum technologies, discussed previously. With expertise in
satellite operations and availability of ground infrastructure, the current companies
have a huge competitive advantage over new entrants. Their reputation among both
public and private sector customers makes this a very interesting option.
— For short-term results, existing proven technologies such as laser-based
communication, advanced encryption techniques and secure satellite storage
methods. With a potentially high demand from governments and the commercial
sector, this approach could not only create a new market, but also help companies
diversify from the struggling broadcasting services. This is also a way for satellite
operators to vertically integrate downwards into the service layer in the value chain,
thus providing a new use case for satellites in the telecommunications market.
— For the long-term, companies could start investing into research and development
of technologies such as quantum communication and quantum computing, which
makes the communication channel highly secure and also reduces aspects related to
latency. Prototype satellites can be built and tested such that the companies are
ready to commercialize quantum communication at the earliest possible time.
Diversification through partnerships and acquisitions
— Incumbents who are still skeptical about the technology readiness level and potential
of secure satellite communication, could invest in startups such as LeoSat since these
could still claim stake in the potential new market. This allows companies to not
diversify as such, but enables them be in the mix of advancements in the industry.
Acquisition could also be a strategic option for a company depending on its market
needs, similar to the acquisition of O3b Networks by SES.
— Some incumbents could even choose to create partnerships with terrestrial
counterparts who could be actively working on secure communication technologies
for channels and encoding techniques. Establishing a hybrid network, as mentioned
in the previous chapter, would allow satellite operators to share standards and
architectures with the 5G operators. This would lead to new markets for secure
communication, as the applications of a hybrid network range from connected cars,
smart cars to virtual reality.
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Recent advancements in the miniaturization of smallsats for the communication and
emergence of NewSpace companies have allowed innovations across the sector. A new
market niche such as satellite-based secure communications allow the creation of new
startups such as LeoSat. With current developments in quantum technologies, it can be
expected that a number of startups will arrive to disrupt the emerging secure
communications market and create a competitive market structure. Hence, incumbents need
to respond as either terrestrial communication services or new entrants could get a firstmover advantage, based on who gets to provide a feasible business solution to the security
challenges of the future.

8.5

Conclusion

Due to these new technology and developing user demands, telecommunication and security
companies will have to work in new ways to ensure security for individuals, organizations and
governments. Key new technology that affects the security of telecommunication via the
developing uses of laser and quantum communications presents many new opportunities.
Furthermore the Internet of Things (IoT) also implies that each communication networks will
potentially access millions of other devices, such as medical records, prison doors and
automated cars. Breaches of any one of these devices could therefore create significant
harmful consequences to individuals and organizations privacy and security. Space-based
systems provide unique benefits and opportunities for this changing security paradigm due
to their physical private network and reduced points of attack. Current investments in
research and development, and in companies such as LeoSat testify these expected market
potential.
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9 REPLACEMENT FOR NATIONAL DEEP SPACE
NETWORKS
With the ever-increasing scientific benefits of deep space exploration, and the increase in the
number of missions themselves, deep space telecommunications are a niche for incumbents
and new entrants to ponder. New business strategies can be implemented by a more
international, private base. This chapter discusses deep space networks at a glance and
asserts strategies for existing or new companies to take advantage of this unique
telecommunications niche. Links can be found to data security, connectivity, and low latency
emerging trends discussed earlier.

9.1

Existing Deep Space Networks

Deep Space is the area beyond the Earth’s orbit for which exploration activities ensue and
future settlement plans are pending. Deep Space Networks (DSN) are the infrastructure that
allow for communications with spacecraft in deep space. Today, this mainly encompasses
telemetry, telecommand and control of spacecraft containing payloads performing scientific
experiments and observations. In the future, this may require infrastructure capable of
supporting human activities, as it would be required for a mission to Mars, as shown in Figure
9–1. Communications brings the bread home from expensive deep space missions; allowing
people on Earth to understand the Solar System, and possibly venture deeper into it. No
communications equal no data, no money and no social benefits.

Figure 9–1 Sample deep space communications infrastructure to Mars (ISECG, 2018)

Internationally, various DSNs with different origin dates, and varying communication
capacities exist. Currently, the largest and oldest DSN is operated by NASA, initiated in
December 3rd 1958 (Mai, 2015). In Russia, interplanetary missions along with radio and radar
astronomy space missions are sustained with the Soviet Deep Space Network, which was
initiated in 1959 to support interplanetary missions to Venus (Grahn, 1996).
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In 1984, the Japanese Usuda Deep Space Center was established in the previously town of
Usuda now renamed Saku City. It conducts command transmission operations to deep space
probes and receives observation data from them as they fly closer to satellites, planets,
comets, and the Moon (Saku-shi, 2003). Established in 2000, ESA's DSN comprises of seven
ground stations making use of the Estrack tracking station network - a global system of
ground stations providing links between satellites in orbit and the European Space
Operations Centre in Germany (ESTRACK, 2018). India’s interplanetary spacecraft, operates
with the Indian Deep Space Network, which adheres their baseband system to consultative
Committee for Space Data Systems standards (IDSN, 2012).
The Chinese Deep Space Network is managed by the China Satellite Launch and Tracking
Control General (CLTC). The network is composed of large antennas and communication
facilities that supports the lunar and interplanetary spacecraft missions. Chang'e 1 was the
first mission to benefit off their DSN, it was used to support future lunar and martian missions
(Chioni, 2004). This year, in 2018, Chinese Lunar Exploration Project “Chang'e 4” will be
performed. “Chang'e 4” project includes a relay communication satellite, a robotic lander
and rover (Sputnik News, 2017). This will be the first relay communication satellite in the
world at Earth-Moon Lagrange L2 point to provide communication service for spacecraft and
rovers on the Moon (CLEP, 2017).
Table 9–1: Overview of main deep space networks globally
Deep Space Network
Operator

Founded

Largest Antenna

NASA

1958

70m antenna (3)

RUSSIA

1959

70m antenna (2)

JAPAN

1984

64m antenna

ESA

2000

35m antenna

CHINA

2004

65m antenna

INDIA

2007

32m antenna

As summarized in Table 9–1, current deep space networks have various origin dates and
capacities. The connections made by these DSNs are indispensable links to our science
activities beyond Earth; they propel our understanding of the universe, our solar system and
ultimately, our place within it. However, they are not perfect, and the section to come will
discuss why deep space networks need to be reevaluated.

9.2

Need for a Private DSN

To highlight the need for an integrated deep space network, NASA is a good case study. When
interviewed, Peter Worden former Director of NASA Ames Research Center said; “It’s a great
system but it was built 50 years ago. It’s obviously maxed out at the number of simultaneous
connections and the data rate is limited. They’ve done the best they can to increase it. I think
as we see more and more deep space stuff, beyond GEO, it’s woefully inadequate. There is a
lot of activity there with Elon Musk, Moon, Mars, Bezos, Luxembourg with space mining, all
of that is going to require communications and beyond GEO communications”.
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Figure 9–2: DSN Field of View setup

With its 3 large antennae located 120 degrees from one another, illustrated in Figure 9–2,
NASA DSN has universal coverage. The DSN operates 24 hours a day, 365 days a week (NASA,
2015). In order to continue this operation with maximum efficiency, there are some problems
that need to be addressed such as maintenance issues, scheduling, cost, the existing line-ofsight architecture and security issues.
9.2.1

Maintenance

As mentioned before NASA’s DSN has been running for many consecutive years since 1958,
thus requiring regular maintenance. Moreover, DSN’s budget has been consistently reduced
starting from the FY2009, when a plan was proposed to save USD 226.9 million over the
following 10 years, causing significant delay in maintenance and upgrade tasks (NASA Office
of Inspector General, 2015a). The original 64-m antennae were built in the 1960s with an
expected life-time of 10 years for the mechanical components (Imbriale, 2002). The inability
to follow a regular maintenance protocol, mainly due to underfunding, has already caused
serious issues and is expected to continue to disrupt deep space communications especially
in the face of the expected increased load.
In August 2001 there was a mechanical failure in Goldstone’s 70-m antenna, resulting in the
antenna staying out of service for 4 days (Imbriale, 2002). In July 2005, due to the corrosion
on the sub-reflector dish in Madrid, there was a communication outage during a key phase
of the comet-crashing Deep Impact Mission. In October of the same year, a number of
Goldstone antennae stopped working for several hours, which lead to significant amounts of
scientific data being lost due to a major power disruption (Young, 2006). During the Cassini
mission, the radio signal connecting the spacecraft to the Earth was lost when Cassini was
supposed to torque into a new orbit. Although it eventually managed to get into polar orbit,
it was discovered that the issue was with one of the ground-stations (Voosen, 2016).
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9.2.2

Scheduling

Another major problem with NASA’s DSN is scheduling, which must be implemented since
two different spacecraft cannot use the same antenna at the same time. Moreover, the
current scheduling process is very inefficient because both scheduling conflicts and vague
mission requirements need to be taken into consideration. An additional constraint is the
timing track, which means that each track has a set-up and teardown duration during which
equipment is disconnected. Time on Deep Space Networks is in demand at the moment
(Clement and Johnston, 2005) and more availability could provide a more robust system. In
fact scheduling for the DSN is so complex that is generated more than a year in advance and
there is more demand that can be adequately handled by the available assets at this time
(Johnston and Tran, 2011). Current work has allowed for request-based approval, but the
asset availability remain a downfall.
9.2.3

Cost

In 2014 the DSN utilized a budget of USD 210 million to cover costs of operation, maintenance
and upgrade tasks. For the same period the operational budget of each one of the three DSN
sites was USD 16.8 million for Goldstone, USD 17.6 million for Madrid and USD 19 million for
Canberra (NASA Office of Inspector General, 2015a). Although the DSN is currently operating
sufficiently with the provided budget, funding reductions pose a significant threat for the
future of the network. The effects of these budget reductions are more sever if we take into
consideration that they translate in reductions in personnel, shut down of antennae and
delay or cancellation of maintenance task in order to achieve the required savings.
However, these countermeasures tend to increase the overall cost for the DSN as it can be
seen in the following example: there is a plan to cut-down expenses by around USD 10
million for the FYs 2014 and 2015 by postponing the installation of a third antenna in
Canberra and the 80 kW transmitter in Canberra and Madrid, which will eventually incur, in
the FYs 2016 to 2018, an additional cost of USD 18.6 million due to inflation (NASA Office of
Inspector General, 2015a). In that aspect the emergence of a commercial deep space
network will help to decongest the existing network’s traffic and also provide the funds to
move towards a future infrastructure that meets the increased traffic demands.
Missions that are already enacted will also benefit from a private DSN. The NASA 2022 Mars
Orbiter is struggling with funding and currently has three different classes, as it can be seen
in Figure 9–3, with varying levels of capability in terms of functions and communication relay,
and cost. Due to funding shortfalls, this is likely to result in delayed or dropped missions. A
private DSN would enable NASA to enlarge its capabilities to better support this mission.
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Figure 9–3: NASA presentation showing various 2022 Mars orbiter mission potentials (Knipfer, 2017)

9.2.4

Line of Sight

The operation of the current DSN relies on line-of-sight communication, which enables a
spacecraft to use an antenna only when it is in its view. This poses many limitations in future
missions, which have to take into account disruption of communications e.g. due to the Earth
being eclipsed from a celestial body from the point of view of the spacecraft. This is for
example the case with future mission concept for the exploration of Saturn’s moon Titan.
Titan is a target of high astrobiological interest and many missions suggesting the use of
floating probes or submarines to investigate its carbohydrate lakes have been put forwards
as projects of immense scientific returns. However, such missions are currently not being
considered, due to the fact that seasonal geometry puts these locations outside Earth’s line
of sight from 2026 to 2040 (Lorenz and Newman, 2015). An alternative approach would be
to provide a relay spacecraft or lander, which significantly raises the mission cost, making the
mission concept unfeasible. From example like that it becomes clear that the current line of
sight strategy is not sufficient and a future Deep Space Telecommunications System with high
demand will have to move towards more internet-like architectures as discussed in
Interplanetary Internet.
9.2.5

Security

Finally, the DSN in its existing form suffers severely from security issues, specifically IT
security deficiencies in the over Space Communication and Navigation (SCaN) Program. An
investigation in 2016 discovered that the Near Earth Network was at high risk of compromise
because the relevant Federal and Agency cyber and physical security risk management
policies were not strictly followed by the operators. Similarly, in a 2015 report on the Deep
Space Network, it is stated that NASA’s Security Operations Center (SOC) was inadequately
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integrated into the Jet Propulsion Laboratory’s (JPL) computer network operations and
therefore had insufficient overview of some JPL systems. This results in NASA being unable
to monitor the JPL network traffic for suspicious activity, offer immediate assistance during
a potential incident, and ensure that its systems and data are protected. The DSN’s security
issue needs to be addressed properly, especially in view of the expected increased traffic
(NASA, 2017).
Ultimately, a new integrated approach to deep space communications needs to be
employed. The benefits of having a DSN extend to society, space agencies and private
companies which will be discussed in the next section.

9.3

Benefits and Opportunities

This section explores the benefits deep space communication networks can bring to society,
space agencies, the scientific community and private companies, as well as the areas of
opportunity for their future development.
9.3.1

To Society

Society benefits from a variety of Deep Space Missions daily, often without any awareness.
In fact, some of the security of modern life is afforded by these very missions. Typical deep
space missions at this point in time are operated by government organization and fall into
two main classes. Science and Exploration.
Science mission have a multiple of effects on society, but principally of concern here is how
deep space science missions are useful for space weather forecasting. This forecast effects
terrestrial weather forecasting as well as allowing for predictions of Solar Storms which
affects a multitude of industries across the planet. Space Weather events such as the
Carrington Event of 1859, 1989 Quebec Power Outage and 2003 Halloween Solar Storm
which produced aurora as far south as Texas and the Mediterranean have shown the
potential destruction that can occur (Zell, 2015a).
Deep space solar observation missions such as the Solar and Heliospheric Observatory
(SOHO) and Solar TErrestrial RElations Observatory (STEREO), provide an early warning
system for these solar events as the ionize particles can take up to 17 hours longer to reach
the Earth than the radio signals from spacecraft (Zell, 2015b). This information has to be
received from missions like SOHO via a Deep Space Network.
Exploration Missions benefit society in a multitude of manners. Inspiring people to take up
careers in Science Technology Engineering and Mathematics (STEM), asking and answering
questions about who we are as a species, where we come from and where we are going. The
past of Exploration missions has been entirely undertaken by governments and agencies. As
of 2018 this looks to change quickly. Missions such as the Google Lunar X Prize inspired Moon
Express (Founded by ISU Founder, Robert Richards) are closer than ever to launch, even if
the prize money itself is now in doubt (Sheetz, 2017).

In the near term, Space X’s Red Dragon missions were to be reliant upon use of the NASA
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Deep Space Network. Using government resources for commercial missions like this is not a
scalable approach. Hence to inspire more private missions to societies benefit, society would
benefit from a private company operating an equivalent deep space communications
network.
This societal benefit is a clear follow on of the potential for drastic increases in commercial
deep space activity that were identified and commented on prior in the Emerging Trends
chapter of this report.
9.3.2

To Space Agencies

The International Space Exploration Coordination Group (ISECG) is a consortium of 14 space
agencies that acknowledge significant developments in the private sector and welcome the
emerging space economy around humans and their infrastructure beyond Mars and to other
destinations (ISECG, 2018).

Figure 9–4 Space agencies involved in the international space exploration coordination group
(International Space Exploration Coordination Group, 2018).

These agencies, in Figure 9–4, have outlined an exploration plan encompassing LEO to Mars
with a timeline of up to 12 years from today, as shown in Figure 9–5. Should this occur, the
scientific and human exploration will need to be complimented with an integrated deep
space telecommunications network that does not overwhelm existing networks on Earth. In
order to be cost effective, integration from the start is necessary.
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Figure 9–5 Space exploration plan for the (IESCG) (International Space Exploration Coordination
Group, 2018).

Collaboration for an integrated system of telecommunications allows the opportunity for
better infrastructure to replace the current communications with deep space which benefits
each of these country’s scientific missions. Risk sharing can offset the financial investment
for these missions. In addition to the quantity issue, there is a quality issue, which can
become an opportunity, the DSN is capable of receiving very low power, low quality signals
from deep space; moving forward, higher quality signals are another benefit for space
agencies investing in deep space (Nola, 2018).
The ISECG identified critical infrastructure for future exploration missions. Table 9–2
summarizes how each technology was given a targeted performance based on analysis for
future human Moon and Mars missions. The selections of this research relevant to deep
space communications systems has been included below. They form a good starting point for
investigation. In order to reach these goals, a variety of approaches including private
company work and/or public private partnerships should be attempted.
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Table 9–2: Selected Global Exploration Roadmap Critical Technologies. (International Space
Exploration Coordination Group, 2018)

Global Exploration
Roadmap Critical
Technologies
(Summary Table)

Propulsion, Landing, Return
Infrastructure & Support
Systems
High Data Rate (Forward &
Return Links)

Today

ISS
& Spaceflight
Heritage

Ground (DSN): 256
kbs Forward, 10 Mbs
Return Link

Near-Future

Future

Moon

Mars

Vicinity/Surface

Vicinity/Surface

Demonstration of
advanced technology
in deep space
environment
Demonstration of

Adaptive, Internetworked

ISS: Limited

advanced technology

Proximity Communications

capabilities

in deep space
environment

ISS: Limited to GPS
In-Space Timing & Navigation

range Spacecraft:
DSN Ranging

9.3.3

Demonstration of
advanced technology
in deep space
environment

Forward 10’s Mbps;
Return: Optical >
1Gb/s
>10’s of Mbps
simultaneously
between users
Multiple Modes; Store,
Forward and Relay
Provide high-spec
Absolute & Relative
position, SpaceQualified clocks 10x100x beyond SOA

To Astronomers

In addition to the primary missions that these networks support, secondary value can be
leveraged from deep space networks. Two methods of gathering this value are through
utilization of resources by the Astronomy and Search for Extra-Terrestrial Intelligence (SETI)
communities. This added value is demonstrable once again through the case study of the
NASA DSN and their DSN Transient Observatory (DTO). This system is a signal processing
facility that monitors four downlink bands of the DSN commensally with their telemetry
downlink for signals of astronomical interest. Science undertaken on the DTO system includes
Mars monitoring for electrostatic discharges, radio spectrography, the search for fast radio
bursts, pulsars and SETI (Kuiper et al., 2016). Any future commercial or improved DSN could
continue this trend.
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Figure 9–6 Astronomical Images Captured by the NASA DSN. Very Large Array, courtesy of the
National Radio Astronomy Observatory and Associated Universities, Inc (NASA JPL, 1999).

9.3.4

To Private Companies

Government investments in deep space exploration capabilities and missions serve an
important role by advancing technologies, reducing risks and identifying new markets for
external companies to thrive. It is easier to leverage existing infrastructure and build on top
of it than to recreate it. If concerning a service as opposed to a tangible product, it is less
costly to build a service around existing infrastructure.
ISECG supports human and robotic lunar exploration “in a manner which creates
opportunities for multiple sectors to advance key goals.”(ISECG, 2018) For example, it
specifies that the Deep Space Gateway (DSG) can be used as a communications relay for
SmallSats, CubeSats, and lunar surface assets. A private company could leverage the DSG for
its own communication services, helping to create an initial node in creating the space
telecommunications market. The advantages from a private DSN would act as a catalyst for
the space industry, helping to bring all the future advantages from space to humanity at a
faster pace.
A privatized DSN will offload the responsibility of telecommunications from governments
onto private companies, replicating the current market on Earth, whereby
telecommunications is largely privatized. This will lead to an increase in the number of new
space start-ups, while enabling space agencies to focus more on new inspiring missions due
to reduced technology, development and testing needed.
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The space race was the first undertaking to explore deeper into the Solar System. This
resulted in a boost for external companies operating in raw materials, electronics, and
communications (Wiegand, 2018). It is possible that an urge towards more deep space
missions today will result in a boost in external companies and industries. The Astropreneurs
Team Project at ISU SSP 2017 identified a number of growing deep space startups, including
Planetary Resources, Deep Space Industries and OffWorld (Astropreneurs, 2017). These
companies will benefit from the risk reduction of utilizing a third party commercial deep
space communications network. Their growth could benefit the space sector in general and
the manufacturing sector as well.
An integrated DSN provides opportunities for companies discussed in Emerging New Space
Companies. For-example, SpaceX, OneWeb, LeoSat, Kepler Communications and SES’s O3b
networks have either had successful test phases for communication satellites. It is not
impossible that these companies can expand their communication satellites into the deep
space region or propose them to act as relay satellites for deep space communication
networks.
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9.4

PESTEL Analysis

Table 9–3 puts forth issues to be considered for the deep space telecommunications niche
in the form of a PESTEL analysis.
Table 9–3: PESTEL analysis for deep space telecommunications niche

POLICY
•
•
•
•
•
•
•
•

General exploitation of outer space
considerations
Frequency Allocation
Data protection law
Potential want for National Autonomy
(China—expand?)
Selection of systems to include/update
Selection of location for sites
International Cooperation
Policies for disposing of obsolete
spacecraft into space

ECONOMICS
•
•
•
•
•
•

SOCIO-CULTURAL
•
•
•

Support/ earlier warning for Solar
Storms (1.1.3)
Space Exploration Benefits Expanded
Societal drive for more deep space
science

TECHNOLOGICAL
•

Trend towards higher bandwidth

•
•

Expects cutting edge technology
Expects development of technology
with large capacity and durability in
space
Larger dishes needed eventually
New technologies since current system
inception
Technology to accomplish functionality
potentially simple
Incorporate old systems or start anew

•
•
•
•
ENVIRONMENTAL
•

Space weather conditions
considerations

•

Negative human contributions to space
environment

•
•

Location of centers needs to be remote
Attitudes towards space investment
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Currently High Capital Expenditure
Potentially lower Capital Expenditure
than current government solutions
Lower Operational expenditure than
government
Future startups will require
infrastructure to prosper
Enables a new economy by supplying
the communications
Assists with access to resources
exceeding those on Earth

LEGAL
•

Liability laws for damage and security

•
•

Ownership considerations
Which countries legal system for three
internationally spread facilities
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9.5

Technical Approach

There are a variety of technical tradeoffs that must be completed for any deep space
telecommunications network to be designed or refined. Based on current emerging
technologies and in the near future, Figure 9–7 shows the principle tradeoffs for transmission
methodologies that can be made to assess a redesign. The following sections examine these,
before other technical considerations are pursued relevant to each option.

Figure 9–7: Principle Trade Offs in Deep Space Network Design

9.5.1

Transmission Method

The major benefit of moving away from traditional RF communications in deep space to laser
communications would be the capability to support and sustain very high downlink data
rates. Over the last 15 years, NASA has tested Laser Communications (lasercom) technology
for deep space applications. The Lunar Laser Communication Demonstration (LLCD) was
successful in meeting two-way data rates of 622 Mbps from the Moon (Brown and Hoover,
2013). As mentioned in Laser Communication section, LCRD will seek to break that record.
RF communications used today in the radio and microwave parts of the electromagnetic
spectrum are nearing their capacity. Lasercom would allow missions to be carried out in the
less crowded portions of the spectrum. Lasers also require smaller on-board antennas due to
smaller beam divergence compared to radio waves. As a consequence to the narrow beam
divergence, lasercom is also more difficult to intercept than RF (Kaushal and Kaddoum, 2017).
However, there are still some areas of improvement that must be addressed before
implementing the technology. RF communications are the most technologically matured
form of space telecommunications, especially in the X-Band and Ka-Band. Figure 9–8 shows
the scaling of lasercom link performance over various distances in the solar system. From this
illustration, it can be seen that data rates to Mars drop to 100 Mbps, reaching as low as 0.25
bps to Pluto (Hemmati, 2005). Another major disadvantage lasercom faces is that due to its
shorter wavelength the beam is vulnerable to interference, especially atmospheric when
beaming back to Earth. A corollary of this are fears about misguided lasers illuminating and
potentially causing damage to or interfering with optics or systems of other air or space
systems.
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Mounting on top of current architecture, lasercoms do have their shortcomings. However,
this is assuming single node, or line of sight communications. The comparison changes greatly
with the introduction of multiple nodes in the network, as discussed further.

Figure 9–8 Selected Current and Projected Laser Based Communications Missions. (Cornwell, 2016)
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9.5.2

Transmission Architecture

Single node (also known as point to point transmission or line of sight) has traditionally been
the most primitive method of networking. Until recently, line of sight communications were
the standard in the space industry too. However, with the introduction of rovers, first multinode system networks were conceived, albeit static. In case of rovers, all the data collected
is beamed up to the complementary orbiter spacecraft, which then has to store the data until
a line of sight is achieved with the Earth-bound network, namely DSN. Such a network though
tends to get tedious over long distances and has an obvious problem of a single point of
failure.
Multi-node or multi-path networks are more modern and are much like the networks used
on Earth today. TCP/IP (Internet Protocol) is the best example of this system on Earth,
replicating which Solar System-wide is the ultimate aim of an interplanetary internet. Barring
the limitation of latency, a multi-path network allows round the clock access, and provides
contingent paths for data transfer, in case of partial system disruption. Implementing DTN
protocol allows maximum network utilization.
Lasercom technology’s drawback of transmission weakening over long distances can also be
improved using a multipath system (Wirthmuller and Kalchmair, 2014). Adding relay nodes
and repeaters would ensure strength of the signals and perform better than a single beam.
To overcome atmospheric interference, Earth-bound signals can be transmitted in
microwave or larger RF spectra.
9.5.3

Interplanetary Internet

Based on the aforementioned discussions, a scalable solar-system-wide broadband network,
using multiple space assets as relay nodes or multipurpose spacecrafts providing very high
data link rates, theoretically of about 1 Gbps is possible based on emerging technologies
(Haque, 2011). The network would also have to be required to stay in orbit, up and
functioning, with negligible physical maintenance to it. The system would use a variety of
spacecraft in various orbits, especially in stable Lagrange points.

Figure 9–9: Interplanetary network model
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Figure 9–9 shows how one such interplanetary internet model might look. The system would
contain multiple layered networks. Celestial bodies in question, would have orbiter satellites
along with planetary sensors that would bring in data from rovers, science balloons, landers,
probes or any other spacecraft on the respective planet. These are dubbed as Planetary
Satellite Network (PSN), much like that on Earth. A nodal cluster of high-processing capability
and high-capacity satellites that would form the main trunking in the network. These
satellites would be responsible high data rate transfer rates to other Planetary Satellite
Networks. This network would be characterized by large delay and losses, which would mean
these satellites would have to be built to support long haul communications. These satellites
would form the Backbone Network (BN). The BN and the PSN would be served by an Access
Network (AN) that would be critical from the mission point of view (Sarkar, Shukla and
Dasgupta, 2011). As shown in Figure 9–10, the Earth Access Network (EAN) would be
required to complete the system architecture, with relay satellites finally feeding data back
to deep space telecommunications terminals such as NASA DSN.

Figure 9–10: Earth Access Network

9.6

Business Approach

From a non-technical point of view the potential approaches for creating an integrated Deep
Space Telecommunications System can be thought of in the form of a spectrum covering
solutions from purely governmentally driven to exclusively commercial, illustrated in Figure
9–11.

Figure 9–11: Business Approach to deep space networks

9.6.1

Intergovernmental Cooperation

Building on the status quo, a potential way to move forwards would be the establishment of
an integrated DSN based on international cooperation of the governmental bodies that
operate the existing infrastructure. This solution seems the most unlikely to be utilized, since
it goes against the current trend of commercially driven space activities (Space 4.0) and the
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obvious desire of space related public entities to reduce their operational cost by outsourcing
workload to the industry. Finally, such a solution would require bringing together
governments e.g. USA and China, that for political and security reasons would be reluctant
to cooperate in an extensive project as the creation of a global DSN.
NASA and ESA
NASA and ESA are already collaborating with shared use of some of their launched spacecraft,
with the objective of saving money and time in future missions planning. (Younes, 2017).
NASA’s Mars Reconnaissance Orbiter (MRO) and ESA’s Mars Express, for example, serve as
internationally interoperable data relays, allowing planning and support from non-NASA
entities and to lower costs by increasing the use of COTS. Figure 9–12 introduces the SCaN
program, which aims to provide data delivery services for space exploration and space
science programs based on an interoperability principle.

Figure 9–12 Interoperability in Space Communication Networks (Schier and Edwards, 2015)

NASA’s SCaN (Space Communication and Navigation) program, exemplifies this partnership
from a commercial approach between NASA and other entities such as ESA. The Networks
Integration Management Office (NIMO) acts as a regulatory body between customers and
NASA’s Near-Earth Network (NEN) and Space Network (SN) services, offering access to a
number of services and capabilities that go from Early Mission Planning to Spectrum
Management. Similarly, the Deep Space Network Commitments Office (DSNCO) performs the
same activities as NIMO but with an exclusive focus on DSN services (Campbell, 2014). The
impact of the SCaN program is such that it not only establishes a link for commercial
partnership opportunities, but it also helps find interoperability opportunities between NASA
and other countries at international forums, such as with the Interagency Operations
Advisory Group (IOAG) and the International Telecommunications Union (ITU) (Younes,
2017).
This cooperation system could be considered a stepping stone towards the development of
a Global Networks Integration entity for future missions. Since NIMO has already established
a working network integration process for NASA and non-NASA missions it should be easier
to make a transition into global cooperation.
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9.6.2

New Entrants

One key question in terms of international cooperation attempts here is how new entrants
can enter this area or grow their cooperation. This could be a good tactic to pivoting to
further exploration work.
Australia
Australia is an interesting case here, who currently host two deep space tracking facilities,
seen in Figure 9–13; one for the US NASA at Tidbinbilla, Canberra in the Australian Capital
Territory, and one for ESA in New Norcia, Western Australia (Driver, 2017).

Figure 9–13. The Canberra Deep Space Communication Complex, located at Tidbinbilla (Kerton,
2018).

The ESA station plays a secondary role tracking ESA launches from French Guiana over the
Indian Ocean as well, hence its location (Driver, 2017). These facilities are integral for the
operation of both networks. The division into two separate internationally managed facilities
causes an increase in manpower necessary and bureaucratic overhead. The creation of a
Space Agency in Australia may offer some relief here.
In the 1960s, Australia was a key player in space exploration. As a member of the European
Launcher Development Organization, some rockets were flown from Australian soil. In 1974
the ESA was created out of the European Launcher Development Organization and European
Space Research Organization. Although Australia has been offered membership in Europe’s
space agency from the very beginning, no agreement has been ever concluded. Despite that,
the ESA’s Director General, Jan Woerner, recently renewed the invite by saying, “we are open
again” (McGellin, 2017).
Whether Australia enters the ESA or maintains autonomy will be the key issue here in how
to structure an international partnership built around a new less redundant deep space
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network. For some players such as Australia, Argentina, Kenya, Chile and Norway which
currently host deep space tracking facilities in co-operation with ESA, China or others, deep
space exploration is a good point to edge into the ‘space club’ and hence build sovereign
space capability.
Australia has demonstrated a desire to participate further in space exploration with their
membership of the ISECG as a founding member in 2006. This commitment was made via the
Commonwealth Scientific and Industrial Research Organization (CSIRO) as it was prior to the
space agency announcement of 2017.
The CSIRO currently operated the Canberra DSN station under a contract from NASA. The
budget of this facility was approximately USD 19 million as of Financial Year 2014. It
employed roughly 100 people. It is possible that money could be saved by consolidating the
two facilities in Australia into one more integrated facility. This will generate some friction
from the individual territories (Australian Capital Territory and Western Australia) which
currently host these facilities. Excess friction may be experienced by local government which
are motivated to keep jobs. This friction is a recurring issue, that we will see again as we
examine privatized options for DSN augmentation or replacement.
China
China started the its Chinese Lunar Exploration Program (CLEP) (see Figure 9–14 ) in 2003
and since then has maintained its interest in deep space exploration. The country has been
devoting to the deep space exploration and set clear objectives in a step-by-step approach.
A white paper proposed in 2016 declared visions and objectives of deep space explorations
for the following five years. The document sketched the resolution of continuing lunar
exploration projects and also executing the first Mars exploration by 2020, with scope of
research and study (China Daily, 2016).

Figure 9–14 Chinese Lunar Exploration Program
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China’s policies regarding international cooperation can be found on Space White Paper,
issued in 2000, 2006, 2011 and 2016, about every five years. In general China has the
willingness and promotes international cooperation. The country has not conducted much
deep space activity in the past due to some restrictions from US. A law passed by the US
Congress in 2011 prohibited the bilateral cooperation with China, enforcing International
Traffic and Arms Regulation (ITAR) issues. Nevertheless, after decades of self-technology
research and development, things changed for the better (People’s Daily Online, 2017):
— China-Russia Space Cooperation act from 2013 to 2017 affirmed the bilateral
cooperation in the deep space exploration and manned space flight;
— China-ESA Space Cooperation act from 2015 to 2020, aims at cooperating in deep
space exploration. This also stated that Chang’e-4, a Chinese lunar exploration
mission, would carry a Dutch payload in a memorandum of understanding on space
cooperation with Netherland;
— In the International Global Space Exploration Conference held in June 2017, Liu
Jizhong, director of the Lunar Exploration and Space Engineering Center, formally
stated that China sent out invitations for cooperation in Chang’e 4 missions and
confirmed that it will involve not only the Netherlands but also Germany, Saudi
Arabia and Sweden among others.
India
India is another emerging player in the arena of deep space exploration. The country has
performed two deep space exploration mission up to now: Chandrayaan-1, India's first
mission to Moon launched in 2008, and the Mars Orbiter mission, launched in 2013.
India’s deep space exploration program is made based on the cooperation with leading
spacefaring nations, especially with United States. The first cooperation with US provided
India with support in the Chandrayaan-1 mission. The mission had two American
instruments, namely the Mini Synthetic Aperture Radar from the Johns Hopkins University’s
Applied Physics Laboratory and the Moon Mineralogy Mapper, an imaging spectrometer
from Brown University and JPL (Jaganath, 2014).
Secondly, in India’s Mars Orbiter mission, NASA provided support in deep space navigation
and tracking services necessary to complement the non-visible period of the Indian Deep
Space Network. Both parties signed a series of agreements, aiming at exploring further
cooperation in the planetary science and heliophysics as well as potential future missions to
the Moon and Mars (K.S., 2013).
India cooperates with some other spacefaring nations. These are listed below:
— In 2015, Indian Space Research Organization (ISRO) and Russian Space Agency
(ROSCOSMOS) signed a Memorandum of Understanding (MoU) for future
cooperation in planetary exploration (MakeInIndia, 2017).
— In 2016, ISRO signed an agreement to collaborate with JAXA about the lunar
exploration (Raghu, 2017)
— In March 2018, India and France issued a Joint Vision for Space. Both parties agreed
to strengthen the cooperation in the deep space exploration, high technology for
space science, autonomous rovers and aero braking technology (Priyankar, 2018)
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Generally, India holds quite an open attitude about the international cooperation in the deep
space exploration. However, India has no cooperation with China. This can potentially be
justified by the complicated political relations between India and China due to the territory
dispute, as well as relations with the allies of India, especially with US and Japan. US hindered
China in space activities in many aspects due to political and strategic considerations. Japan
has long-term historic issues with China. Finally, one can conclude that India and China might
choose different directions in the future development of international cooperation of the
deep space exploration.
As mentioned above, deep space exploration is very expensive, significant cost reductions
could potentially be achieved through further international cooperation. The current Space
4.0 paradigm is much different to the previous space race era and gives the opportunity of
new entrants as burden sharing role. Australia and others can rely on their strengths to pull
them into more important roles in the deep space mission.
United Arab Emirates
Although The United Arab Emirates (UAE) does not own a national deep space
communication network yet, the fact that it is already planning to send human settlements
to other planets suggests that its participation in future deep space communications should
be carefully evaluated, as it could bring various benefits for the parties involved.
The UAE became an active participant in the space sector since the mid-90s with the
development of the Thuraya Satellite Company, and later on with the creation of the UAE
Space Agency (UAESA) in 2014 (Alkhalisi, 2018). Now, the UAE is emerging with great
potential after a 20 billion Dirham (USD 5.4 billion) investment in a space program for deep
space missions, which include an unmanned Mars mission for climate and atmosphere
studies scheduled to be launched in 2020 (Mohammed bin Rashid Space Centre, 2015). More
ambitiously, the UAE has already announced a plan to build human settlements on Mars by
2117 (Al Jazeera, 2017).
This, alongside their astronaut training program that will have their first astronaut class in
2019, show that the UAE could also emerge as a key participant in deep space
communications. Also, with their recent inclusion to the International Space Exploration
Coordination Group and signing of agreements with Japan, NASA, and China the UAE could
become essential for future international cooperation within deep space communication
networks.
Russia
The Russian deep space network consists of three large antennae (see Figure 9–15): a 70 m
in Evpatoriaa (Ukraine), Ussuriysk (Far East) and a 64m in Bear Lakes (near Moscow). They
arranged the trial delta-VLBI experiments with the help of four scientific institutions. The
series of delta-VLBI was carried out from 1984-1993 for the Venus-15, Vega-1, 2 and Phobos1, 2 interplanetary stations. In each of these radio telescopes, the signals are received with
low-noise receiver and transformed into an intermediate frequency.
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Figure 9–15 The Russian Deep Space Network

Without these assets, Russia's space program could only communicate with spacecraft when
they passed over Russia (Molotov, 2004). Therefore, the next best option was to have NASA
include them in the U.S. satellite-based tracking and communications network (Bodner,
2015). in the present, and as it was mentioned above, cooperation between Russia and India
for a deep space communications network will be more fruitful and effective if all the
countries that have a DSN collaborated together for future exploration in science and
technologies.
9.6.3

Public Private Partnerships (PPP)

One potential path to follow for a commercial player trying to emerge in a newly formed
Deep Space Communications market would be the formation of Public Private Partnerships,
an approach bridging the gap between a purely governmental and commercial approach.
This solution attempts to bridge the gap between a purely commercial and public approach.
Governmentally run DSNs can provide experience and existing infrastructure while reducing
the demand for a very high investment from the side of the commercial partner. In this case
two main issues arise: resistance from the public side of the partnership and financing. As
more and more space related services, which until now were provided by agencies like NASA,
are open to competition e.g. NASA’s the Commercial Orbital Transportation Services (COTS)
contracts (Malik, 2006), criticism arises from the inevitable shrinking of the public component
and the accompanied loss of jobs.
Moreover, the dual use of space creates a huge debate about whether military projects
should be available for commercial bidding or how commercial companies can be certified
for them. This is evident in the case of SpaceX filing a lawsuit against the U.S. Air Force for
the launch of missions such as GPS satellites, which SpaceX claims to be able to launch for as
little as USD 80 million (Gruss, 2015). Although public investment in such projects is a major
concern there is none the less interest from governments to facilitate the emergence of
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private actors in the space sector e.g. Luxembourg, which has created a robust legal and
financial framework for new space businesses (Schrieberg, 2017). Their PPP programs are
aimed at capturing the future Space Resources market. Deep space communications will be
integral to this future market and as such might make a good fit for the Space Resources LU
Program (Schmit, 2018).
The history of PPPs in Space Exploration in the United States arguably begins with the 1978
Committee on Planetary and Lunar Exploration decision to use telecommunication
spacecraft busses as opposed to the previously in house builds of JPL (Conway, 2015). JPL’s
builds, were found to be flawless from an engineering standpoint, but perhaps overbuild and
hence too expensive. This can perhaps be seen in today’s DSN, also managed by JPL at NASA.
It is worth noting the Team newSTARTS does not wish to deride the incredible work of JPL
with regards to the DSN, but rather simply suggest options to benefit humanity and the New
Space sector by expanding the functionality through potential parallel or improvement
services. These could be achieved via PPPs or Private companies.
One recent PPP to examine is that of the Goonhilly Earth Station’s modification into a private
deep space communication facility. Located in Cornwall, UK, Goonhilly hopes to track
missions to the Moon and Mars. This PPP was announced by Cornwall and Isles of Scilly Local
Enterprise Partnership (LEP) in February 2018. Goonhilly’s partners include Surrey Satellite
Technology Lab and ESA. GBP 8.4 million has been invested in Goonhilly station. This PPP will
enable new functionality for the UK, by upgrading the existing 32 m and 30 m antennas to be
complaint with ESA and NASA networks. This investment makes significant economic and
technical contributions to European efforts in global space exploration whilst allowing new
private partners to prosper.
A PPP for a deep space communication system has the advantage of offloading both the costs
and risks of setting up, operating and maintaining the infrastructure to private companies.
This approach allows for creation of jobs and allows for better operational efficiency. Using
such propositions could not only work well for public agencies but also help nurture the
private industry. Considering the high first-time investment costs, a PPP would be the most
optimal way for initiating a commercialization of deep space communication networks.
9.6.4

Commercial

The main problem faced by a potential commercial actor trying to break in the newly
composed Deep Space Telecommunications market is the high initial investment required
accompanied with the inherent non-appropriation of benefits; meaning that there are many
benefits arising from an integrated Deep Space Telecommunications Systems, but it may
appear difficult to translate to those to revenue for a company.
This assumption should be challenged. Increased private deep space activity will act as a key
driver in making profit appropriable from deep space networks. Spectrum issues coupled
with the completed lack of excess capacity means future commercial players are placed in a
situation where communications service availability is slim to none beyond GEO. The high
initial investment means they are likely to buy capacity from a secondary provider where
available. Some New Space companies such as SpaceX may be hesitant to purchase such
capacity, owing to a want for vertical integration of their value chain, but if the service is of
the needed reliability and low enough cost, even they may be converted.
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NASA has started testing laser-based systems for future Mars missions. Though these signals
made of shorter wavelengths allow high data transmission rates, clouds could easily block
them. As a result, LEO relay satellites may be needed. As shown in previous chapters, a
number of companies are working on LEO constellations. These could act as good testing
grounds for not only NASA, but also allow the companies to diversify their product portfolio
and participate in bidding proposals for testing future deep space communication systems.
In an interview, Pete Worden, former director of NASA Ames stated that he believed that if
capacity was available, NASA would make use of it (Worden et al., n.d.). The entirely private
approach differs from the PPP not in rejecting the national governments as customers, but
in their approach to funding. A private venture here would require significant venture or
company funding to move forward. This would enable the company to remain nimbler in the
face of some of the challenges presented in the PPP option above.
The best value a government may be able to provide in the path to a more efficient new
space enabled deep space communications network is likely to support New Space
companies by pledging to purchase excess capacity and provide standards for quick
implementation. The work of a number of governments and organizations such as the JPL
has created a valuable technological baseline that can be exploited and expanded upon by
industry.
Private industry has the opportunity to exploit small teams and move nimbly, whereas
Government projects and to some extent PPPs often include large overheads. One option is
for private companies to purchase existing DS assets which have become depreciated or
under manned. The Goonhilly Station mentioned in the PPP section above, makes use of prior
infrastructure which has been modified for a new purpose. Pete Worden suggests that this
may not be the best way forward;
“From one side, using existing infrastructures financed by governments is great, you receive
it almost for free. On the other side, when you receive free infrastructure (capital cost) it may
be costly to maintain, both in terms of technology and people that are involved in that
(operative costs) (Worden et al., n.d.).”
Systems developed for government tend to rely on a large workforce than those developed
with software design like small nimble teams in mind. In many ways this is why companies
like SpaceX today seek to build so much of their own infrastructure and vertically integrate.
One resource government could provide willing entrepreneurs is the ability to make use of
and share their server assets and data with companies working in deep space. Universal
Space Networks, now Swedish Space Corporation, made good use of government resources
in order to now offer global Telemetry Tracking and Control (TT&C) as well as private TT&C
resources for future Lunar X Prize missions (Pirrone, Customer Development John and
Applications Engineer, 2012). Their customers work has included tracking the Lunar
Reconnaissance Orbiter (LRO) (Mazarico et al., 2013).
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9.7

Conclusion

Conclusively, different approaches can be implemented from a non-technical standpoint as
we try to envision the strategic future of an integrated Deep Space Telecommunications
System. From the analysis presented above, it becomes clear that the most likely path to be
followed, at least at an initial stage, is a hybrid of public and commercial structure probably
in the form of PPPs.
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10 CONCLUSIONS
The satellite communication industry is at an inflection point with the broadcasting industry
almost reaching its tipping point. With revenues from broadcasting declining for the past few
years coupled with the influx of new social trends such as internet streaming, some
companies are starting to get used to what is now the new normal whereas others have
started to bet big by diversifying into other services such as broadband and over-the-top
content distribution. The increase in adoption of terrestrial infrastructure standards such as
4G coupled with the promises of the upcoming 5G wireless standard, the satellite
communication industry is at a critical juncture to respond in order to sustain itself.
newSTARTS, in this report, has identified four market opportunities, derived from analyzing
the emerging trends and technologies, that the industry can investigate upon in order to keep
satellites relevant in the global telecommunication industry.
First, this report presented an overview of the satellite communication industry with a focus
on the financial, strategic, security and legal aspects. The key takeaway from this chapter was
the fact that broadcasting, as a product, has reached the last phase of its product cycle, as
seen from the financial analysis showing decreasing market confidence on the companies. As
a result, there is an increase in diversification into the broadband market both by incumbents
and new entrants, especially with respect to the proposed non-geostationary orbit satellite
constellations.
The following two chapters analyzed a list of emerging trends and technologies that are
disrupting the satellite communication industry, as a whole. The developments in
technologies such as internet of things, high-altitude platforms, high throughput satellites,
electric propulsion, delay tolerant networks, Quantum communications, Laser
communications and advancements to wireless standards such as 5G were discussed. In
addition, recent trends such as increasing demand for ubiquitous internet access across
locations and industries, increasing number of NewSpace companies, increase in deep space
missions and outer space activities and frequency spectrum allocation challenges were
discussed in the following chapter.
Based on the aforementioned analyses, four niches were identified in the four subsequent
chapters. newSTARTS proposed these niches for the industry to delve deep into since we
believed that the satellite communication industry has a major role to play in all of them.
Each of the niches were defined individually identifying the role of the satellite industry
followed by technological and strategic approaches companies can take when investigating
it. Some issues to be considered were also listed and analyzed using the PESTEL analysis
method.
Autonomous vehicles were the first niche the team identified as the trend in the automotive
industry clearly showed a need for pervasive internet access, for which the satellite industry
can contribute to. This applied to various transportation modes such as cars, ships, trucks
and tractors.
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Creating a hybrid network with an integration of 5G and satellite communication architecture
was proposed as the second niche. This involves not only forming a global integrated
communication standard for satellite-enabled 5G but also creating new markets for the
satellite industry.
Working on creating a secure satellite network for future communications is identified as the
third niche. The potential of using quantum-based and laser-based communications on
satellites for enhanced security is presented along with an analysis of the technologies and
its benefits.
A deep space communication network is identified as an upcoming market niche since
NASA’s deep space network is obsolete. With an increase in the number of global manned
and unmanned outer space missions to Moon, Mars and beyond, there is a huge potential
for a robust, modern outer space communication network. Historically, this has been a
public-sector endeavor, but with an increase in NewSpace activity and with the
advancements in miniaturized satellites for communication, a proposition for a public-private
partnership is analyzed, along with the challenges and benefits of that.
While this report was focused in identifying trends in the industry and finding gaps that the
transitioning satellite communication companies could address, a complete proposition for
each niche is beyond scope of the report. It is expected that this report will be useful for an
audience including both the incumbents and new entrants in the satellite industry.
newSTARTS expects that this report is both informative and useful for the audience such that
the relevance of satellite industry sustains in the age of 5G and other upcoming
communication technologies.
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